Release Notes for gateNET Firmware
              Microwave Data Systems, Inc.

Release 2.3.1

Release Date: 03/02/2006

Features Present in gateNET 2.3.1 Firmware

· Same as 2.3.0.

Changes/Additions to Existing Features in gateNET 2.3.1 Firmware

· Added driver support for the VScom USB-to-Serial Adapter 

Defect Fixes in gateNET 2.3.1 Firmware

· None.

Known Errata in gateNET 2.3.1 Firmware

· Due to changes in their internal chipset, the Edgeport USB-to-Serial Adapter is no longer supported by the gateNET.

Release 2.3.0

Release Date: 02/08/2006

Features Present in gateNET 2.3.0 Firmware

· Added ability to restore the device to factory default configuration.

Changes/Additions to Existing Features in gateNET 2.3.0 Firmware

· Added support querying radio status parameters (Alarms, RSSI, SNR, Supply Voltage, Regulated Voltage, and Transmission Power) that were previously only available to the polling engine..

Defect Fixes in gateNET 2.3.0 Firmware

· Defect – Local console can become messed up if a long serial cable is attached to the device and not connected to anything on the other end..

Fix – Changed code on device to use different TTY handler (ces_getty).

· Defect – Configuration Script parsing of a generated file could mess up the polling engine setups by parsing Com port settings directly.

Fix – Corrected generation and parsing of script files to prevent handling of several parameters previously available.

Release 2.2.2

Release Date: 10/11/2005

Features Present in gateNET 2.2.2 Firmware

· Same features noted in 2.2.0

Changes/Additions to Existing Features in gateNET 2.2.2 Firmware

· Added support for 5 digit unit IDs on menu, web, cfgscript and snmp.  The range is now from 1 to 65000.

Defect Fixes in gateNET 2.2.2 Firmware

· Defect – Radio Types were wiped out for all remote units in the list on WEB in “List of Radios” when submit was selected and Radio Select wasn’t selected.

Fix – The Radio Type now doesn’t get wiped out.

· Defect – Radio Types selection crashed menu.

Fix – The Radio Type now works ok with the new changes in CES.

Release 2.2.0

Release Date: 9/04/2004

Features Present in gateNET 2.2.0 Firmware

· Same features noted in 2.1.0

Changes/Additions to Existing Features in gateNET 2.2.0 Firmware

· Updated WEB Interface to handle all radio types.

· If the ROOT Radio is lost, an SNMP Trap will get sent using the Master UnitID set on the Menu.

· Configuration items on the Com Port menus can now only be changed if the port is disabled.

Defect Fixes in gateNET 2.2.0 Firmware

· Defect – When the IP Address of the unit gets changed the SNMP Engine didn’t update itself with the change.

Fix – The SNMP Engine will now update itself with the new change in IP Address.

· Defect – Frequency ranges on gateNET radio menus didn’t match up with the actual radio.

Fix – Fixed some radio menu items involving ranges of values and frequency displays.
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Release 2.1.0

Features Present in gateNET 2.1.0 Firmware

· Same features noted in 1.0.0

Changes/Additions to Existing Features in gateNET 2.1.0 Firmware

· Merged the gateNET platform to the current version of CES.

· Merged the gateNET platform with the Unified Kernel.

· Updated hostutils to the new CES.

· Updated netmgr to the new CES.

· Updated SNMP to the new CES.

· Updated WEB to the new CES.

· Major mods to the menus to bring them up to the new CES.

· Added “Please wait” message to menus so user is notified when the Polling Engine is busy.

· Moved ‘getauth’ out of gateNET since it’s in CES.

· Added default handlers for all of the structs used in gateNET.

· Cleaned up a bunch of the web cgi’s.

· Added support to detect and display only the available USB ports on the menu

Defect Fixes in gateNET 2.1.0 Firmware

· Defect – The Polling Engine start/stop is a hack job.

Fix – Added a ram param to handle it.

· Defect – The Polling Engine params are all over the place.

Fix – Relocated them appropriately.

· Defect – The contractors screwed up the location of their params in the param_table.

Fix – Reorganized param table appropriately (note: THIS PREVENTS BACKWARD COMPATABILITY !!).

· Defect – The extra event info in the SNMP Traps is causing problems.

Fix – Variables pulled from traps and stored as RAM params.

· Defect – The CREATE_BRIDGE code causes compile error.

Fix – Changed the offending code to recognize bridge-free products.

· Defect – Couldn’t log in as admin after merging to new CES.

Fix – Added users to the group file.

· Defect – Polling Engine search function broken after merging to new CES.

Fix – Fixed issues with menu and auto_discovery.

· Defect – Menu crashes when adding new unitID to Polling Engine list.

Fix – Param message handler changed to support params up to 64K.

· Defect – SNMP PollComplete Trap problem.

Fix – Fixed buffer issue. It was being reused without being re-initialized.

· Defect – The select params web cgi no longer works.

Fix – Propagated menu param changes to the web code.

· Defect – Polling Engine search function returns wrong ID.

Fix – Changed method. Instead of using a Ping Request we are now using a get serial number request, which will always return the originating unit ID of the device we are getting the serial number from.

· Defect – The contractor’s message queue was a hack job that didn’t work.

Fix – The sndmsg and rcvmsg were replaceed with local domain sockets. Each thread when it comes up will connect to the service in the main Polling Engine and will get assigned in index in the fd array.

· Defect - The param process crashes when Polling Engine and Term Server are both running.

Fix – I tried removing all uses of shared memory in thier code and the problem still exists.
I added a delay to the TCP streaming in the Param process to wait for all fragments of data before trying to process the packet and this prevents the Param process from crashing. But the extra 15ms slowdown slows SNMP down enough that table reads in SNMP timeout and fail. So we need to keep some sort of TCP streamming verification in Param but we also have to speed up the Param Reads in SNMP.
We need to use a cached version of param table parameters in the SNMP and PollEng process. With the new register_param_callback( function_name ) functionality that will be added to CES, this should be really easy to do. We just have to read all the parameters once in SNMP and PollEng at startup then register the callback function to update our local copy of any changes that happen after that. Then SNMP or PollEng won't ever need to call the get_some_params function with 1000's of parameters ever again because it will have an updated copy of the param table at all times.
Also there should be better recovery mechanisms in param.c that can handle things like running out of file descriptors. Right now if this happens ( we only have 10 ) we permently die without param even attempting to recover. We could have param close all of its file descriptors if this happens instead of just dying.
We also have to be sure we make more that 10 fds available for Param.c or we are going to run out ( there are only 4 free on EntraNET ) 32 or 64 should be good.
· Defect – The contractors messaging queues between polling engine threads didn’t always work.

Fix –  Replaced the messaging queues with ipc sockets.
· Defect – SNMP reads and other Database reads from param were to slow.

Fix –  Added a get_some_cached_parms library to read a cached set of parameters so we don’t have to keep asking param if there are changes.  SNMP table reads now go 100 times faster.

· Defect – Com Port TCP and UDP threads were sending stats updates inside of their data loop threads. This cause the data to temporarily stop, until param handled the update and then go again after it was done.
Fix –  We now poll a set of shared variables between the threads and the main comctrl process.  When comctrl sees a thread has stats to update( every 2 seconds ), comctrl writes the stats to param on its own, so we don’t disrupt the serial data loop.
· Defect – Polling engines kept running even after being disabled. 
Fix –  They were not correctly exiting their threads, this was fixed.

· Defect – Too much communication between polling engine and comctrl with param.
Fix –  Used the new get_some_cached_parms library everywhere.  Menu, comctrl, polleng, snmp and any place we were using dynamic connections to param, I replaced with a permanent connection to param.

Known Errata and Limitations in gateNET 2.1.0 Firmware

· There is no working seamless mode.  This was taken out of the menus. UDP packets will be chopped up at 32 byte increments on local ports and unknown increments depending on the type of USB->Serial converter plugged in.

· Web doesn’t support all the types of radios that menu does.

Release 1.0.2

Release Date: 3/19/2004

Features Present in gateNET 1.0.2 Firmware

· Same features noted in 1.0.0

Changes/Additions to Existing Features in gateNET 1.0.2 Firmware

Defect Fixes in gateNET 1.0.2 Firmware

- The guest login was removed.

- Problems fixed with SIGPIPEs killing the comctrl process.

- A wrong return value was causing the tcpterm thread to go into an infinite loop sometimes when connections were disconnected.

- USB Debug logging in the kernel was causing kernel panics. This was turned off.

- UDP wasn't working at all with USB com ports because nobody added support for it, this was fixed.

· - If the USB serial device sleeps or gets reset or unpluged/replugged, the comctrl thread can now recover automatically without having to reboot.
Known Errata and Limitations in gateNET 1.0.2 Firmware

· Syslog server not supported.

· Alarm conditions not supported.

Release 1.0.1

Release Date: 1/29/2004

Features Present in gateNET 1.0.1 Firmware

· Same features noted in 1.0.0

Changes/Additions to Existing Features in gateNET 1.0.1 Firmware

· Factory Command Line Interface

· Added command line command for changing the Byte Format.

Defect Fixes in gateNET 1.0.1 Firmware

· None

Known Errata and Limitations in gateNET 1.0.1 Firmware

· Syslog server not supported.

· Alarm conditions not supported.

Release 1.0.0

Release Date: 1/20/2004

Features Present in gateNET 1.0.0 Firmware

· Same features noted in 0.3.1.

Changes/Additions to Existing Features in gateNET 1.0.0 Firmware

· Event Logging

· Added events for when a lost radio is rediscovered.

Defect Fixes in gateNET 1.0.0 Firmware

· Network Management

· Large GetBulk requests were failing. Added SNMP Agent patch to fix the bug.

Known Errata and Limitations in gateNET 1.0.0 Firmware

· Syslog server not supported.

· Alarm conditions not supported.

Release 0.3.1

Release Date: 12/11/2003

Features Present in gateNET 0.3.1 Firmware

· Networking

· Static IP configuration

· Serial Connectivity and Network Wide Diagnostic Polling Engine

· Support for up to 10 Serial Ports with Edgeport brand USB Expansion Box

· Up to 5 separate Diagnostic Polling Engines

· Up to 10 separate Terminal Servers

· 1200bps to 115.2kbps baud rates

· Reprogramming

· TFTP reprogramming

· Event Logging

· Event logging to flash and RAM

· User Interfaces

· Console menu

· Telnet menu

· Basic web server

· Trilingual SNMP Agent with MIB-II support

· Configuration script upload/download

· General

· SNMP MIB Support for NETview 3.1

a. Buffer xfer to NETview dB using SNMP

b. SNMP SET Parameters for

i. Polling Enable/Disable

ii. Polling Intrusive/Non-intrusive modes

· Diagnostic support for all Network Wide Diagnostic capable radios

a. X790 Master Stations

b. X710 Remote Radios

c. X810 Spread Spectrum Radios

d. TransNET Radios

· Network Wide Diagnostics Support for Radio Configuration Parameters

· Auto-Search Radio Discovery Features

Changes/Additions to Existing Features in gateNET 0.3.1 Firmware

· N/A

Defect Fixes in gateNET 0.3.1 Firmware

· N/A

Known Errata and Limitations in gateNET 0.3.1 Firmware

· Retrieiving the radioConfigTable via SNMP requires the SNMP Manager to have a long poll interval and timeout (i.e. 600 seconds) because of the delay in the protocol used retrieving the parameters from the remote radio

· The reprogStatus in SNMP will only report “notStarted” when idle and “retrieving” during a program.  The other status items for this parameter are not currently supported.

