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CT Saturation in Industrial Applications
Analysis and Application Guidelines

Bogdan Kasztenny, Jeff Mazereeuw, Kent Jones

1. Introduction

It is possible that relatively low-ratio CTs are applied for
protective relaying of small loads fed from switchgear and
motor controllers of relatively high short-circuit capacity.
Assume the worst-case scenario of 64kA available fault current
from bus feeding a small motor load of normal current below
50A. In theory, CTs rated as lows as 50:5 and relay class C10
may be applied for protection purposes.

Realizing that 64kA of fault current is 1080 times the rated
current of the 50:5 CT, the magnitude of the problem is evident.
Protection class CTs are designed to work in the linear range,
with minimal errors and minimal waveform distortion, only
up to 20 times the rated nominal current with the burden as
defined by the relay class (saturation voltage) of the CT per IEEE
Std. C57.13.

Well-established and relatively accurate equations are
available for calculation of the actual maximum primary
current for saturation-free operation under any specific burden,
any specific X/R ratio, and any specific residual flux in the CTs.
This engineering practice is of little help here: A CT fed with a
primary current hundreds of times its rated current will saturate
severely - only relatively short duration peaks of limited current
will be observed from the secondary of the CT. These peaks can
be as low as 5-10% of the ratio current, and will last a small
fraction of the half-cycle, down to 1-2ms in extreme cases. As
a result only a very small portion of the actual ratio current is
presented to protective relays fed from such severely saturated
CTs. In terms of the true RMS value, the secondary current may
be as low as 1-2% of the expected RMS secondary current.

On the surface it may seem that a severe problem takes

place here - the fault current is so high that it virtually stops the
CT from passing the signal to the relay. The relay does not see
enough proportional secondary current during severe faults in
order to operate its short circuit protection. The upstream relay,
using CTs of a much higher ratio, measures the fault current
more accurately and trips. Zone selectivity is lost because the
poor low-ratio CT was “blinded” to the fault.

It is justified to assume that vast majority of industrial
applications are not supported by computer simulation studies
(EMTP) of saturated CTs, or any lengthy and sophisticated
CT analysis. At the same time there is a population of relays
installed on high capacity buses and fed from low ratio CTs.
An obvious question arises: why does the above problem not
demonstrate itself in the field?

In this paper we will analyze the problem in detail and
explain its underlying mechanics. Several GE Multilin relays
are analyzed in terms of their response to heavily saturated
waveforms. A formal, compact and easy to grasp method is
shown to present complex relations between the CT response
and the response of any given relay. Based on this graphical
method one can quickly evaluate the problem (do | have a
problem when using relay X, with CT Y, under fault capacity 2,
and overcurrent pickup setting Q?), and clearly see alternative
solutions if a problem truly exists (i.e. definition of a method to
match relays with CTs).

This paper illustrates that many unknowns in analysis
do not have significant impact on the outcome. Reasonable
conclusions will be evident from the results, even though broad
assumptions are made in the model.

This exploratory analysis shows that severely saturated
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CTs only slightly reduce short circuit tripping capabilities of
GE Multilin’s relays. Given the typically applied settings, there
is no danger of a failure to trip from intantenous overcurrent
functions even in extreme cases of very high short-circuit
currents and low-ratio CTs.

2. Severe Saturation of Low-Ratio CTs

Well-established engineering practice exists for CT selection
to ensure saturation free-operation of protection CTs at a
given short circuit level, CT burden, X/R ratio and assumed
residual flux. In the context of this paper, it is assumed that this
engineering technique is not applied, and severe saturation will
occur for short circuits within the protected zone (motor, feeder,
cable or bus).

Analytical analysis of a saturated CT is not practical. Only
“time to saturation” may be approximated with relative ease,
and is used in some protection applications. More detailed
analytical analysis is not in the realm of practical engineering.

Computer simulations are the only efficient way to
extract the required information on secondary signals. These
are burdensome for everyday engineering in the industrial
domain. This paper uses computer simulation to derive simple
and practical analysis and engineering charts to address the
problem.

Figures 1 and 2 present plots of the proportional secondary
CT current, and the simulated secondary current for a 50:5,
C10, CT with a 0.20hm resistive burden under the fault current
of 10 times nominal current (without and with full dc offset,
respectively). This poor performance CT with this particular
burden saturates slightly under 500A ac current (Figure 1), and
accordingly more when full dc offset is present in the primary
current (Figure 2). This document uses a digital model of a CT.
More information on the model and its validation can be found
in Section 7.

Figures 3 and 4 present the performance of the same CT
under the fault current of 200 times the nominal, i.e. 10kA. Now,
the saturation is much more severe.

This paper focuses on extreme cases of CT saturation,
with primary current as high as 1000 times the rated value.
Figures 5a through 6b present a series of secondary currents
superimposed on the ratio current. The primary current ranges
from 200 to 1500 times the CT rating (10kA to 75kA in this case).
All traces are rescaled to the peak of the ratio current for easy
visualization (in this way all currents have the same graphical
scale). Figure 5 is for symmetrical currents, and Figure 6 for the
fully offset currents.

These figures illustrate severity of the problem. The
secondary current is as low as 5-8% of the expected ratio
current, and exhibits spikes shorter than 1ms when the fault
current is as high as 75kA. Please note that this 50:5, C10, CT
has a burden of 0.2o0hms, virtually making it into an IEEE C57.13
“C5 relay class” equivalent.

It is important to observe that the secondary current,
despite being extremely low compared with the fault current, is
still very large compared with the CT and relay ratings:

For example, consider a fully offset 75kA current and a 50:5,
C10, CT of Figure 6b. The peak value of the secondary current
is only about 5% of the peak value of the fault current, but this

translates to 0.05*75kA*\/§ / (50:5) = 530A peak secondary, or

530A peok/(\/z *5A) = 75 times rated value of the relay. This is
a substantial current considering a typical conversion range of
a microprocessor-based relay is 20-50 times the rated current.
Figure 7 shows the relation between the peak value of the
secondary current, and peak value of the ratio current for the
simulated CT (10kA-75kA range).

Consider however, that it is the short duration of the peaks
of the secondary current, not the low magnitude of those peaks
that is important from the point of view of the signal strength

delivered to the relay.

3. Microprocessor-Based Relays and
Saturated Current Waveforms

As explained and illustrated in the previous section, low-ratio
CTs pass proportionally less and less signal energy to the relay
when the primary current increases dramatically. In an extreme
case of the fault current being 1000 times the CT rating, only a
small percent of this current, in the form of short spikes, would
be delivered to the relay. This section explains and illustrates
how a typical microprocessor-based relay responds to such
waveforms. Response of Instantaneous Overcurrent functions
is of primary interest.

With reference to Figure 8 a typical relay incorporates input
current transformers (galvanic isolation), analog filters (anti-
aliasing), A/D converter, magnitude estimator possibly with
digital pre-filtering, and an Instantaneous Over-Current (IOC)
comparator.

3.1. Impact of Relay Current Transformers

In general, the relay input CTs may saturate adding to the
complexity of the analysis, and to the scale of the problem.
However, saturation of relay input CTs may be neglected for
the following reasons:

The secondary current is substantially reduced under
severe saturation of main CTs. Moreover, saturation of the
main CT makes the secondary current symmetrical eliminating
the danger of exposing the relay input CT to decaying dc
components. And thirdly, the secondary current has a form of
short lasting spikes. This limits the flux in the cores of the relay
inputs CTs.

For example, consider the case of Figure 5. Under say
75kA of symmetrical fault current the secondary current is
approximately a series of triangular peaks of about 0.08*75kA*
\/5 / (50:5) = 848A secondary, lasting approximately 0.5-1ms.
Assuming 1ms duration of these spikes, the true RMS of this
secondary signal is only 120A, or 24 times the 5A rated of the
relay input.

In reality, the relay input CT would have some impact on
the response of the relay. Frequency response, i.e. ability to
reproduce the short lasting input signal, may play a role.



Fig.2.
50:5, C10, CT with a burden of 0.20hms 2r
under fault current of 500A (fully offset).
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Fig.4.
50:5, C10, CT with a burden of 0.20hms 2r
under fault current of 10kA (fully offset).
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Fig.5a.

50:5, C10, CT with a burden of
0.2ohms under fault current up to75kA
(symmetrical).

Fig.5b.

50:5, C10, CT with a burden of
0.2ohms under fault current up to75kA
(symmetrical).

First half-cycle of the secondary
current.

Fig.6a.

50:5, C10, CT with a burden of 0.20hms
under fault current up to75KkA (fully
offset).
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Fig.6b.
50:5, C10, CT with a burden of 0.2ohms

under fault current up to75KA (fully 0.25- i
offset).
First half-cycle of the secondary 0.2- :
current.
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The theoretical analysis of this paper neglects the impact
of relay input CTs it is believed to be small. This is confirmed
through testing of actual relay hardware.

INPUT CT

Given the short duration of the signal pulses produced by a
heavily saturated CT, location of A/D samples on the waveform
plays an important role. Consider Figures 12 and 13. In Figure

ANALOG
FILTER

AL

SECONDARY
CURRENT

—>_/_—>

TRIP SIGNAL
A/D DIGITAL MAGNITUDE
CONVERTER | | FILTER | ™| ESTIMATOR | ™
PICKUP
SETTING

Fig.8. Signal processing chain of a typical relay.

3.2. Impact of the Analog Filter

Analog filters are implemented in order to prevent aliasing
of higher frequencies on the fundamental frequency signal.
Typically, a second order filter is used with a cut-off frequency
of about 1/3" of the sampling rate.

Analog filters have a positive impact on the response of the
relay to heavily saturated current waveforms. Due to itsintended
low-pass filtering response, the analog filter reduces the peak
values of its input signal and lengthens the duration of such
spikes. In a way, the analog filters smoothes out the waveform
by shaving its peaks and moving the associated signal energy
into the area of lower magnitude. This phenomenon s illustrated
in Figure 9. Given the fact that the peak magnitude of spikes is
well above the conversion level of the relay, and as such it is
not used by the relay when deriving the operating quantity, the
operation of shifting some signal energy from the peaks into
the low magnitude area would increase the operating signal,
and improve the overall response of the relay.

Figure 9 assumes a linear analog filter, i.e. a filter that
would not saturate despite of the high magnitude of its input.
Most filters, however, are designed using active components
(operational amplifiers) and will saturate on waveforms such as
the one of Figure 9. Figure 10 shows response of a simplified
model of such filter (clamping of the input signal to a linear filter).
As seen in the figure, the signal is reduced even more. What
is important, the analog filter shifts some portion of the signal
energy into the low magnitude region when it is measured and

utilized by the relay.

3.3. Impact of the A/D Converter

The impact of the A/D converter is twofold. First, any
converter has a limited conversion range where signals above
a certain level are clamped. This is similar to the response of
the analog filter in front of the A/D converter (saturation of the
amplifiers). The conversion range of today’s relays is typically
in the 10-50 span. For example, the GE 469 Motor Management

Relay clamps the inputs at 28.3*\/5*5A = 200A secondary
peak, assuming the 5A rated current.

Figure 11 illustrates the impact of the A/D clamping on the
signal processed by a given relay. The second aspect related
to the A/D conversion is a limited sampling rate. Today's relays
sample at rates varying from 8 to 128 samples per cycle.
Industrial relays tend to sample at 8-16 times per cycle.

12 the samples lined up in a way that 3 samples in each cycle
“caught” the pecaks of the signal. In Figure 13 the samples lined
up in a way that only 2 samples in each cycle aligned with the
peaks. This will result in different values of the operating signal
for the 10C function. In the analysis, the worst-case must be
considered, and in this context, Figure 13 presents the worse
condition.

It is also intuitively obvious that higher sampling rates give
better chance to “integrate” the short lasting signal pulses
and yield a higher operating signal, and thus better relay
performance. This is illustrated in Figure 14 where the sampling
is increased from 12 to 16 samples per cycle (s/c).

3.4. Impact of the Magnitude Estimator

Microprocessor-based relays calculate their operating
signals, such the current magnitude for the IOC function,
from raw signal samples. This process of estimation can
include digital filtering for removal of the dc offset that
otherwise would result in an overshoot. Typically a Fourier-
type or RMS-type estimators are used.

The former extract only the fundamental component
from the waveforms (60Hz) through a process of filtering. This
would result in a much lower estimate of the magnitude if the
waveforms were heavily distorted.

The latter extracts the total magnitude from the entire signal
spectrum yielding a higher response under heavily saturated
waveforms. The difference can be tenfold in extreme cases
such as the ones considered in this paper.

Figure 15 shows an example of the estimation of a true
RMS value. Please note that the relay is subjected to 64kA of
fault current, and measures “only” 10-15 pu of current (50-75A
secondary, or 500-750A primary). This is only about 1% of the
true current, but still 10-15 times relay rated current.

3.5. Impact of the I0OC Comparator

The derived operating current signal is compared against
a user set threshold. Extra security may be implemented
by requiring several consecutive checks to confirm the trip
(“security counters”). This impacts when and for what current
the relay would operate.



Fig.9.

Impact of a linear analog filter on
the saturated current waveform
(64KA fault current; C10, 50:5, CT with
0.2ohm burden).

Fig.10.

Impact of a linear analog filter on
the saturated current waveform
(a simplified model of a non-linear
filter).

Fig.11.
Impact of the A/D converter - clamping
(case of Fig.9).
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Another aspect is the rate at which the operating conditions
are checked. They may be executed with each new sample,
every other sample, once a cycle, etc. (“protection pass”). This
again impacts if and when a given function operates if the
current is not steady.

Intimate knowledge of the relay inner workings is
required to analyze this, as well as the previously discussed
aspects of the relay response.

The next section proposes a methodology for reduction
of the many factors impacting response of a given relay to
waveforms produced by a given CT in order to facilitate practical
analysis and application in the field.

4. Method of Quantifying Response of
IOC Protection Under CT Saturation

This section presents a methodology for reduction of the
many factors impacting response of a given relay to waveforms
produced by a given CT in order to facilitate practical analysis
and application in the field.

As shown in the previous subsection, any given relay reduces
the signal coming from the CT to a series of pulses. These pulses
are further limited in magnitude by the conversion range of the
relay, while their duration is impacted by the natural inertia of
the analog input circuitry of the relay (input transformers, analog
filters). As a result considerable variability is removed in the A/D
samples in response to the CT parameters. Additionally, a typical
relay applies averaging when deriving its operating quantities
(such as the true RMS). This reduces variability even further.
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Fig.14.
Impact of the A/D converter - higher
sampling rate (case of Fig.9).

Fig.15.
Example of amplitude estimation - true
RMS algorithm (case of Fig.9).

Fig.16.
50:5, C10 CT feeding a relay. Fault
current of 1kA (20 times rated).
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The above observation facilitates the following method
of quantifying response of any given relay to any given CT.
The method starts with a portion to be completed by relay
manufacturers as follows:

1. Assume a nominal burden of a given CT. Under different
burden, a given CT could be always re-rated by the application
engineer based on the known principles.

2. Simulate the CT with and without dc offset in the primary
current. Assume a typical X/R ratio for industrial applications
(X/R = 15). Repeat for different ratios if required.

3. Vary the ac component in the primary current from the CT
rated value up to 64KA.

4. Use a digital model of a given relay, or the actual relay, to
find the operating quantity of an IOC function for a given fault
current. When simulating, consider the minimum measured

Fig.17. 100

value within the timing spec of the I0C function. When testing
the actual hardware, look for consistent operation within the
timing specification of the relay.

5. Vary the alignment of samples with respect to the waveform
in order to get the worst-case scenario. When simulating,
explicitly align the samples in different patterns. When testing
the actual relay, repeat the test several times to make sure the
relay operates consistently.

6. The value found in step 5 is the highest setting that could
be used for the 10C function to guarantee operation within the
timing specification for a given fault current. This pair of fault
current / maximum pickup setting becomes a point on the 2D
chart.

7. Repeat the above for various fault currents. The obtained
points constitute a characteristic for the considered CT and
relay.
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8. Repeat the above for various CTs obtaining a series of
characteristics for the considered relay.

Figure 16 shows the important signals for a certain relay fed
from a 50:5 C10 with 0.2ohm burden under the symmetrical
fault current of 1kA (or 20 times rated). Please note that this
particular plot is for a burden different than nominal. The Figure
shows that the relay would operate for this case within the
timing specification as long as the setting is below 8pu. The
(20pu,8pu) pair becomes a dot on the chart.

Figure 17 shows the same relay and CT under the current of
10KkA (or 200 times rated). The Figure shows that the relay would
operate for this case within the timing specification as long as
the setting is below 15pu. The (200pu,15pu) pair becomes a dot
on the chart.

Figure 18 shows the same relay and CT under the current of
50kA (or 1000 times rated). The Figure shows that the relay
would operate for this case within the timing specification
as long as the setting is below 14pu. The (1000pu,14pu) pair
becomes a dot on the chart.

Repeating this for various fault currents, with and without
dc offset, while varying the alignment between samples and
waveforms, and plotting these as dots on the chart would
divide the fault current / pickup plane into three regions: solid
operation (A), intermittent or slow operation (B), and no operation
(C) as depicted in Figure 19.

FAULT
CURRENT, kA

A
(solid operation)

C
(no operation)

B
(slow or
intermitted)

F2

F1

PICKUP
SETTING, pu

/ 100% line

PKP1

PKP2

Fig.19.
The concept of “fault current - 10C pickup” curves.

The fault current - 10C pickup curves are interpreted as follows:
if the CT were perfectly linear, and the relay had an infinite
conversion range, the relay would see exactly 100% of the
actual primary current, and would operate if the fault current
equals the entered 10C setting. This would constitute a straight
line as shown in Figure 19. Due to CT saturation and the finite
relay range, the relay sees less than the actual (ratio current),
and thus needs more current than 100% of the setting in order
to operate. Therefore, the curves climb up away from the 100%
line.
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Fig.20.

The concept of fault current - 10C pickup curves: Selecting CT
for a specific relay, specific maximum fault level and specific
pickup setting.

If set to PKP1, the relay would operate as long as the fault
current is above F1 value (crossing the pickup line), and the
fault current is below F2 value (severe saturation decreasing
the relay operating current below the pickup value).

If set to PKP2, the relay would never operate, because the
operating value never goes above the PKP2 value: first, the
current is to small; next the current is too large causing enough
saturation to keep the operating quantity low.

Solid (guaranteed) operation of the 10C functions is of primary
interest here. Therefore, the left line dividing solid operation
form the intermitted operation shall be provided to the users as
shown in Figure 20. Charts for different CTs shall be included on
the same graph.

The user applies the chart as follows.

For anintended pickup level the user reads the fault current from
the curve. If a fault of this magnitude happens, this particular
relay fed from this particular CT would see just enough current
to operate. This point defines the boundary of safe operation.
If the actual maximum fault current is below that value, the
application is safe; if above, the relay may trip slow or not at all
for currents above the value from the chart.

If the application has a problem, the user could use a better CT.
A family of curves shall be provided for various CTs. A CT shall
be selected with the characteristic to the right of the intended
pickup - maximum fault current point.

Please note that given the maximum fault current in Figure 20,
CT-4 is adequate for any setting value (the CT-4 curve is located
to the right from the maximum relay setting line). The CT-4 of
this example is the lowest class / ratio CT that does not limit at
all application of this particular relay. Vast majority of CTs of
a given series fall into this category, and the curves are really
needed only for the CTs below this borderline case.

15
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Please note that given the typical I0C setting of 12pu or so used
for short circuit protection of motors, all four CTs in the example
of Figure 20 are adequate (even the CT-1 curve is located to the
right from the typical setting line).

To understand better application of the curves, consider a relay
and two CTs as in Figure 21. Assume a setting of 19pu is to be
used on this particular relay fed from CT-1 on the bus with short
circuit capacity of 50kA. Because the 50kA/19pu point is outside
the CT-1 curve, this application is not secure. With this setting
the relay would operate reliably up to the fault current of 15kA.
This CT could be used with settings below 17.5pu.

If the 19pu setting is a must, and the short-circuit capacity is
50kA, CT-2 shall be used. It's curve is to the right of the 50kA/

19pu point, meaning the relay would always operate for faults
fed from this bus with a setting of 19pu.

Assume the CT-2 is used with this relay: The highest setting one

could apply under any practical fault level is 21pu.

As illustrated above, the proposed fault current - pickup chart
is a powerful tool to evaluate and adjust applications of 10C
protection with low-ratio CTs.

The method can be used not only to match CTs to relays, but
vice versa as well. For a given CT a series of curves can be
produced that show the maximum allowable 10C setting for
different relays and different fault current levels.

The CTs on the fault current - pickup charts shall be presented
assuming nominal burdens. For varying burdens, the CT will get
re-rated by an application engineer based on the well-known
principles. For applications with long leads, the charts play

a role in selecting proper wires in order to meet the required
performance.
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5. Analytical Analysis of Selected
MULTILIN Relays

Several MULTILIN relays have been evaluated based on
the approach outlined in the previous section. The evaluation
assumes simplified model of relays giving consideration to their
actual analog filters, conversion ranges, sampling rates, digital
filtering and phasor estimators.

The analysis has been presented for 2 selected CTs (50:5,
C10, 0.2ohm burden, and 50:5, C20, 0.2 ohm burden). Note, that
these are relatively poor performance CTs. With the burden of
0.2ohms, the first CTs is equivalent to a “C5 class”.

Figures 22 through 26 present the fault current - pickup
charts for the 469, 489, 369, 239 and 750 relays.

It is clear from the figures that using very low-ratio CTs
prevents applying the relays with settings above some 80%
of the setting range. For example, with the 50:5, C10, 0.2 ohm

CT applied in a 64kA switchgear, the 469 can be set as high
as 17pu. The typical setting is considerably lower (some 12pu)
which makes the application secure.

6. Test Results for Selected MULTILIN
Relays

The analysis of section 5 has been validated on the actual
relay hardware. Figures 27 and 28 present results (for currents
up to 200 times the rated) for the 469 and 369 relays. It could be
seen that the theoretical prediction and response of the actual
relay match well in the tested region of the chart.

The relays have been tested as follows: A given saturated
waveformis played backto the relay; an I0C setting is decreased
from the maximum available on the relay to the point when the
relay starts operating consistently, and all responses are within
the published trip time specification. This setting is considered a
solid operation point. The fault current - solid operation pickup
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point is put on the chart, and the process continues with the
next fault level.

The relays were tested using playback of waveforms
generated from a digital model of the CT. This model was verified
as well in order to gain absolute confidence in the accuracy of
the presented charts.

7. Validation of the CT model

Using an adequate CT model is critical to the accuracy of the
analysis. CT modeling techniques are relatively precise when
applied in the typical signal ranges, i.e. under currents up to
few tens of the CT rated current. This paper assumes currents
in hundreds of the rated value, and therefore calls for cautious
approach to CT modeling.

The CT model used in this study is supported by the IEEE
Power System Relaying Committee, and has been verified by
multiple parties. It is justified to assume, however, that the
verification was limited to relatively low current levels. The

model shall be verified on fault currents as high as 800 rated in
order to make sure the unusually high flux densities, and other
aspects do not change the nature of the CT response compared
with more regular situations. This must be done using actual
CTs and high power testing equipment.

This section compares test results of a 50:5 C10 and a 50:5
C5 CT with the waveforms obtained from the digital model, in
order to validate the model. The comparison is done for currents
being hundreds of the CT rated.

The tests have been done in the high power lab of GE
Multilin’s Instrument Transformers (ITl) division in Clearwater,
Florida. Figures 30 and 31 show a CT under test, and the test
setup, respectively. A current source capable of driving 5kA of
current is connected to 4 primary turns on the C10 CT. A current
source capable of driving approximately 3.6kA of current is
connected to 11 turns on the C5 CT. This is equivalent to testing
the C10 CT with 20kA of primary current, and the C5 with 40kA
of primary current. A 0.2o0hm burden resistor is applied to both
transformers.
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Fig.30.50:5 C5 CT under test. Multiple primary turns (8 cable loops

indicated) used to simulate effectively higher primary current.
The reference CT is visible to the right of the CT under test.

A digital scope is used to record traces of the ratio and
secondary currents. A 0.381.8, C100, 4000:5 CT is used as a
reference CT measuring the primary current.

The tested CTs are demagnetized before each test in order
to facilitate the simulation by making the residual flux known
(zero).

Figure 32 presents the actual (measured) magnetizing
characteristics for the two CTs under test.

Figures 33 shows the primary currents: measured and
simulated for a sample 20kA test of the C10 CT.

The current source used in the test cannot be controlled as
to the dc offset. Therefore, the primary waveform in the digital
simulation has been matched post-mortem to reflect the test
waveform.

Subsequently, such primary waveform has been used to
exercise the digital model of the CT producing the secondary
waveform depicted in Figure 34. The tested and simulated

Secondary Exciting RMS Valtage, 60 Hz

7

/]

0.1 1
Sccondary Excling RMS Amps, 60 Hz

0.001 0.0L 10

Fig.31. Test setup.

secondary currents waveforms are inverted in the figure to
better indicate the narrow current pulses that otherwise would

overlap closely and be difficult to read.

The primary current of Figure 33 is distorted and does not
follow a classical exponential dc decay model. This is because
of the type of the current source used. The dc constant and
distortions are of secondary importance, however, because of
the high value of the current.

As seen in Figure 34, the model and actual CT tests match
well. The model seems to yield a slightly lower magnitude of
the secondary current, and at the same time, slightly narrower
pulses of the current. The difference in magnitudes seems to be
within 10-15%, and is not critical as this level is several times
above the relay cut-off value already. The lower magnitude and
width of the pulses as simulated by the digital model make the
analysis of this report conservative - the actual CT would deliver
more energy to the relay compared with the simulated CT.

Sacondary Exciting RMS Volizge, 60 Hz

1

0.1
0.001 o.m a1 1 10
Secondary Exciling RMS Amips, 60 He

Fig.32. Magnetizing characteristics of the C10 (top) and C5 (bottom) CTs used in the tests.



Figure 35 shows a 10kA test of the C10 CT. Again, the model
and the test results match well.

Figure 36 shows a 32kA test of the C5 CT. This approximates
a 64KkA test of a C10 CT. As seen in the Figure, the CT still delivers
current pulses of 300A secondary. Again - the digital model
seems to return current pulses of shorter duration, making the
analysis of this report conservative.

8. Conclusions

Thisdocumentexplainsissues associated withinstantaneous
overcurrent protection in industrial applications when feeding
protective relays with low-ratio CTs. Extreme cases of CT
saturation have been considered to the extend of 64kA of fault
current measured by a 50:5, C10 CT.

A methodology has been provided for practical field
engineering of CT and relay applications. Simple to understand
and apply charts could be developed as illustrated in this report

to quantity a problem, and rectify it if necessary. The proposed
methodology eliminates many variables from the analysis,
does not require users to apply any sophisticated tools, and is
easy to use.

Results of analysis and testing indicate that the combination
of low-ratio CTs and very high fault currents could prevent the
user from entering very high 10C settings. For a given relay,
working with a given CT, in a system with a given maximum
shortcircuitlevel, a maximum IOC setting can be found for which
the relay will operate within its timing specifications. If a higher
setting is required, the relay may respond outside of the spec or
restrain itself from tripping. That region of inadequate operation
is relatively limited, and occurs only for absolute extreme cases
of low-ratio CTs and high fault currents. Moreover, the practical
settings are outside of the affected region.

This explains why one does not encounter this problem in
the field. On the surface the problem seems to be very serious
- the secondary currents are extremely low compared with the

Fig.33. 40
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ratio currents. However, these secondary currents are still high
enough to activate relays given their practical setting ranges.

The above could be better understood when realizing the
source of the problem. A given CT saturates heavily because
its ratio is selected to match relatively small load current. If the
load current is small, the overcurrent pickup threshold for short
circuit protection is small as well (it is a fixed multiple of the load
current). The magnitude of extremely high fault currents is a
hundreds times, or close to a thousand times the rated current,
but this means it is tens or hundreds times the pickup settings.
Under such high multiples of pickup, a relay has a large margin
between the operating current and the setting. The operating
signal will have to be decimated by tens or hundreds times
by CT saturation and limited conversion range of the relay, to
cause the relay to fail.

It must be emphasized that there is a dramatic difference
between relays using Fourier-like approach (cosine and sine
filter), and relays based on true RMS value. The latter behave

Fig.35. :

significantly better as illustrated in this report.

This report uses the standard IEEE burden of 0.2 ohms for
illustration. The actual burden in typical industrial applications
is significantly lower, making sample results of this report
conservative. In actuality the problem is less significant.

Using this methodology, users of GE Multilin’s relays can
apply them safely and confidently in applications where fault
currents exceed rated currents by hundreds of times, even if
low-ratio CTs have been used.

Case 2 - secondary currents: test
(dotted) and simulation (solid). The
currents are inverted for better
visualization. A 10kA test of the C10 CT.
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High Impedance Fault Detection On Distribution

Feeders

Mark Adamiak, Craig Wester, Manish Thakur, Chuck Jensen

Abstract - The ability to detect High Impedance (HiZ) faults
has been a topic of research and development for over 30
years. About seven years ago, products began to appear on
the market that could securely perform this function. Over this
time period, several hundred HiZ detection devices have been
placed in service and have performed to expectations. This
paper reviews the operating principle of HiZ fault detection,
looks at the application issues encountered over this time,
highlights some of the actual detections, and looks at possible
future directions of the technology.

1. Introduction

From the beginning of power distribution, the power system
protection engineer has been challenged with the detection of
HiZ faults. The IEEE Power System Relay Committee working
group on High Impedance Fault Detection Technology [1]
defines HiZ faults as those that “do not produce enough fault
current to be detectable by conventional overcurrent relays
or fuses”. As such, it should be noted that whereas traditional
protection is designed to protect the power system, HiZ
protection is primarily focused on the protection of people and

property.

The typical HiZ fault is when a conductor physically breaks
and falls to the ground. The break in the conductor will usually
result in either a drop in load on the affected feeder or possibly
a momentary overcurrent condition as the falling conductor
briefly comes in contact with a solidly grounded object. Once
on the ground, the resulting electrical signature is very much a
function of the contacted surface. Surfaces such as concrete,
grass, dirt, and wet surfaces in general will result in an “arcing
fault” with RMS fault currents in the range of 10 to 50 amps
whereas surfaces such as dry sand and asphalt will result in
a constant low level of current flow. Arcing faults result in a
very definable and detectable pattern whereas the signatures
presented by the latter surfaces present a challenge to secure
and reliable detection.

A related type of HiZ fault is when the conductor does not
break, but comes into contact with grounded objects either

through a failure of the conductor mounting system, insulation
failure, or inadvertent contact with some external element such
as atree limb. These faults will usually exhibit the same “arcing”
signature as a broken conductor lying on the ground, however,
the event will not be preceeded by any change in fundamental
current.

A third type of event is a sagging conductor. Although not
technically a “fault”, it does present a considerable public safety
hazard. In this circumstance, a conductor hangs low enough
to enable human or other contact. Note that this type of event
offers no electrical signature for detection.

The frequency of downed conductors is a topic for
discussion as most occurrences are not logged by field crews.
Best estimates are that between 5% to 10% of all distribution
system fault events are downed conductors. See below photo
of downed conductor.

2. Detection Techniques

Detection of HiZ faults fall into two categories: mechanical
detection and electrical detection. The following sections
offer a brief review of the various techniques that have been
developed in these areas.

a. Mechanical Detection

Mechanical detection usually involves some way of forcing
contact with a solid ground in order to allow conventional
overcurrent protection to operate.

The first type of mechanical HiZ detection method consists of a
device(s) mounted to a cross arm or pole. The device is mounted
under each phase wire in order to catch the conductor as it
falls to the ground. The force of the falling conductor releases
an internal spring that ejects a bus bar to make contact with
the fallen wire and create a low impedance ground fault.
The ground fault created will cause conventional overcurrent
protection to operate. Sagging conductors that do not come
in contact with earth or a grounded object could be detected
by this mechanical method. The installation and maintenance
costs are high. For bi-directional coverage, six units would have
to be mounted on each pole. Even though the cost may be
high to allow usage on every pole, utilities may install in certain
areas, such as churches, schools, or hospitals.

A second type of mechanical HiZ detection method uses
a pendulum mounted aluminum rod with hooked ends. It is
suspended from an under-built neutral conductor. The falling
conductor is caught and produces a low impedance ground
fault, which operates conventional overcurrent protection.
Typically, two units are mounted per span. Sagging conductors
that do not come in contact with earth or a grounded object
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could be detected by this mechanical method. Ice, wind, and
tree growth could cause a false detection.

b. Electrical Detection

There are three primary “algorithmic” techniques that have
been developed and field tested to date. A summary of these
three systems follows:

High Impedance Fault Analysis System

This electrical HiZ detection method measures the third
harmonic current phase angle with respect to the fundamental
voltage. There is a distinct phasor relationship between the
third harmonic current and the faulted phase voltage. The
device calculates and stores the average ambient third
harmonic current phasor. When a fault occurs, the new third
harmonic current phasor is vectorially subtracted from the
stored value. A high impedance fault is issued if the magnitude
is above setting and angle matches a predetermined value for
a downed conductor. The device acquires current and voltage
values from the relaying current and voltage transformers.
Typically, one unit is installed in each distribution breaker. Units
have been in service since the early 1990’s.

Open Conductor Detection

This electrical HiZ detection method detects loss of voltage
to determine a broken conductor. The system measures the
voltage at each end of a single phase lateral. When the voltage
of any phase drops below the specified threshold, a transmitter
sends a signal on the neutral conductor to a receiver at the
upstream device. The upstream device opens if voltage is
present at the upstream device. Systems have been under test
since 1992.

Signature Based HiZ Detection

The signature based HiZ IED performs expert system pattern
recognition on the harmonic energy levels on the currents in
the arcing fault. This technique is based on the technology
developed at Texas A&M University after more than two decades
of research, funded in part by the Electric Power Research
Institute. The HiZ IED uses a high waveform sampling rate (64
samples/cycle) on the ac current inputs to create the spectral
information used in the signature analysis. Expert system
techniques are employed to assure security while maintaining
dependability.

The overall process incorporates nine algorithms, each
performing a specific detection or classification function.
High impedance fault detection requires inputs from the three
phase and ground currents via relaying current transformers.
Voltage inputs are used to enhance security and to provide
supplemental phase identification and are not required for
arcing detection.

The primary detection algorithms are the Energy and
Randomness algorithms. The Energy algorithm focuses on the
factthat arcing causes bursts of energy that register throughout
the frequency spectrum. The energy values - computed as the
square of the harmonic and non-harmonic spectral components
(excepting the fundamental) - are integrated into odd, even,
and non-integer harmonics values. Sampling at 64 samples per

cycle allows computation of frequency components up to the
25" harmonic. The Energy algorithm monitors these computed
harmonics on all phase and ground currents. After establishing
an average energy value for a given signal, the algorithm
indicates “arcing” if it detects a sudden, sustained increase in
the value of that component. Figure 1 shows “normal” energy
levels as measured on an actual feeder. Indications of energy
increase are reported to the Expert Arc Detector (EAD), which
performs a probabilistic integration of the arcing inputs from all
phases and all harmonic components.
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Arcing Fault Energy Levels & Randomness Signature

The second detector in the algorithm suite is the Randomness
algorithm. This algorithm keys on a second characteristic of
an arcing fault, which is the fact that the energy magnitudes
tend to vary significantly on a cycle-to-cycle basis. Figure 2
shows the energy values during an arcing fault. The high level
of energy as well as the variance in the energy can clearly be
seen. The Randomness measures these magnitude variations
and report detection of magnitude variation to the Expert Arc
Detector.

The purpose of the Expert Arc Detector algorithm is to assimilate
the outputs of the basic arc detection algorithms into one



cumulative arc confidence level per phase. There are actually
24 independent basic arc detection algorithms, since both the
Energy and Randomness algorithms are run for the odd, even
and non-integer harmonics for each phase current and for the
neutral/ground current. An arc confidence level is determined
for each phase and neutral/ground. The expert arc detector
algorithm compares the cumulative arc confidence level values
or high EAD counts to the user’s arc sensitivity setting. Figure 3
shows the block diagram of how the Energy, Randomness, and
Expert Arc Detector algorithms function together.

For the device to be secure and dependable, the Expert
Arc Detector integrates the outputs from the Energy and
Randomness algorithms.  The number of times that the
integration is performed is, as well as the integration level.
depends on the arc sensitivity setting. The more sensitive the
setting, the lower the integration level and the fewer integrations
required.

An “arcing detected” output is issued once all the EAD
requirements are satisfied.  If either a loss of load or a
momentary overcurrent condition is detected immediately
before an “arcing detected” output is registered, the “downed
conductor” output is set to indicate that there is actually a
conductor on the ground.

If the device determines that a downed conductor or arcing
exists, it attempts to determine the phase on which the high
impedance fault condition exists in a hierarchical manner.
First, if a significant loss of load triggered the arc detection
algorithms, and if there was a significant loss on only one
phase, that phase is identified. If there was not a single phase
loss of load, and if an overcurrent condition on only one phase
triggered the algorithm, that phase is identified. If both of these

tests fail to identify the phase, the phase with a significantly
higher confidence level (e.g. higher than the other two
phases by at least 25%) is identified. Finally, if none of these
tests provides phase identification, the device analyzes the
correlation between the peak portion of the voltage waveform
with the neutral/ground arc bursts. If there is correlation with
a particular phase voltage, that phase is identified. If that test
fails, the phase is not identified.

Conductors that do not continuously arc, but have time
periods between arcs can be detected by the arcing suspected
identifier algorithm. For example, if arcing is caused by tree
limb contact or insulator degradation, arcing will typically be
present intermittently with relatively long periods of inactivity.
In such cases, arcing may be affected by such factors as the
motion of a tree limb or the moisture and contamination on
an insulator. The purpose of the arcing suspected identifier
algorithm is to detect multiple, sporadic arcing events. If taken
individually, such events are not sufficient to warrant an arcing
alarm. When taken cumulatively, however, these events do
warrant an alarm to system operators, so that the cause of the
arcing can be investigated. The user can select the number of
maximum number of arcs and an acceptable period of time.
Due to the possible long periods of arcing inactivity, a Hiz
decision could be reached in up to 5 minutes.

3. Signature Based HiZ Application Issues

The following sections highlight a number of application
guidelines developed over the last several years of HiZ detection
device installations.
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a. Arcing Fault Response Procedures

As previously described, signature based HiZ algorithms can
provide three different output designations, namely: arcing
suspected (or intermittent arcing), arcing detected, and downed
conductor. Each utility needs to establish standard responses
to each of these outputs. At this stage in the implementation
cycle, typical responses have been as outlined in Table 1.

If tripping of the feeder is chosen as a course of action,
one of the ensuing challenges is locating the HiZ fault. While
energized, the arcing fault / downed conductor can often be
located via sight, sound, radio frequency interference (RFl), or
loss of power in an area. Once the feeder is de-energized, all
the above become non-functional. As such, the decision to de-
energize or not to de-energize must be based on the relative
consequences of each action. For example, if the region is
around a school or residential area, there is a strong bias to
de-energize. On the other hand, if the arcing line is feeding a
hospital or an industrial region, the decision might be to alarm.

" Primar Secondar
Condition Respong’e Responsg
Arcing Suspected Alarm -
Arcing Detected Alarm Trip
Downed .
Conductor Trip Alarm
Table 1

Typical Arcing Condition Responses

It is strongly recommended that any utility installing HizZ
detection devices develop a written response procedure to
each of the above HiZ conditions.

b. Line Grounding

The HiZ element was primarily designed for solidly grounded
systems. The same algorithm has been tested with some
degree of success on impedance grounded systems as well a
few tests on ungrounded systems. The algorithm did pick up,
however, consistency of operation was an issue. One other test
performed involved a downed conductor opposite the source

side of the line (see Figure 4). In this configuration, there was a
down-stream transformer. When the transformer was loaded,
detection of the downed conductor back in the substation was

achieved.

c. CT Ratio

The ground current on a downed conductor may be only
a few amperes on a feeder with several hundred amperes of
load. Choosing as small a CT ratio as possible maximizes the
arcing component in the waveform and optimizes the ability
of the HiZ algorithms to detect the HiZ fault. The algorithm has
been successfully tested with CT ratios on the order of 1200:5.
The HiZ algorithm use standard relay accuracy CTs.

d. Sensitivity Vs. Security

The major setting in a HiZ device is Arcing Sensitivity. HiZ
detection is no different from any other protection scheme
in that there is a trade-off between sensitivity and security.
An algorithm can be designed to pick-up on almost any
disturbance on the feeder. The challenge is being able to
discriminate between events. The sensitivity setting represents
a balance control between sensitivity and security. Security
can be enhanced by requiring multiple detections of the arcing
condition before a HiZ condition is declared.

Typical recommendations are for a balance of sensitivity and
security in the normal operating mode. Under conditions such
as an impending storm, it may be desirable to actually de-
sensitize the algorithm, as with everything wet, there is usually
much arcing leackage around the system. On the opposite
extreme, if a region has been experiencing a dry spell, it may
be desirable to set the sensitivity to maximum. In any event,
remote control of setting groups to allow such changes is
desirable.

e. Overcurrent Coordination

The general consensus for feeder fault protectionis that, given
there is sufficient current, to have the overcurrent element(s)
operate and trip out the feeder before the HiZ element operates.
This dictates the need for an overcurrent coordination timeout
period. Setting of this coordination time should be based on
the operating time of the time overcurrent (TOC) element for a
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fault located at the end of the feeder. The HiZ algorithm can
operate in as little as 20 seconds whereas a TOC relay may
take much longer to operate. Too long a coordination time (> 1
minute) is not recommended as HiZ faults tend to decrease in
magnitude over time as the conductor “glasses over” and/or
breaks - resulting in a smaller ground contact area.

Arelated application note on TOC relays is the need to coordinate
not only the operate time, but also the reset time. On HiZ faults,
a TOC element will “ratchet”, that is, move forward for a period
of time and then begin to reset as the fault current drops below
the pickup level of the relay. If a TOC relay with instantaneous
reset is placed downstream of a TOC relay with timed reset,
the relays may mis-coordinate resulting in the disconnection of
more of the feeder than desired.

4. Experience to Date

To date, utilities around the world have installed over several
hundred HiZ detection devices. Dozens of real arcing suspected,
arcing detected, and downed-conductor events have been
recorded with a number of the installations connected to trip.
Almost all report into SCADA. The ratio of “detected” downed
conductors to the total population of downed conductors has
been about 80%. The following are a few highlights from the
accumulated experience base:

e On the JEA Jacksonville, FL system, reports of “arcing
suspected” were being received from a HiZ device at the
same time every day for a period of time. Figure 5 shows
“arc confidence”, integrated arcing information from the
reporting IED. Note that the arc confidence rose quickly for two
integration periods then settled out. As a result, the detection
on this event was reported as “arcing suspected” initially and
shortly after, “arcing detected” was declared. Inspection of the
line uncovered no obvious arcing sites. Following this result, an
analysis of the customer base connected to the suspect feeder
was performed and one customer with a heavy-duty process
was identified. A phone call to the identified customer was
made to inquire if any of his processes included arc furnaces or
other arcing loads to which the customer responded “no”. On
the day following the inquiry by JEA, the customer phoned back
and stated that a large motor in their facility had just failed. The
HiZ device was able to see through the distribution transformer
into the customer site and the customer motor.

The connection to the high voltage bushing of a distribution
transformer had become loose and began to arc. The resulting
signature was detected by a HiZ device (as well as the customer,
when his lights went out once the connection burned through.)

e After a long dry spell, a rainstorm came into the area. Many
of the insulators on the feeders, which had become quite
contaminated, began to conduct in an arcing manner. In
conjunction with the storm was lightning, which produced a
transient fault on one of the feeders. As a result, the HiZ IED
saw fault current followed by arcing and declared a “downed
conductor”.

e Many utilities have performed staged fault tests on their
systems in order to test the effectiveness of HiZ detection. In
most cases, the utility would include a “challenge” test case

- typically a conductor dropped on asphalt or sand. In this
one test, the conductor was dropped on asphalt with the
expectation of no detection. What occurred, however, was that
the arc found paths through cracks in the asphalt that permitted
arcing and subsequent detection by the HiZ device.
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e One question often asked is how “directional” is the Hiz
algorithm? To find the answer to this question, one utility ran
staged fault tests with HizZ IEDs installed on two parallel feeders
(see Figure 6). HiZ faults were placed on one feeder while the
performance of the parallel feeder was observed. In all cases,
the HizZ IED on the non-faulted feeder did not detect any arcing,
while the HiZ IED on the faulted line detected about 80% of the
HiZ staged faults.

® Asutilities expand their usage of HiZ devices, they are surprised
by the number of arcing conditions existing on their distribution
system. As JEA added HiZ signature devices to 27 feeders, it
came as a total surprise that 50% of these feeders began to
report “arcing suspected” conditions. Now that JEA knows that
something is happening, they plan to use other devices to help
locate/determine the root of the arcing conditions

¢ Finally, in the challenge arena, several HiZ faults were staged
on dry sandy soil. In most cases, the HiZ IED did not detect
arcing. Analysis of the waveforms from these faults does
show a change in energy; however, sand does not exhibit the
“randomness” of other material types.

5. Lessons Learned

As a result of the knowledge base garnered from several
years of field experience, a number of enhancements to the Hiz
algorithms have been identified.

a. Downed Conductor Misclassification

First and foremost has been the issue of mis-classification of
an arcing fault as a downed conductor for a fault on a parallel
feeder followed by arcing. The parallel feeder fault drops the
voltage on the substation bus and assuming near unity power
factor operation of the feeders, all feeders connected to the bus
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subsequently see a loss of load. If this loss of load is followed
by arcing (as was the case with the contaminated insulators
previously mentioned), the HiZ IED will declare a “downed
conductor”. Asimple fixin the form of an under-voltage restraint
was added to the loss of load logic. Now, if a loss of load occurs
in conjunction with an undervoltage, the loss of load logic flag
is not set.
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Fig. 6.
Paralleled Feeder Selectivity

b. Transformer Inrush Restraint

Although no reported cases exist, the inrush waveform
resulting from the energization of a transformer can look like
arcing. The inrush waveform, however, is very distinguishable
as compared to arcing. In particular, inrush has a very high
second harmonic component - much higher that that seen
in arcing. Given this simple differentiator, an arcing restraint
was added to the algorithm such that if the 2" harmonic
component of the waveform is greater that a percentage of the
fundamental (a user setting - typically about 15%), the arcing
detected algorithm is reset and block from operation.

c. Dynamic Energy Level Adjustment

In the course of field experience, it was clearly observed
that not all feeders were created equal with regards to the
steady state harmonic energy levels that existed. This variance
required the setting of a minimum energy threshold significantly
above what the energy levels on a typical feeder would be. In
order to optimize the sensitivity for each individual installation,
a “dynamic” energy threshold was added to the algorithm. In
this mode of operation, the average harmonic energy level
on a feeder is measured over a 3-day period. The harmonic
energy thresholds are then set at a value of 3-sigma above the

average energy value thereby allowing each feeder to operate
at maximum sensitivity.

d. Oscillography and Sequence Of Events (SOE) Overrun

Arcing events tend to be bursty, that is, an event may pick-up
for awhile, settle out, then pick up again. As IEDs try to log the
activity, SOE and oscillography logs tend to overrun. Solutions
to this problem are twofold: With regard to oscillography, the
concept of priority was developed. All file types were assigned
a priority and depending on the priority, it could over-write a
file of lower priority. For example, a file created by a “downed
conductor” event (highest priority) would be allowed to over-
write either an “arcing detected” waveform file (medium priority)
or an “arcing suspected” waveform file (low priority). With
regard to SOE overrun, arcing events were latched for up to 10
minutes thereby allowing only one arcing event entry every
10 minutes - a significant reduction in the possible number of
events that could be entered in the SOE log.

6. Future Directions

Given the HiZ detection experience to date, there are a
number of areas where further investigation and research are
desirable. This section highlight a few of these areas:

da. HiZ Fault Location

As mentioned earlier, once an arcing fault is detected, there is
the challenge of locating the faulted circuit. A distance to fault
calculation has often been talked about, but at this juncture,
it is still some ways away. JEA is investigating using a corona
camera (Figure 7) to aid in the fault location process.

The camera spectrally images the corona energy from the
conductor and then superimposes the spectral energy onto the
background object. The benefit of this technology is that it can

be operated in direct sunlight.

Fig. 7.
Corona Camera



b. HiZ Directionality

As HiZ devices become more common in the distribution
system, the need to coordinate arc direction on the same feeder
becomesdesirable. In particular,inthe scenario of amain breaker
and several down-stream reclosers, it would be desirable to be
able to sectionalize the HiZ faulted section as is presently done
for low impedance faults. Sectionalization could be optimized
with the addition of recloser-to-recloser communication. Radio
communication systems are readily available today that can
provide the communication channel and UCA based relays
already incorporate the ability to message among themselves.

c. Sand Settings

As noted in the paper, sandy soils do produce arcing energy,
however, they do lack the randomness component. Future
developments need to explore the possibility of creating a sand
setting that focuses on the energy aspect of an arcing fault and
de-emphasizes the randomness component.

d. HiZ Fault Type Determination

It is desirable to be able to determine the type of HiZ fault
based on the signature of the energy waveforms. Ideally, the
signature analysis would be able to identify not only an arcing
conductor but also equipment trouble such as a contaminated
insulator, a failing transformer or an arcing motor. Effort is
needed to build the database of these disturbances to allow
such discrimination.

Conclusions

HiZz Detection technology has taken major strides in the
last several years and the knowledge and experience base
surrounding it has grown dramatically. It is clear that as
technology advances, so will our ability to do more with arcing
waveforms including advanced sensitivity and detailed event
type analysis. It has also become clear that utilities need to
take a “system” approach to HiZ detection on their distribution
system by taking advantage of all the mechanical and electrical

HiZ detection devices offered by the industry.
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Design and Implementation
Of Wide Area Special Protection Schemes

Vahid Madani, Mark Adamiak, Manish Thakur

Abstract - Power system protection brings to mind schemes
designed to isolate faults in a given piece of equipment or line,
either in the immediate area and/or in areas adjacent to the
faulty system component. The size and complexity of the
power grid, however, makes the electrical system vulnerable
and subject to collapse under situations such as congestion,
over/under frequency, over/under voltage, system load
adjustment, power swings, etc.

To detect and take preventive/protective actions for
these conditions, a class of protection schemes known as
Special Protection Systems (SPS), also referred to as Remedial
Action Schemes (RAS), are developed to address system wide
operating conditions. A Special Protection System is typically
different in concept and implementation from a conventional
protection scheme/system in that the schemes are generally
intended to provide a safety net for the electrical grid during un-
planned contingency conditions or when system or operating
constraints could not allow meeting the power demand.

Implementation of such schemes involve many factors
including:

e Comprehensive knowledge of the wide area system to which
the scheme will be applied
o Well-developed system planning criteria defining:
o The intent - including whether thermal or stability limits
apply
o The undesired yet possible contingency conditions
o The real-time monitoring parameters and arming
conditions
o Theoverall system performance criteria and the throughput
timing based on system studies
e Detailed design and implementation for operation and
restoration
o Reliable telecommunication system
o A well prepared set of operating and maintenance manuals
along with visual aid tools
e Levels and types of redundancy
e Detailed test plans for scheduled system wide testing

This paper will discuss the drivers for implementing SPSs,
the functional requirements of such systems including the
interface and coordination with existing protection and
control equipment, and the resulting design considerations
such as system architecture, Human Machine Interface (HMI),
communication system robustness, performance monitoring,
and system test (including commissioning, manual, and
automatic test modes).

1. Introduction

Blackout prevention / mitigation and power system security
are the order of the day. Managing congestion, balancing load
and on-line generation, maintaining spinning reserve capacity
margins, and managing reactive power support through reliable
real-time data are some of the key elements of successful
power system operation.

Recent newsworthy wide-area electrical disturbances
have raised many questions about the causes and cures for
such occurrences and have demonstrated the vulnerability
of the interconnected power system when operated outside
its intended design limits. The exposure of the power system
to wide area collapse has increased in recent years as the
system has been pushed to its operating limits - often resulting
in violation of NERC operating policies and planning standards
[2][3].

One of the U.S. Department of Energy (DOE) and the Canadian
Natural Resources (NRCAN)'s top priorities are modernizing
North America’s electricity infrastructure. This effort focuses,
amongst others, on the application of technology to enhance
the reliability and efficiency of the entire energy delivery
system.

Electric reliability and efficiency are affected by four
segments of the electricity value chain: generation,
transmission, distribution, and end-use. Satisfactory system
performance requires investments in all these segments of the
system. Increasing supply without improving transmission and
distribution infrastructure, for example, may actually lead to
more serious reliability issues.

The Transmission Reliability Program is developing advanced
technologies, including information technologies, software
programs, and reliability/ analysis tools, to support grid
reliability and efficient markets during this critical transition.

The National Transmission Grid Study [1] has made it clear
that without dramatic improvements and upgrades over the
next decade our nation’s transmission system will fall short of
the reliability standards our economy requires, and will result in
higher costs to consumers.

The Transmission program’s mission specifically is to
develop technologies and policy options that will contribute to
maintaining and enhancing the reliability of the nation’s electric
power delivery system during the transition to competitive
power markets.
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There are often many issues to address reliable system
operation, however, the primary issue is typically the heavily
loaded transmission system (with subsequent high reactive
power losses/requirements). This overloading is often at the
root of system instability problems. The understanding of this
issue is not lost on legislators and regulatory bodies who have
expressed their concerns about potential blackout scenarios.
Reactive power flow analysis, including mitigation of voltage
instability, should become an integral part of planning and
operating studies and have been mandated in the recent NERC
recommendations for prevention and mitigation of future NE
blackout scenarios [2]

It should be noted that the issues faced, in many cases,
are not easily overcome. Transmission owners are faced with
challenges when placement of new generation is justified by
factors such as market forces, permit availability, sighting
opportunities, and strict environmental constraints as opposed
to system studies. Under these scenarios, load centers often
end up connected far from generation resources and through
heavily loaded weak transmission systems. Subsequently,
deregulation and the high cost of building new transmission
infrastructures have placed the transmission owners under
increasing pressure to maximize asset utilization. Transmission
operators note that they have credible contingency situations
thatcanresultinvoltage collapse or systeminstability challenges
imposed by insufficient levels of reactive compensation. The
potential risk of voltage instability, especially during contingent
conditions has been evident without the continued dynamic
reactive support.

2. Solution Space

As mentioned above, one of the issues to address is lack of
reactive power sources. The North American Electric Reliability
Council (NERC) Planning Standard specifies that:

“Proper control of reactive power supply and provision of
adequatereactive power supply reserve onthe transmission
system are required to maintain stability limits and reliable
system performance. Entities should plan for coordinated
use of voltage control equipment to maintain transmission
voltages at reactive power margin at sufficient levels to
ensure system stability with operating range of electrical
equipment.” [4]

Dynamic VAR support is often needed to maintain the desired
operating voltage levels and mitigate voltage instability from
unscheduled generation and transmission contingencies during
high load conditions. As such, one piece of the solution space
is addition of Var sources on the system. Some of the reactive
compensation alternative includ

Static VAR Compensator (SVC)
Synchronous condensers

Unified power flow monitoring and control
Flexible AC Transmission Systems (FACTS)
Switched shunt capacitors

In addition to reactive compensation, power flow regulation

devices such as series capacitors, Thyristor Controlled Series
Capacitors (TCSC), and DC lines can be installed on a system.
In the total stability solution space, these technologies may be
required, however, they tend to have long lead times and are
capital intensive.

Advancements in the real time monitoring of power
system parameters and availability of secure high-speed
telecommunication networks now provide opportunities for
implementing wide area protection and control schemes
generically known as Special Protection Schemes. NERC
defines SPS as:

“ — an automatic protection system (also known as
a Remedial Action Scheme - RAS) designed to detect
abnormal or predetermined system conditions, and
take corrective actions other than and/or in addition
to the isolation of faulted components to maintain
system reliability. Such action may include changes
in demand, generation (MW and Mvar), or system
configuration to maintain system stability, acceptable
voltage, or power flows.

3. SPS Design Process

In this paper, the SPS design process is broken down into five
steps, namely:

1. System Study

2.Solution Development

3. Design and Implementation

4. Commissioning / Periodic Testing
5.Training & Documentation

Items to be considered in each of these steps are described in
the sections below.

3.1. System Study

In order to design a wide area monitoring and prevention
scheme, accurate system studies need to be completed to
identify the ensemble of contingency scenarios and to define
the parameters required for proper implementation. Some of
the critical items include:

e Understanding the requirements and the intent of the
application - (different requirements result in different
solutions)

e Types of studies to be performed - Planning and Operating
studies, followed by on-going system studies including
protection coordination studies

e Evaluating multiple solutions - Studying alternatives and
performing contingency analysis

e On-going dialog with all entities involved - Internal and
external (Regional).

e |dentifying monitoring locations and set points - overload
conditions, undervoltage, underfrequency, phasor
measurement
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e Arming conditions and levels - Determining whether the
scheme arming should be power system condition based or
outage/contingency based

e Contingency identification

e |dentify islanding points if applicable

¢ Voltage or phase angle stability

System restoration process; Cold Load Pickup considerations [9].
¢ Wide area monitoring and intelligent dispatch

¢ Reliability and dependability levels - Redundancy, Voting, Fail
safe, etc.

System studies identify limitations or restrictions. The
limitations may be thermal, voltage, or angular instability related
limits wherein the latter items are of significantly more concern
than thermal capacity limits. It should be noted, however, that
relaxing non-thermal limits in a cost-effective fashion can be
very challenging in a deregulated environment.

3.2. Solution Development

Once the system studies are completed, the solution space
must be analyzed and specific recommendations must be
made. Figure 1 shows an example area that might have been
modeled in a system study. The Highlighted items depict
outages and/or overloads on particular pieces of equipment.
Of note in this example is the fact that a generator outage in
one area of the system coupled with the outage of one line in
the “western” portion (near stations B and C) of the system and
an overload on two other lines in the “eastern” portion (near

stations A and B) of the system will create a potential voltage
collapse or generation/load imbalance scenario.

Given the defined contingencies, a method of conveying
the actions for a given contingency is required. One technique
is to migrate the monitored quantities and subsequent state
transitions in a flowchart. Figure 2 illustrates such a flow-chart
for a situation where remedial action is required for a particular
piece of equipment being out of service. Once the outage is
detected, updated power flow measurements are used to
determine whether any arming is needed. If the measured
line flows are less than the value from the study (500MW in this
example), stable system operation can be expected. However,
when line flows exceed the limits identified by system studies,
the system is automatically armed for a pre-calculated load-
shed upon detection of the next defined contingency. In this
example, the amount of load shed needed is compared against
that available and then an optimal load-shed decision is
selected.

3.3. Implementation Solutions

Once the design and application planning aspects of the
SPS have been defined, many questions arise regarding the
implementation such as:

e |dentification of the functional and technical requirements
(evaluation of monitoring, isolation of transmission equipment,
breaker failure application, redundancy, etc.)
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e Selection of the technology to meet the functional
requirements of the SPS technically and economically, such as
high speed secure communication between the SPS devices
and programmable solutions to protect the system against
severe contingencies

e |dentification of the areas that may need new technology
developments

e System diagnostics.

e Flexibility/Upgradeability to meet the future expansions or
requirements of designed SPS

e Description of scheme operation and well prepared
Maintenance plans / Intelligent or Automatic Maintenance
Testing

e Communication system design and failure detection systems.
For example, routing of primary system communication failure
on the alternate communication medium when dual schemes
are applied.

e Simplicity of the implemented solution over the life cycle of
the project and as new operators, maintenance specialists, and
engineers take responsibility for expansion or operation.

e Cost effectiveness for implementation.

e Provisions for alternate location for manual arming

e Breaker failure operation and automatic restoration - Should
breaker failure be incorporated as part of the design and
whether automatic restoration should be considered for parts
of the scheme operation

Knowledge of the answers to these questions bring us to the next
steps of the implementation solutions, which are as follows:

o Developing a test plan
o Established procedures for continual or rotational training

Selection of equipment for such schemes should provide real
time data to enable:

¢ Validation of contingency models to improve simulation and
analysis of power system stability

¢ Advanced monitoring and warning indication as the power
system approaches thermal limitations and / or system
instability

o Flexibility to adapt to changes in power system conditions

¢ Expedited restoration coupled by recommended restoration
alternatives (5]

e On-line operator or dispatch training opportunities for
responsive and coordinated restoration; with cold load pickup
considerations

e Accurate and timely analysis of disturbances

e Automated data gathering system for sequence of event
listing based on absolute synchronized information

¢ Simplified data analysis to assist with investigations and root
cause determination or faulty equipment performance

e On-line monitoring to provide both internal (IED failure) and
external (communication failure) condition monitoring

¢ Device synchronization

Fig. 2.
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The implementation solutions should also involve the
following steps:

e |dentification of the project team including manufacturers
where needed

e Equipment selection and application process that would
involve various groups responsible for the maintenance and

operation of the system

e Implementation of automated and intelligent system testing
as well as a well developed test plans for such system-wide
tests

The selection and application process will assist the project
team to identify the functional and technical requirements of the
SPS such asthe location of system controllers, monitoring points,
the transmission equipment to isolate for various contingency
conditions, methods of compensation for the deficiency in a
given network, typical Protection and Control functions, type,
speed, and security of communication options, communication
broadcast options to share significant information such
as telemetry, status, maintenance switching, and outage
information with considerations for network congestions. The
key focus here is to choose the right technology followed by
proper implementation.

Another significant factor is different practices and
familiarity amongst maintenance and engineering personnel
in different companies with different types of equipment and
communication interfaces. Established maintenance priority
agreements are recommended - different systems or entities
may have different maintenance priorities

3.3.1 Functional Evaluations

Theintention of this step is to look into the detailed functional
requirements such as number of monitored transmission /
distribution equipment points, bus configurations, selection
of secure communications, automatic restoration provisions,
inputs / outputs, programming needs, throughput timing
considerations, etc.

In the implementation, a separation of tradition protection
and control devices and SPS devices is recommended. Reasons
for maintaining such separation include:

e Different maintenance and operating needs and failure
response times for the two types of applications

¢ Need for different set points and the types of setting elements
used for conventional protection vs. those needed for SPS
applications

e Device setting changes and potential impact to other
schemes

o Different clearance requirements

o Availability of the SPS devices for routine automated system
testing (Isolation or unavailability of the SPS devices may not
cause system limitations while may not be acceptable from the
equipment protection prospective)

o Need for different test and isolation points

e Potential confusion from operating and maintenance

prospective

e Communication network, interfaces, and routing are
different between SPS devices and those used for conventional
equipment protection

Ultimately, each application would need to be evaluated on a
case-by-case basis. The complexity of the scheme, its purpose,
space availability, and other factors may drive some of these
decisions. Ultimately, the pluses and minuses of each option
must be quantified in order to make the optimal decision. It is
recommended that the cost of the project be evaluated over its
total life cycle (which includes ease of test and maintenance).

3.3.2 Technology Evaluation

Evaluation alternatives should involve in-depth knowledge
of the existing practices, operating constraints, and Regional,
Provincial, or Governmental Reliability requirements, and cost
effectiveness of the solutions. When the technology does not
meet the functional requirements of the SPS such as reliable out
of step detection methods, load shedding, islanding, restoration,
etc. in the best possible ways, then look for opportunities to
develop solutions to fulfill the requirements, or present the
challenge to manufacturers for developing the technology.

Another key component of technology evaluation is
field upgradeability. Considering the future changes in the
generation and transmission network of the power system, it
is expected that the SPS schemes will require modification over
their installed life. Upgradeability should be evaluated from
both a hardware and software perspective.

3.3.3 Communication Options and Algorithms

One of the vital elements of SPS or RAS design is a reliable
and secure communication infrastructure for data exchange
amongst monitoring and controlling devices. These devices are
often required to send, receive, filter and process status and / or
analog measurements.

Some SPS communication requirements/solutions include the
following:

e Communication architecture to support redundancy and
data integrity

e Sufficient bandwidth to meet the communication time
constraints

e Communication system diagnostics/alarms

Standards that meet the requirements include:
e |EEE C37.94 (N x 64 kbps communication)

e |EC-61850 for Peer-to-peer communications
(10/100MB Ethernet based)

interfaces

3.3.4 Complexity Vs Simplicity

In general, the wide area special protection scheme
implementation is a multi-disciplinary process involving experts
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in automation, telecommunication,
protection, and maintenance.

planning, operations,

Theselection of various equipment neededtoimplementsuch
schemes, identification of monitoring points, types of alarms
and priority classification, various contingencies associated
with equipment abnormal conditions, types and availability of
real time data, considerations for various categories of inputs
and output tests, development of the test scenarios, coupled
by provisions for automated testing make such schemes very
complex. Furthermore, wide area protection schemes may
involve many different entities with different background and
practices.

It is therefore paramount to make application of such
systems user friendly, and the functional performance
relatively easy to understand, as equipment selection and
application are considered and as the design phase progresses.
Such applications are intended to perform for unlikely events
and thus may not be exercised as frequently as some of the
conventional equipment protection schemes.

3.3.5 Communication System

Considering the significance of the information passed over
the communication channels, a robust communication channel
is required. Today's technology allows robust communication
network which offer:

Low error-rate communication channel
Low latency

High Availability

High security

Deterministic

Low error rate communications can be achieved through
fiber channels or low-noise copper channels. At a minimum, a
copper communication channel with a Bit Error Rate (BER) of less
that 10 is required. With a BER of 10 and a communication
pack size of 200 bits, the probability of a lost packet is 1 out
of 50. The probability of getting two bad packets in a row is
1/2500 that would delay operation of the system by 16ms.

More important than low noise is high data security, that is,
if there is an error in a packet of data, the device must have a
high probability of being able to detect bit errors in the message.
This function is typically accomplished through the addition
of a Cyclical Redundancy Code (CRC) - an error detecting
methodology - along with the message. The probability of the
CRC to detect an error is a function of its size. A 16-bit CRC is
capable of detecting all bit error combinations up to 4 bits.

Although the probability of getting 5 errors in one message
at a bit error rate of 10* is about once every 200 years, the
real issue is related to burst errors. A burst error is when many
bits (more than 6) are changed due to some event on the
communication system. With a 16-bit CRC, the probability of
NOT detecting a burst error is 1 out of 65,536. Although these
are good odds, the communication industry tends to err on the

conservative side and pushes the size of the CRC to 32 bits.
With a 32-bit CRC (as used on all Ethernet communications),
the probability of NOT detecting a burst error is 1 out of
4,294,967,296 - somewhat better odds.

Desirable in a communication system is the ability to monitor
not only lost packets but also the rate of lost packets. When
high rate of errors are detected, maintenance crews can quickly
be dispatched to search out the source of the communication
errors. In conjunction with error detection is the need to detect
lost communications in general. The end users could also
benefit from cost effective test tools that would help validate
noise / error detection and system response during lab and
commission testing.

Another desirable feature is the ability of the communication
link to provide end to end timing - that is, how long it takes
a message to travel from “Station A” to “Station B”. Detection
of communication delays outside the expected ranges again
allows for quick crew dispatch, identification, and solution of
the problem.

3.3.6 Restoration

As application of wide area monitoring often involves
extreme contingencies, such schemes are not expected to
operate frequently. Therefore, significant importance should
be placed on effective and fast power system restoration
after major disturbances Power system restoration needs to
be executed with well-defined procedures that require overall
coordination within the restoring area, as well as with the
neighboring electrical networks [5].

Intelligent restoration recommendations could also be
provided to the operating personnel as the frequency and/or
voltage recover.

3.3.7 Central Controller

In many SPS applications, a Central Controller may be
utilized. The expected performance may require the controller
to consist of multiple parallel busses running in tandem with
status and telemetry information exchanges taking place
amongst the parallel processing busses. The controller design
may also allow for “hit swapping” in case of component failures,
also referred to as triple redundant controllers. The specification
of the system controller should factor the overall functionality
of the scheme.

3.3.8 Overall Functionality

The overall functionality of the scheme depends on the
successful operation of various components either at the
substation level or at the Central Control and Monitoring
stations.

The overall functionality of the SPSs should be validated
against the system studies. The total throughput of the system



Fig. 3.

. . . 500 KV LINES
Logical Architecture Design.

345 KV LINES

Monitoring 3 EHV
Substations

230 KV LINES

during commissioning and scenario testing stages, should
measure significantly less than the throughput time identified
in systems studies to allow for system changes and in case
other stringent contingencies are identified in the future.

3.3.9 Logical Architecture

Given the various pieces of the solution, a next step is the
development of the logical architecture. The logical architecture
allows the designer to depict the data flows and logic locations
of the complete system. This then helps the designer in the
identification of gaps and seams in the design.  Figure 3
shows a logical architecture for a three substation monitoring
arrangement for an EHV system with the logical grouping of
substation data as is required in the performance of the SPS
logic (shown on the right hand side). Also shown is base “logic
asking questions about line loss and possible resultant actions.
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How much load to
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Stations

3.3.10 Logic Development

The next step in the process is the specific logic development.
Depending on the solution determined by the system studies,
the specific logic needs to be developed. In the example shown
in figure 4, logic is shown for line outage detection logic for the
500 KV Line 1 shown in Figure 1 (breaker and half arrangement).
The function is defined as a combination of undercurrent
(UC) detection on all 3 phases of Line 1 and the breaker open
condition (CB1 and CB2), or breaker maintenance switch set. In
addition to this, The Line 1 maintenance switch can also create
a line outage condition. An appropriate time delay (T2) can be
applied to this logic, which avoids the rare but possible DC surge
situation causing fictitious Line Outage.

3.3.11 Physical Architecture
Having done the engineering analysis as to the device

inputs and outputs, communication requirements, and system
controller requirements, the final step in the implementation
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process is the development of the physical architecture. This
drawing shows the number of devices required per substation,
I/O requirements, communication channels and redundancy,
system and device redundancies, time synchronization,
controller locations, HMI facilities, etc. This physical architecture
allows for one final review before sending the system out for
final design. In addition, the physical architecture provides a
mechanism for future explanation and operator training.

3.4. Testing

The ultimate success of the implementation solution depends
on a proper testing plan. A proper test plan should include the
lab testing, field-testing, study validation, and automatic and
manual periodic testing.

3.4.1 Lab testing

Lab testing is designed to validate the overall scheme in
a controlled environment. Lab tests permit controlled inputs
from numerous sources with frequent checks of the output at
every stage of the testing process. The lab tests ensure that
the desired results are accomplished in the lab environment in
contrast to costly and time-consuming field debugging.

For example, in a group of three SPS devices, a lab test
could be simulated to check wide area communications (fiber/
copper), average message delivery and return time, unreturned
messages count and CRC failure count (under simulated noise
conditions), and back-up communication switching timings.
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It is advisable to create a detailed test plan as part of
the overall implementation. A combination of the Logical
Architecture, Logic Design, and the Physical Architecture could
be used in preparation of the test plan.

3.4.2 Field Commissioning Tests

Field commissioning tests should be carried out to check
the performance of the special protection scheme against the
real world abnormal system conditions. The telemetry data and
the dynamics of various power system configurations such as
breaker close and bypass contacts, changing the selectivity
of the current transformer inputs, the total trip timing over the
implemented communications between devices and the central
control station, and the possible scenarios of unavailability of
devices at the time of execution of a command signal in a given
station all need to be tested. In general, every input point and
every logic condition needs to be validated against expected
results. Additionally, the effect of DC transients on Line Outage
need to be tested thoroughly in the field before putting the
scheme into service.

3.4.3 Validation through State Estimation

Acritical considerationinimplementing wide area monitoring
and control schemes is the development of automated test
scenarios. Such test cases could be prepared based on the
type and the intended application of the scheme, and should

GPS CLOCK



include provisions for ease of updating case studies as system
conditions change.

For schemes that involve transmission constraints and
stability limits, data from the state estimator can be used to
determine different pre-outage flows within the power grid.
The pre-outage flows are loaded into the controller as pre-
contingency conditions. The controller, or simulator portion of
the controller, would then be programmed for various outage,
underfrequency, and / or undervoltage status scenarios to
perform overall system performance evaluation.

State Estimator data could also be used to develop case
scenarios representing future flows and load patterns for further
system performance evaluations or to make adjustments
where necessary.

3.4.4 Periodic Testing (Input/Output)

A proper test plan to simulate line outage on the monitored
transmission/distribution lines in the respective substations and
tripping of the lines should be conducted on a periodic basis
to test the contingency plans and as a learning curve for the
better understanding of the SPS

This test should be conducted without stopping any inputs
- only actual trip outputs. For example, while simulating, a line
outage, the monitored station should generate a trip output for
the required load shed. The overall design need to incorporate
the capability of isolating the trip signal but yet validating that
it was issues. Devices such as latching and lockout relays can
be installed for this purpose.

3.5. Training and documentation

The long-term effectiveness of an SPS design depends on
how well it is understood by the operating and maintenance
staff. The key point here is that proper documentation and
training of SPS allows for its functionality to be easily assimilated
by anyone. Training avoids human errors and also provides for
ongoing feedback for improvement of the SPS.

4, Future Trends

As power system loading continues to outstrip transmission
development, more complex system contingencies will develop
and need to be addresses. The utility industry, however, is
not standing still waiting for these next generation issues to
suddenly appear. There are several trends on the horizon - some
nearer, some farther out - that will facilitate next generation
SPS design. A few of these trends are highlighted herein:

4.1. Emergence of IEC 61850

IEC 61850 - Communication Networks and Systems in
Substations - is the next generation IED communication
protocol. The protocol is defined on an Ethernet backbone
and, as such, provides for very high-speed device-to-device

communication. In particular, the standard implements out
relatively new Ethernet functions such as priority and Virtual
LAN allowing for more deterministic Ethernet packet delivery.

On the relay-to-relay communication front, IEC 61850 defines
a Generic Object Oriented Substation Event message that enables
the high-speed transmission of analog data messages from one
to multiple other devices in the 5ms to 10ms time frame. Given
this analog data transfer capability, IEDs will evolve to provide
mathematical manipulation functions which will enable the ability
of SPS designs to adapt and track historical performance. Logics
could then be created to allow adjustments to support system
changes as well as to support more precise future performance
alternatives.

4.2. High-Speed Utility Intranet Availability

The available and continued installation of fiber throughout
the utility enterprise has created, in many instances, wide area
high-speed communication paths. Synchronous Optical NETwork
(SONET) communication systems are providing 10 and 100 MB
Ethernet options on a system wide basis. End to end delivery of
Ethernet data packets has been demonstrated in as little as 6ms
over a 100mi path.

4.3. Synchronized Phasor Measurement

Synchronized Phasor measurement or Synchrophasor is the
simultaneous measurement of the magnitude and phase angle
of the positive sequence voltage at multiple points around the
electric power grid. Although the technology was defined in the
early 1980's, the general availability of Phasor Measurement Units
(PMUs) has only recently occurred. Phasor data has proven to
be extremely useful in post mortem analysis of system transient
events and is now being used to assist state estimation and Power
System Stabilization (PSS) systems [6).

4.4. Wide Area Control Systems

Given the high-speed observability of the power system, a new
class of power system control functions is being developed which
are generally known as Wide Area Control Systems. The basic
concept is that if one can observe the dynamic state of the power
system, real time control actions can be implemented that, upon
detection of a transient condition, can drive the system to a stable
state. Application explored to date include state measurement (in
contrast to state estimation), on-line voltage security [7], inter-area
oscillation damping, system-wide voltage regulation [6], and real-
time security control.

4.5. Real-Time Pricing / Direct Load Control

Lastly, a major initiative among many utilities throughout the
world is the implementation of Real Time Pricing (RTP) and Direct
Load Control (DLC). The recent industry deregulation on supply
pricing can, under numerous conditions, result is very high prices for
the supply of electricity. RTP enables the utility to directly pass the
cost of electricity onto the customer and let the customer choose
how much electricity he/she wants to use at a given price.
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In the migration path to RTP, communication to the end-
users facility will be required. This communication path will
enable DLC. By coupling the DLC path with Wide Area Control,
real-time closed loop control systems become realizable.

5. Conclusions

It is apparent that the present trend of load growth
outstripping transmission will continue for the foreseeable future.
In order to maintain power system stability over the ensemble of
contingencies introduced by this load/transmission imbalance,
protection engineers are challenged to find alternative solutions
such as SPS / RAS to fill the gaps. A set of technologies exist to
meet the needs for today and developments are progressing that
promise to bring more sophisticated tools to affect better control
over the massive machine known as the Electric Power Grid.
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IEC 61850

A Practical Application Primer for Protection Engineers

Bogdan Kasztenny, James Whatley, Eric A. Udren, John Burger, Dale Finney, Mark Adamiak

1. What IEC 61850 is, and what it is not

Substations designed in the past made use of protection
and control schemes implemented with single-function,
electromechanical or static devices and hard-wired relay logic.
SCADA functions were centralized and limited to monitoring of
circuit loadings, bus voltages, aggregated alarms, control of
circuit breakers and tap changers, etc. Disturbance recording
and sequence-of-event data if available was centralized and
local to the substation.

With the advent of microprocessor-based multi-function
Intelligent Electronic Devices (IEDs) came the opportunity
to move more functionality into fewer devices; resulting in
simpler designs with reduced wiring. In addition, owing to
communication capabilities of the IEDs more information could
be made remotely available; translating into fewer visits to the
substation.

Microprocessor-based protection solutions have been
successful because they offered substantial cost savings while
fitting very well into pre-existing frameworks of relay application.
A modern microprocessor-based IED replaces an entire panel
of electro-mechanical relays with external wiring intact, and
internal dc wiring replaced by integrated relay logic. Users
retained total control over the degree of integration of various
functions, while interoperability with the existing environment
(instrument transformers, other relays, control switches, etc.)
has been maintained using traditional hard-wired connections.
Distributed functions are rare, and restricted mainly to the
SCADA realm.

In terms of SCADA integration, the first generation of such
systems achieved moderate success especially in cases where
the end-user could lock into a solution from a single vendor.
Integrating systems made up of IEDs from multiple vendors
invariably led to interoperability issues on the SCADA side.
Integration solutions tended to be customized. Owners of such
systems were faced with long-term support and maintenance
issues. During this period two leading protocols emerged: DNP
3.0 and IEC 60870.

Beginning in the early 1990s, initiatives were undertaken to
develop a communications architecture that would facilitate
the design of systems for protection, control, monitoring, and
diagnostics in the substation. The primary goals were to simplify
development of these multi-vendor substation automation
systemsandtoachieve higherlevelsofintegrationreducingeven
further the amount of engineering and wiring required. These
initiatives have culminated in the release of EPRI-sponsored
Utility Communications Architecture, or UCA, specification, a
precursor of the 61850 international standard. After decades

of competing protocols and integration challenges, 61850
was created by an International Electrotechnical Commission
working group consisting of vendors, utilities, and consultants
who were focused on the development of a standard in which
devices from all vendors could be connected together to share
data, services, and functions.

The vision of 61850 is extremely broad. While starting with a
next generation SCADA protocol, the concept encourages and
facilitates advanced applications in protection and control, to
the extent of blending in non-conventional CTs and VTs into
the overall scheme by providing for a standardized way of
exchanging information digitally between the producers and
recipients of this information. The “61850" phrase became a
designator for the next generation substation system with a
higher degree of integration, reduced cost, greater flexibility,
communication networks replacing hard-wired connections,
plug-and-play  functionality, reduced construction and
commissioning time, and other advantages. While many of
these benefits are delivered by the SCADA part of the 61850
alone, there is an expectation that the other visionary elements
of the package are also mandatory and ready for extensive
deployment.

The 61850 Standard makes extensive use of the concept
of virtualization. Data that is produced by IEDs is presented
in a standardized format. In this way IED functions become
generic from the point of view of the system designer but the
underlying functions retain vendor specific characteristics that
may be unigque and proprietary in nature. The available data
is also logically partitioned according to groupings that should
be familiar to relay and SCADA engineers (protection, metering,
supervisory control, etc.). The data is “self describing” in nature,
obviating the need formemory maps and allowing the integrator
to “browse” a device for the needed data. Presented data have
attributes that are common across vendor platforms.

Additionally, the 61850 series standardizes the mechanisms
by which data is accessed and exchanged within the
substation. The IEC 61850 concept standardizes SCADA data
and services, as well as encourages peer-to-peer exchange of
information between the IEDs: Included are mechanisms for
reporting and logging of information, mechanisms for passing
critical messages such as tripping signals between devices,
and mechanisms for transfer of voltage and current samples
from process-level devices (microprocessor-based CTs & VTs) to
protection devices. The design of automation functions requires
a considerable amount of configuration of the constituent IEDs.
Currently, when building multi-vendor automation systems,
the designer is confronted with one or more configuration tools
from each vendor. The 61850 series addresses this by defining
a description language for substation configuration (Substation
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Configuration Language, SCL). SCL permits the development
of tools that can be used to describe the substation at a high
level (single line diagram). These tools are also envisioned to
configure reports/logs, control commands, critical peer-to-
peer messages and sampled analog values. Vendor specific
configuration tools must interface with system level tools using
standard SCL files.

While the 61850 series facilitates the implementation of
functions (protection schemes, control schemes, etc) that
are distributed amongst several IEDs (possibly from different
vendors), the specification does not attempt to standardize the
functions themselves in any detail. It is left to the end user to
impose his or her own engineering practices and philosophies
to the particular application. Correspondingly, the 61850
Standard makes few requirements as to which data models
and data items are to be made available in a particular IED.
The allocation of data models as well as much of the data that
makes up the models is left to the IED vendor. This creates a
potential disconnect between the vendor and the end-user. It
is therefore critical for the system designer to carefully check
specifications when selecting IEDs.

Similarly, the 61850 Standard details the attributes of the
data exchanged between devices. These attributes include
information on the quality of the data and information on the
operating state of the source of the data (for example, normal
versus test). Decisions on the response of a function that is
presented with degraded data are outside the scope of the
Standard. Additionally, the Standard permits the configuration
of timing priorities for messages passed between devices. It is,
for the most part, left to the designer to determine what level of
priority is required for the application.

The Standard defines the description language (SCL) to
be used by configuration tools, while the functionality of the
tools themselves is outside the scope of the Standard. More
importantly the overall engineering processes are not defined
and are likely to be different than those of the past. Much of
the IED settings will remain in the domain of the manufacturer
specific IED configuration tool. There will (at least initially) be
some conflicts created. Undoubtedly, engineering processes
and the corresponding configuration tools will have to evolve
in unison.

The IEC standard itself does not offer any particular system
architecture to follow. Instead it describes several building
blocks with the hope they will fit the future architecture while
the latter is conceived. This is not a significant issue for functions
integrated between SCADA and IEDs, but presents an obstacle
for functions executed between IEDs and their remote inputs
and outputs.

Some of the functions that have been implemented in the
past will map easily into the IEC 61850 domain. Others will
not. In some cases, long-held, underlying principles of system
protection will have to be re-examined.

This paper seeks to identify significant issues arising as
deployment moves forward, presents possible solutions in some

cases and gives direction for further investigation in others.

2. Industry Trends and Expectations

Today's utilities are under considerable cost pressure. In the
realm of protection and control, modern microprocessor-based
multi-function devices offer great savings by simplifying panel
design, eliminating a number of traditionally installed devices
and associated wiring, eliminating RTUs, and simplifying
substation SCADA systems.

The cost of a device providing a complete set of Protection
and Control (P&C) functions for a given zone of protection has
dropped dramatically in the last two decades. Nonetheless,
the cost of a finished installed panel with primary and backup
protection and independent breaker fail / autoreclose relay still
remains in the 50 t0100 thousand dollar range. It is clear that
vast majority of this cost is associated with engineering and
field labor, and not with the cost of the raw material.

On the other hand, shortages and aging of the experienced
workforce coupled with a lack of inflow of new graduates,
will create a large-scale problem in the 5 to 10 year horizon.
This is within the time perspective of today’s utility managers
who started to realize that the retrofit schedules driven by the
age of the secondary equipment, availability of experienced
engineering staff, and the expected cost of retrofits and new
projects do not converge.

With reserve margins low in many regions of the globe,
outages required to complete retrofits or integrate a new
substation, are already, and will remain, difficult to obtain. There
is a growing need and expectation of a substantial reduction in
the duration of P&C projects.

This need has sparked discussions around new next
generation P&C solutions that would reduce the engineering
costs, cut the field labor, and shorten the required outage
time. Many utilities have decided to set up task forces with the
mandate to evaluate existing technologies and trends and to
work out more efficient ways of engineering P&C systems. Quite
often, the above trends and expectations are labeled “61850".
In reality the IEC 61850 implies one of possible solutions by
providing set of standardized building blocks, with the hope the
blocks will fit the future P&C architecture.

Means to achieve the benefits of the next generation P&C
system include eliminating RTUs and associated wiring in favor
of using only protection IEDs as interfaces with the primary
equipment, standardizing P&C designs for better re-usability,
deploying pre-assembled and pre-tested drop-in control
houses, simplifying designs by migrating auxiliary devices such
as control switches, annunciation, metering and other functions
into protection IEDs, replacing stand-alone Digital Fault
Recorders (DFRs) and Sequence of Events (SOEs) recorders with
distributed records collected from protection IEDs, migrating
all substation communication into a single media of Ethernet,
etc. This alone allows for substantial cost savings and is being
successfully implemented by many utilities using modern IEDs



and existing SCADA protocols for integration and automation.

It seems, however, that under the cost and manpower
pressure, the industry is getting ready for more aggressive
steps beyond what is being done today by forward-looking
utilities. Replacement of switchyard wiring with plug-and-play
fiber-based solutions, replacement of inter-IED wiring including
critical protection signaling with peer-to-peer communications,
real-time sharing of processed analog signals between IEDs
for further elimination of the hardware that interfaces with the
primary equipment are discussed.

Substantial cost is associated with copper wiring ($10/point,
100 points on an average panel, tens to hundreds of meters
of control cables per panel). Given the bandwidth of fiber-
based signaling, the potential for plug-and-play assembly of
fiber-based architectures, and much lower cost of fiber versus
copper on the per signal basis, the next generation P&C solution
is often viewed as eliminating “copper” and replacing it with
“fiber”. At the same time, fiber technology has been constantly
advancing; driven by high volume applications in both the
consumer (e.g. cable TV, Internet, telecom) and industrial (e.g.
transportation, factory floor automation) markets. Deploying
fiber-based networks nolonger requires pioneering approaches,
unique skill sets, or expensive, specialized equipment. Instead,
off-the-shelf relatively mature solutions have emerged for
laying out, patching, and terminating fiber cables. Overall the
fiber technology seems to have enough momentum to grow
into mission-critical applications including the outdoor high-
voltage substation environment.

Considerable cost is perceived to be associated with
integration of various devices for automation and SCADA
purposes. Savings are expected by migrating to a better, “next
generation” protocol compared with the existing DNP 3.0
and IEC 60870. Major areas of improvement that have been
identified include object orientation (organization of datal), self-
description of data, using single high-speed communication
media (Ethernet), and better station-level configuration tools.
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The leading protocols widely used today recognize the need for
improvement and continue to evolve. For example, DNP can be
used over Ethernet; and work is under way to incorporate some
form of self-description into DNP.

The economic expectation derived from industry convergence
on a single global protocol is high, regardless as to how this
protocol compares with the existing multitude of protocols. All
major vendors tend to operate globally these days. Opportunity
to support just one substation protocol would allow them
to focus better and invest more effort in a single standard
solution.

The IEC 61850 is viewed as the single answer to the above
expectations and emerging trends.

3. The Vision of IEC 61850

In the beginning, the vision of IEC61850 was to define an
interoperable communication system for the exchange of
information between devices within a substation. Figure 1
shows the interfaces originally identified to be within scope of
the Standard, specifically, process measurement (e.g. - voltages,
currents, status) to device, device to station level, device
to device, and device to Technical Services. Each interface
brought with it different requirements for performance, Quality
of Service, and reliability. Identified but not yet implemented
interfaces are the Station Level to Control Center and Local
Device to Remote Device (other substation) communication.

The structure chosen to implement this system was the
International Standards Organization’s 7-layer communication
model. Specifically, the goal was to populate each of the layers,
when needed, with existing standards that met the identified
functional requirements. It was recognized that different
communication profiles would be needed for the various
communication paths that existed between devices. The primary
protocols chosen for the various layers include Ethernet, the
Internet Protocol (IP), the Transmission Control Protocol (TCP),
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and the Manufacturing Messaging Specification (MMS). The
various profiles actually defined by IEC61850 are shown in
Figure 2. Note that the device to station level link which does
not have specific performance requirements, uses a traditional
TCP/IP transport and network layer whereas the device to
device profiles, which requires fast (<4ms) communication, uses
direct mapping of the data being transferred into an Ethernet
data frame.

Adhering to standard protocols used broadly in other
domains brings accelerated maturity, cost savings, potential
enhancements generated by other applications, and future-
proofing. Being generic, these protocols create a substantial
overhead. Previous generation protocols developed specifically
for the power industry are much leaner and more efficient.

3.1. Standardized data models

The vision of 61850 was to not only standardize the
communication mechanisms but to also define the semantics
(meaning and behavior) and syntax (structure) of the data being
communicated. To this end, 61850 modeled numerous real
devices and functions found in the substation. These models
and functions are organized into what are known as Logical
Nodes (LN). A specific protection function is then modeled
through the logical connection between the logical nodes that
exist throughout a substation.

Another key vision of IEC61850 was the ability of a device to
describe itself. Self-description allows a server (IED) to send, on
request, a textual description of all the data items and attributes
know to the server, allowing the client to automatically create
a database of data items. This capability enables automatic
configuration of multiple remote clients yielding significant time
savings (in the SCADA realm) compared to existing techniques.
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IEC61850 Communication Profiles.

It is worth emphasizing in this context that the IEC 61850
creates a false illusion of standardized P&C functions. The intent
was to standardize the models, i.e. organization of data, and
not the data itself or ways of producing the data. For example

a distance protection function or a breaker failure function in
two different 61850 implementations would use the same data
types and will self-describe themselves in a standardized way,
but will have different settings, different input and output signals
and will respond, therefore, differently. Although the semantics
of the data items are standardized, many of the functions are
not interchangeable, nor they can always be configured to
interact properly for protection purposes.

3.2 Standardized data access

Access to the data items was achieved through the creation
of “abstract services”. These services were created independent
of any specific application layer and subsequently allowed for
the mapping of these services to any chosen application. The
concept of abstract services makes the protocol futureproof,
as it is migrate-able to whatever the future brings in the way
of next generation application layers. Additionally, the layering
of the other communication protocols enables migration to
new technology as it becomes available. A good example of
this is the fact that the present version of the Internet Protocol
(version 4) is in the process of migrating to Version 6. Because of
its layered implementation, IEC61850 will be able to migrate by
changing out only one layer of the overall profile.

3.3 Virtual DC wiring - GSSE and GOOSE

The logical architecture of 61850 permits Logical Nodes to
be distributed in multiple physical devices throughout the
substation. In order to interconnect these distributed nodes, a
fast, distributed, and reliable delivery mechanism was needed.
The solution to meet the identified requirements is known as
the Generic Object Oriented Substation Event or the GOOSE. The
GOOSE was originally defined in the work for UCA and was only
designed to carry binary status information (virtual dc wiring
over Ethernet LAN). In the migration to 61850, the IEC GOOSE
brings with it several desirable new features, namely:

o The ability to directly send analog data values
e The ability to send data via a VLAN (Virtual LAN)

e The ability to set the priority of the message through a
switch

The IEC GOOSE, in contrast to the UCA GOOSE, carries a user-
defined dataset. The dataset can be configured with any data
object in the relay such as Volts, Watts, Vars, breaker status,
etc. The data items in the dataset carry the same type (such as
Float 32, Integer 16, Boolean, etc) as the original data item. In
the application of transmitting power flows, data, in engineering
units, can be easily transferred among multiple locations as
needed.

With the UCA GOOSE, when the multi-cast packet left the
station, the packet would travel anywhere there was an
Ethernet switch. This resulted in GOOSE packets being delivered
to more locations than they had to be. A new feature supported
in the IEC GOOSE is the ability to logically restrict the flow of
data to a particular broadcast domain through the creation of



a Virtual Local Area Network or VLAN. This dataflow restriction
is achieved by adding 4 bytes to the Ethernet data frame per
the IEEE 802.1Q standard. Once identified as an extended
Ethernet frame, a device (switch/bridge-router) in the network
can decode the VLAN ID or VID. This ID is read by the device and
directed to those ports programmed with the same VLAN ID thus
partitioning the physical network into logical sub-networks.

The third area addressed by the IEC GOOSE is that of
Ethernet Priority in communication. Ethernet has traditionally
been known as “non deterministic” in that collisions on a
shared wire made the delivery time of a message a random
variable. With the introduction of Layer 2 full-duplex switch
technology, Ethernet collisions no longer exist. Switches receive
all messages and store and forward them to the destination
locations as programmed. It is possible for a single port to
have several messages queued for delivery which would add
a certain amount of delay in the processing of a message.
Ethernet Priority, however, even removes this delay in most
cases. Upon receipt of an Ethernet message with high priority,
the received message is moved into a high-priority queue and
messages in the high-priority queues are sent before those in
the lower priority queues resulting in a higher Quality of Service
for the GOOSE messages. However, potential delays of critical
messages such as GOOSE/GSSE, all with the same high priority
assigned, could be a factor. Guidance for using the provided
priority mechanisms and testing to validate the desired
performance are not defined yet.

GOOSE messages incorporate quality and test bits. The
former are meant to signify the “goodness” of data; the latter
are meant to facilitate testing of distributed schemes. The
Standard, however, does not mandate the creation of or the
response to those bits, leaving such issues to the user.

GOOSE messages typically incorporate channel monitoring
by a simple method of sending messages even in the quiescent
state. If a message does not arrive in a pre-defined window,
communication loss is declared and the incoming signals are
replaced by pre-defined values including on, off, last valid, etc.

The UCA binary GOOSE triggered transmission upon state
change. Similarly, the IEC GOOSE specifies that a GOOSE
message is to be triggered not only on a status change but also
on a data change (i.e. - change of an analog value greater that
the dead band setting for the data item).

3.4 Virtual AC wiring - Sampled Values

One of the most forward-looking elements in the IEC61850
vision is that of providing an interface between the “process” of
voltage, current, and status measurement and the protection
and control devices in the substation. This interface is defined
in the Standard as the Process Bus. IEC61850 defines how
samples of voltage and current can be transmitted over an
Ethernet communication channel.

The primary driver for this interface is the continuing
emergence of non-conventional current and voltage
transformers. Although available for over 15 years, the general

adoption of such devices has been stymied - according to
some - for lack of an inter-operable solution.

The concept of a Process Bus has a wider application, though.
If elimination of copper field wiring is a target, there will be a
need to digitize the raw process information in the switchyard,
close to the primary equipment, and ship it digitally between
devices in need of this information. This applies to traditional
CTs and VTs as well as other mostly binary (on/off) information
in the yard. This capability is essential for success of the process
bus concept, since the utility industry cannot make a business
case for replacement of all the existing instrument transformers
at the same time that protection and control systems in the
control buildings are being upgraded.

It seems that the existing version of the Process Bus (Parts
9-1 and 9-2) is primarily driven by a much narrower application
with non-conventional CTs and VTs.

3.5 Interoperable Format of IED and Substation
Configuration

The 61850 Standard hints at a set of engineering tools that
address various tasks required in the design andimplementation
of a substation automation system. These include project
design, configuration and documentation tools. The Standard
does not attempt to define the tools themselves. Instead, it
defines a model of the IEDs and their communication services
and defines a common file format for the description of this
model. This standardized file format is used for the exchange
of information between the various engineering software.
These files have the potential to replace the schematics,
wiring diagrams and point lists currently used to develop and
document the substation design.

Project design tools are used in the planning stages of a
substation automation system. The system designer can specify
the substation primary equipment in the form of a single line
diagram. The high-level functional requirements of the system
are defined here as well as the signaling requirements to the
primary equipment. At this point, pre-configured devices (IEDs)
that will be used to implement the automation system may
also be selected and assigned.

Configuration tools are used to parameterize the various IEDs
to produce a working system. This task may be further broken
down into the configuration of substation level functions and
parameters (system configurator) and the configuration of
autonomous IED parameters (IED configurator). The system
configurator makes use of the specifications developed in
the project design tool. The system configurator also utilizes
standardized files that describe the capabilities of the IEDs.
These tools also are responsible for the transfer of the
configuration to the IED and for management and archiving of
IED configurations.

Documentation tools are responsible for the automatic
generation of standardized documentation that is specific to the
substation automation project. These tools are again subdivided
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into tools for documentation of the external equipment (i.e. CAD
tools) and tools for documentation of IED parameters. CAD
tools are used to develop AC and DC schematic diagrams for
functions that are external to the IEDs and to document (list) the
physical connections to the substation automation system. IED
parameter documentation includes lists of signals that interface
with substation equipment, internal logic, and parameters.

3.6 Envisioned Design Process for IEC 61850 P&C
System

One could envision a greatly streamlined design process
using the tools described in the previous subsection. The
ultimate design process could be envisioned as follows:

The design standards group converts its standard substation
design into a 61850 document. This file would consist of a
single line diagram showing the primary equipment populated
with logical nodes representing the required functionality for
the substation.

The projects engineer would use this master file to create a
design for a specific substation using a generic project design
tool. This could entail copy-and-paste operations to add
additional bays, for instance. The resulting file might become a
tender document distributed to various substation automation
vendors. The engineer involved in bidding would import the
document into a system configuration tool and map the logical
nodes to physical devices of choice. The modified file may
become part of a bid document showing the location of IEDs
and their associated functions.

After the project has been awarded, detailed engineering
would commence. The substation integrator would import the
file used for bidding into a substation configuration tool. At
this level, the communications services of the I[EDs would be
configured for the implementation of distributed functions. Data
sets could be created by drilling down into specific logical nodes
to select the desired data (self-described). The resulting GOOSE
messages could interconnect devices through a simple drag-
and-drop process. Report applications (SCADA) and sampled
value applications (process bus) would be implemented in a
similar fashion.

After all system level functions have been implemented, the
output file would be exported to the IED configuration tool.
Here the remainder of the IED parameters would be configured.
The output file from the IED configurator would be ready for
download into the IED and could be used to automatically
generate the documentation for the project.

The above describes a process in which little engineering effort
is duplicated or repeated, and the entire project is delivered in
an electronic format that starts as a bidding document and
grows into detail design equivalent to IED settings as it goes
through various design stages.

4. Unanswered Questions - What's
Missing?

From the beginning, the scope of the IEC 61850 project was
to define a protocol for the communication of information.
Specifications for the actual design, commissioning, operation
and maintenance aspects of a complete system architecture
appropriate for integrated substation applications were not
part of the scope. This section will attempt to highlight some
of the areas where further development is required in order to
facilitate delivery of a complete, working system capable of
utilizing the vision of IEC 61850.

4.1 High-Level Requirements for Next
Generation P&C System

Given the way protection and control systems are deployed
and operated today, the following are highly desirable features
of the anticipated next generation protection solution. The
following statements apply mainly to the protection aspect,
and not to the relatively complete, and mature client-server
(SCADA) portion of the 61850 set of protocols. A key element in
any design is to first establish the basic functional requirements;
these in turn will permit development of appropriate solutions.
The following items are intended to address some of these
requirements:

Availability. The protection architecture of an integrated
system shall have availability equal or better than today’s
systems. Given the extremely high reliability of instrument
transformers, connecting cables, and interposing/lockout
relays, today’s availability is primarily driven by the failure
rates of multi-function IEDs, and is expected to be in the range
of 100 years of MTTF. There is a dramatic impact of the count of
electronicdevicescomprising afullyintegrated system(“merging
units”, Ethernet switches, time synchronization sources) on the
availability of the system. A successful architecture will have to
be engineered to retain equivalently high availability regardless
of the number of devices in the scheme. Not meeting this
requirement will be damaging to the concept and its present
momentum, and may result in erasing all initial savings by
increasing the subsequent cost of ownership.

Cost-efficiency. Microprocessor-based relays have been
adopted despite the reduced performance of early models
compared with the preceding generation of static and
electromechanical relays, because of their attractive initial price
equation. A successful architecture will have to prove significant
reduction of the total cost of installation and ownership. This
shall account not only for the initial engineering, construction
and material cost of a solution meeting all other requirements,
availability in particular, but also for cost of maintaining extra
electronic equipment that replaces virtually maintenance-free
items such as cables and associated drawings, pushbuttons,
interposing relays, etc. Itis the cost equation that separates what
is technically possible from what is eventually manufactured,
given a chance to mature, and be deployed in the field.
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Purpose-driven design. Implementation details, the intended
focus of the 61850 Standard, are secondary compared with the
challenges of architecting a robust system. The overall system
design should to be purpose-driven, with cost and simplification
being primary targets.

Switchyard wiring offers the biggest saving opportunity.
With non-conventional CTs/VTs being adopted very slowly,
the practical solution for cost-efficient substitution of the yard
copper wiring focuses around placing electronic devices in the
yard to interface with physical secondary signals at their origin.
This presents a challenging task in terms of architecting the
system particularly in the area of redundancy. Presently the
IEC 61850 Standard specifies that a single failure shall not take
down the communication but the document does not address
the issue of architectures required to obtain a high degree of
availability. Additionally, issues such as stand-by data, dynamic
data substitution, etc. are not addressed. Much work remains to
be done to turn these concepts into reality so practical systems
can be delivered.

Another significant saving opportunity is in the area of lockout
relays. The Standard does not acknowledge existence of lockout
relays, nor does it address the issue of practical implementation
of the lockout functionality in the soft space.

Overall, the cost and simplification benefits need to drive
practical architectures, and those architectures should drive
the interoperability standards. When reversed, the unfortunate
result may be a lack of important features and/or the
introduction of concepts that will never be used.

Another aspect of a purpose-driven design is to use right
tools for a given problem. This requires in-dept knowledge of
protection and control engineering and must not be done from
a generic and oversimplified perspective of moving real-time
data between various devices. A successful system will have
to be designed to overlap with and take advantage of the way
the primary equipment is designed, operated, and regulated by
various agencies, i.e. taking into account this particular “process
to be controlled” known as a power substation.

Advancements in technology must be closely monitored and
old assumptions must be critically re-visited. For example:

¢ With alimited number of signals belonging to a given zone of
protection (characteristic of the process), and the cost of fiber
being very low already (evolving technology), what is the role of
Ethernet switches on the process bus level, i.e. in the real time
critical network intended for protection?

¢ Or, assuming secondary signals are produced by traditional
instrument transformers, and elimination of the yard wiring
is one of the primary targets for the new architecture, while
systems A and B remain independent, what is the value of
interoperability for the sampled values?

e Or, if interfacing with physical signals at their origin is a part of
the solution, why does the envisioned communication protocol
seem to be heavily biased towards uni-directional transmission
of fast analog values, instead of bi-directional transmission of

co-existing binary and analog values?

Segregation of Functions. Today's solutions show a great
degree of separation. Protection systems A and B are separated;
zones of protection within each system are separated; a given
zone can be protected with a single device manufactured by
a single vendor; a given IED can be maintained with minimum
interactions with other devices (breaker failure is a rare
exception); firmware upgrades can be performed with little or
no interactions with other devices; a given application can be
engineered using minimal and well defined interfacing points
with other applications; a given IED can be set up using a single
set up software, etc. The above is too often taken for granted,
but could be jeopardized when using communication-based
solutions that go too far. A successful architecture will have
to maintain simple separation boundaries between elements,
or users will become overwhelmed with complexity and
interactions while engineering their protection and control
systems.

Separation of Secondary Equipment/Manufacturers. There
is a practical value in limiting the number of pieces of secondary
equipment interacting with one another, and reducing or
simplifying the interactions themselves while fulfilling the
mission critical task of protecting the power system. Today's
architectures depend on a small number of devices or signals
for protection. In particular in order to protect a given zone, it
is required to synchronize measurements for the few signals
that bound the zone. This is done internally to the relay, and
does not involve synchronization to an absolute time, or
synchronization among all signals in the substation. Also,
today’s solutions do not require third party devices to produce
and move data required for protection. Dependency on such
devices must be considered substandard in terms of overall
availability of the system, complexity, separation of functions
and equipment manufacturers, upgradeability, etc. and shall
be avoided at all cost unless necessary to achieve a more
valued goal. Today relay manufacturers attend to all sorts of
underlying processes taking place in a modern relay. Such a
complex product is controlled by a single firmware, tested as
a whole, engineered to work optimally as a system, supported
by a single set up program, and guaranteed by a single vendor.
Some concepts promoted by the IEC 61850 seem to go in
the opposite direction. For example, a solution that requires
four devices (merging unit(-s), Ethernet switch(-s), protection
IED(-s), and sourcel-s) of time/synchronization) coming from
several vendors; having each its own firmware and a step up
program, may face significant acceptance problems. Building
tightly coupled systems out of several microprocessor-based
devices by several vendors brings extra risk and complexity
probably doubling with each new type of device, or new
vendor adds to the equation. For example consider the exercise
of troubleshooting a GPS-supported line current differential
scheme, with communication converters, and multiplexers.
When one assumes that each of the four system components
could be supplied by different vendors, the significance of this
issue becomes evident - all parties may comply to applicable
standards, and still the system may have problems. The user
is ultimately accountable for making it work. Maintaining
control of type test integrity becomes very convoluted and
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from a responsibility standpoint, nobody is in charge. There
is no easy way to control the impact of a change in any one
element, especially after the system goes in. The overhead
cost associated with working with several other vendors while
developing or modifying products will get eventually passed on
the user. Given the complexity of the 61850 proposals the initial
product fine-tuning phase is not going to subside quickly.

Maintainability. Today’s systems are engineered by users
to meet their operational and maintenance criteria. This is
possible after decades of accumulated experience and owing
to common denominator interfaces between the relays
in the form of copper wires or simple serial protocols, and
relative indifference of the way the relays, including IEDs, are
designed, on the operational and maintenance procedures
at various utilities. By migrating the input and output signals
into communication media, the user experience and training
base will have to be significantly re-visited. Even more, the
issue of maintainability and testability of the system will shift
towards inner workings of the IEDs, putting more burden on
manufacturers in order to facilitate the processes traditionally
under the full control of users. Both the new architectures and
communication protocols will have to be designed to aid this
process. The IEC 61850 Standard does not address this issue - it
restrains from suggesting any practical architectures and stops
short of mandating the response of compliant devices to test
values or substituted data, making these concepts of a very
low value. The above assumes that users would accept testing
or isolation performed in software. Those who would insist on
physical testing and/or isolation are left without any practical
suggestions.

Determinism. Protection is considered a mission critical
task, designed for worst-case scenarios in both primary and
secondary systems. As such it requires high level of determinism,
and must be designed assuming worst-case scenario within
the secondary system itself. Determinism is required to make
the engineering task possible (example: worst-case message
delivery time for calculations of the coordinating timer in a
blocking scheme, or a trip time of a breaker fail scheme); but
also to guarantee that the initially commissioned version does
not deteriorate as the system is expanded, devices replaced
with different models or from different vendors, firmware is
upgraded, critical communication settings are altered, etc.
A solution that requires re-engineering or re-testing of large
portion of the scheme each time a firmware on an Ethernet
switchis upgraded, or a new bay is retrofitted and added into the
highly integrated communication based P&C system will face
acceptance problems if determinism cannot be guaranteed.
Lack of determinism and/or lack of future-proof solutions could
result in extra engineering, troubleshooting, and testing after
the system is initially commissioned to the extent that initial
cost savings will be jeopardized.

Right degree of interoperability. Today users accept
“proprietary” solutions as long as the size of the proprietary
subsystem is small enough, practically limited to a single zone of
protection. Indeed, today’s transformer or line IEDs are entirely
proprietary in terms of collecting their data from standardized
analog interfaces, processing it, and executing their controls.

The need for digital interoperability within the substation exists
in two areas only: client-server SCADA protocol, and peer-to-
peer binary signals for interlocking, breaker fail initiate, auto-
reclose initiate, closing and perhaps tripping. A successful
solution needs to deliver on interoperability in the areas that
are required while addressing all practical aspects such as
performance, ease of use, future-proofing, determinism,
testability, and maintainability.

Clear design responsibilities. By proposing certain
communication-based concepts for exchanging real-time
protection-critical information between devices, but restraining
itself from providing any architectural proposals for the new
system, or addressing specific operational requirements, the
IEC 61850 Standard invites various parties from users, through
equipment vendors, to independent software companies, into
a group design activity for the mission critical system known
as power system protection. Involvement of users shall be
noticed - the concept was meant to address the problem of
understaffed utilities, high cost of engineering, and lack of
standardized P&C solutions.

Given its complexity and performance requirements, @
successful solution will have to come from parties focused on
the complete system, not on its detached elements. Substantial
development cost may be required to complete the task, with
the outcome being a considerable paradigm shift facing
acceptance challenges from both users and regulators. Close
cooperation and risk sharing between users and manufacturers
will be required for the concept to succeed.

Again, the preceding observations apply to protection
functionalities, and not to the relatively simple and mature
client-server (SCADA) portion of the 61850 set of protocols.

4.2 Allocation of IEDs and P&C Functions to
Zones of Protection

Protection engineers are accustomed to long-standing rules
for applying protective relay units, more recently multifunctional
boxes, to the various zones of protection. Some of these rules
are based on hardware unit failure impact criteria that remain
relevant regardless of how the relays are networked for data
communications. However, the combination of design features
inthe latest generation of microprocessor relays, and the control
connectivity of IEC 61850 communications (especially GOOSE/
GSSE messaging) provide the tools to meet these criteria in
better ways and with less equipment than before. Note that the
IEC 61850 Standard advises the user that redundancy will be
required, but it does not specify how to architect or interconnect
the relays and IEDs. In the ensuing text, interconnection
architectures and other issues are illustrated.

It is assumed that, for a critical bulk power transmission
substation or line, two totally isolated redundant systems will
be required so that there is no credible single point of failure
that can disable both systems. We call these System A and
System B rather than Primary and Backup, since either must be
capable of the entire protection job if the other has failed or is



out of service. NERC reliability criteria demand this redundancy
to guard against the impact of single failures, and NERC offers
specific implementation guidelines. It is noted here that some
of those guidelines are derived from traditional protection
and control architectures, and that the technical requirement
for no single point of failure can be met by entirely different
approaches.

Some utilities use more than two redundant systems, but
adding more equipment than needed does not always help
- it certainly increases the number of failures and repairs to
deal with. The technical capabilities of a P&C system based
on a 61850 LAN has technical features that can reduce the
justification for these third and fourth tiers of redundant relays,
as we explain further below.

Refer to Figure 3. Here we see a typical ring bus with three
lines and a transformer connected. Ring buses or breaker-and-
a-half buses are notable for the fact that each zone of protection
- a line, bus, or transformer - is fed by multiple breakers. Each
breaker must have its own control and protection features.
Accordingly, the traditional architecture for such a substation
features zone protection panels, having only the relay(s) and
control auxiliaries that apply to that line, bus, or transformer. For
each zone that is important to power system security, there are
atleasttwo separate redundant relay panels. There are separate
breaker panels, one per breaker, where all the breaker-oriented

panels for the breakers connecting to the zone.

Looking atthis standard design, itis clearthat early-generation
microprocessor relays with line protection plus breaker failure
and reclosing were not useful (they are potentially useful for
less critical subtransmission and distribution applications where
a line is fed by a single breaker from the bus, and a common
failure of line and breaker protection will have only localized
impact on the power system). However, the latest generation of
microprocessor relays from several manufacturers have breaker
functions for two breakers, with a separate set of current input
channels for each breaker. Zone currents are summed from the
breaker inputs.

These next generation relays can be applied in the newer
architecture of Figure 4. Here, the breaker functions reside in
the zone relay boxes, eliminating the breaker panels and the
separate breaker control and protection equipment. While the
failure of a relay unit can also take out the breaker functions
included in it, note that there are now redundant functions for
each breaker - not a feature of the old Figure 3 architecture.
Therefore, the new architecture meets agency reliability criteria
for no single point of failure, and with far fewer relay units
than before. In many cases, there are four redundant breaker
function groups for each breaker - more than we need; some
can be turned off for simplicity.

Fig. 3.
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protection and control functions and auxiliary devices are
installed. These typically include breaker and disconnect switch
controls for operators, breaker failure protection, automatic
reclosing, and lockout switches for breaker failure actions. As
Figure 3 shows, a breaker panel interacts with each of the two
adjacent zone protection panel pairs, for example to receive
breaker failure initiation or reclosing initiation. Similarly, each
protection panel pair interacts with the two or more breaker

None of these new arrangements for distribution of breaker
functions are directly related to use of a LAN with IEC 61850
messaging. However, a pair of redundant 61850 Ethernet LANs
provides the means for communications and control among
the breaker and zone functions that would require complex and
confusing wiring and mounting of auxiliary devices. GOOSE/
GSSE high-speed control messages are especially suited for
breaker failure initiation, breaker lockout actions when a breaker
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failure occurs, reclosing initiation, reclosing function control
transfer if the normal relay with line reclosing responsibility
fails, and assignment of local manual control functions to relay
pushbuttons (as a backup to a substation computer that would
be designed into a modern substation for operator use). It is
these architectural opportunities and the cost savings they
yield that help users to make a business case for the benefits of
designing a new substation using 61850 LAN communications.
In the example here, we eliminated five breaker panels, and a
mass of wiring and auxiliary devices, finishing with aninstallation
having only 8 zone relays on a small number of panels.

There is another important benefit of the new architecture

Note that conventional wiring and lockout switches have
no such overall self-monitoring capability. Furthermore,
functionally testing a device like a lockout switch is so awkward
and disruptive to power system operation that it is rarely
if ever done - we tend to hope these devices will be trusty
and reliable, but we are not sure about them. Because of the
ability to demonstrate that two redundant systems are sure to
work, and can rapidly repair one that fails, we have a case for
avoiding the use of three or four redundant systems. Taking this
simplification cuts the purchased equipment by a third to a half,
reduces long-term maintenance costs by a similar amount,
and yields floor space, inventory management, and settings/
coordination management benefits.
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with its dual redundant 61850 LAN communications that is not
apparent from the figures. Animportant feature of the GOOSE or
GSSE messaging is that messages are transmitted periodically
from each relay that broadcasts, to all of the subscribing relays
on the network. Normally, the messages are telling the receiving
devices that nothing unusual has happened and that nothing
need be done. However, the periodic transmission of these
no-action messages monitors the performance of the control
connection, and any failure of a relay or a LAN component (e.g
optical fiber, or Ethernet switch port) can generate an immediate
alarm to maintenance personnel. While the second redundant
system and its LAN continue to protect, the failure of the first
can be rapidly repaired.

On top of this capability, the relay processes these GOOSE
messages through the same hardware and outputs that are
used for other protective operations. Therefore, if the relay
processor is running, and is routinely operating its output for
zone protection or for manual SCADA control, then we know that
we have a completely monitored and tested chain of functions
that will carry out a major lockout action if needed.

While the developers of 61850 were aware of these
opportunities and designed the system to bring them to users,
they are not written into the Standard, or other public domain
publications. It takes some application experience and insight
to get these important benefits.

4.3 AC Signals

The cost of copper cabling typically applied by most utilities
(engineering, drafting, materials and installation) represents
a significant fraction of the total cost of a substation. Digital
solutions that replace many copper cables with relatively few
fiber optic communications cables are therefore very attractive
and have the potential to save considerable amounts of
money.

Long cabling applied today has some impact on quality of the
used AC signals. CT saturation is the prime example. However
with the extremely low burden of modern microprocessor-
based relays dramatic reduction of AC cabling does not
make much difference. Other non-ideal behavior associated
with instrument transformers affecting AC signals, such as



frequency and transient response are typically dealt with via
improved protection algorithms that can better cope with signal
distortions attributed to long cabling.

Non-conventional instrument transformers promise better
signal quality, but those benefits are not dependent on using
digital communications to distribute the signals. Lesson learned
from successful adoption of microprocessor-based relays
makes one believe that it will be unquestionable cost saving
rather than better performance that would bring the non-
conventional transformers into the mainstream application.

Safety issues such as rising potentials are more of a
problem and could be eliminated or reduced when using
communications-based AC signals. In this context, despite their
15 years of existence, the non-conventional transformers are
yet to see their widespread adoption.

It is important to consider how fiber systems can be
deployed without sacrificing the high reliability currently
enjoyed with copper. Important considerations are the
number of devices connected to any one communications
link, time synchronization, response to loss and recovery of the
synchronization source, dependence on any one master clock
that could be unavailable, element removal for maintenance,
availability of test software, and ultimately, user acceptance.

A significant unanswered question is the actual design
methodology required, both at the system and device levels, to
make the change from the traditional copper cable approach to
carrying AC signals to the digital alternative. When making this
transition from traditional substation practice employing many
copper cables individually wired to instrument transformers, an
important consideration is the type of AC signal to be carried
and the associated performance requirements. AC Signals
used by P&C systems fall into two general categories - time
averaged and instantaneous.

Time averaged signals are those that inherently undergo
some sort of integration process as part of the basic signal
acquisition or later as part of the calculation or application
where the signal is used. Examples of time averaged signals
are operating measurement telemetry, such as per-phase
Amperes or three-phase Megawatts. Time averaged signals
typically experience latencies in the range of 1 to 4 seconds,
with no detriment to the end application or user. Applications
based on remotely accessed time average values on the client-
server basis have been used for decades initially via RTUs and
recently using protection IEDs.

Instantaneous signals are those which are utilized in time-
critical applications such as protective relay algorithms and
typically contain sampled values of power system AC quantities
sent in real-time. An example of an instantaneous signal is the
secondary voltage of a capacitive voltage transformer used in a
distance relay algorithm. In this case, permissible data latency
may be less than 100 microseconds.

It is taken for granted that copper based signals can easily
be shared. It is not so with communication based signals. One

of the fundamental architectural issues is how to provide for
overlapping zones of protection, with mandated redundancy,
but without multiplying the number of required IEDs of various
types (merging units, Ethernet switches, time synchronization
means, IEDs) to the extent of ridiculously low reliability /
availability of the complete system. The point-to-point 61850
process bus suggestion (part 9.1) calls for an unreasonably high
number of merging units. The switch-able (LAN-based) 61850
process bus suggestion (part 9.2) yields a convoluted scheme
with time synchronization, LAN, testability and maintainability
issues.

When carried on a communications network, signal latencies
are introduced by the communications medium itself, in addition
to latencies introduced by the signal acquisition interface and
end processing application. At any given time, these latencies
may be static or random, depending on the communications
topology deployed. Latencies may also change as a result
of system re-configuration or fail-over, for example following
a communications device failure in a redundant system.
Communications latencies are therefore of considerable
concern in the design of any substation LAN-based or point-
to-point topology because these extra delays, if not carefully
examined, may fundamentally alter or impair the performance
of the end application. Complicating matters is the fact that
communications latencies are often difficult to measure or
even predict. LAN architectures and issues are discussed later
in this section.

The usual approach to managing communications latency
with time averaged signals is to factor the worst-case expected
latency into the overall response required by the application.
The solution is not so simple with instantaneous AC signals.
Practical usage of instantaneous signals requires accurate
synchronization of measurements at all involved locations. For
example a distance functions requires the voltage and current
signals be synchronized. If delivered by two independent
devices, these signals must be referenced to the same time
base. Time synchronization issues are discussed later in this
section.

Treatment of lost data is a significant aspect in the “line up”
algorithm. As each expected packet can be lost or arrive after
a variable time delay, the algorithm must be smart enough to
wait for pending data and abandon at a given point in time
when the maximum delay time is exceeded.

Another consideration when making the transition from
P&C systems using individually copper cabled instrument
transformers to solutions relying on digital communications
is fault tolerance. The existing copper solutions have the
advantage of being extremely reliable from the overall station
point of view, because there are very few common failure
modes, short of a fire in a cable trench. Availability of distributed
P&C architectures utilizing fiber-based AC signals are discussed
later in this section.

All of these issues are solvable and must be resolved in
parallel with the IEC 61850 Standard, but the quest to realize the
potential cost savings will require concerted engineering effort.
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A weakness of the 61850 vision in the context of the process
bus, is the absence of workable architectures that would satisfy
a long list of technical, operational, and regulatory issues.
Acceptable architectures may require specific tools, or broadly
defined rules for communications. These rules are obviously not
there, and what has been specified only enables lab-projects
for connecting a merging unit to a compliant IED.

4.4 DC Signals

Another unanswered question is how to effectively implement
a digital alternative to the conventional hard-wired connection
of discrete DC signals within the substation. DC signals used by
P&C systems also fall into two general categories - those that
indicate the current state of an element or system, and those
that represent time-critical actions, such as protection trips.

The first category includes signals such as alarm and status
points used by SCADA systems and the state of discrete
conditions such as switchgear interlocks, position of reclosure
selections, etc., but does not include the status of breaker
auxiliary switches used in breaker failure and other critical
protection applications. Signals used by control systems are
generally one order of magnitude less critical with respect to
delivery time than those used by primary protection systems.
Inherent latency times for status signals are typically in the
range of 15-20ms, whereas alarm and condition states may
have acceptable latency times of 1.0 s or more. Existing
communications performance in practically any topology
(point-to-point, star LAN, bus LAN, etc) is quite capable of
meeting this level of performance in control systems of up to
1000 points or more.

The second category poses a much more significant design
and application challenge for emerging communications-
based alternatives. This category includes most input and
output signals used by primary protection and teleprotection
systems. Backup protections generally do not require this level
of performance. Category two signals are considered to be
those that require reliable delivery in less than 4.0 ms, under the
worst-case guaranteed system traffic conditions. If we assume
that the portion of protection circuitry between existing relays
and the associated switchgear is implemented with auxiliary
relays and miles of wire and cable, the fastest protection trip
signal times are typically 4.0 ms and are determined by the
choice of auxiliary relay used for high-speed applications. This
is frequently used as a benchmark when evaluating digital
alternatives. Developers of the current generation of IEDs have
generally met this level of performance for the execution of
discrete internal logic, analogous to separate auxiliary relay
logic. However, current substations still use many thousands of
dollars worth of DC cable to interface IEDs to switchgear and
other devices in the switchyard and within the relay building.

From a cost point of view, the same incentive exists to
eliminate or reduce DC copper cabling as there is with AC
cabling. Similar communications latency considerations apply
also, except the need for time stamping is generally limited to
the appropriate identification of discrete events. In the case of
discrete protection trip signals, communications performance

is impacted by the extremely random nature of this traffic. For
example, say a substation runs normally for two years and
then suddenly a bus fault occurs, followed by a breaker failure.
Immediately, many IEDs start sending huge amounts of traffic
and the communications infrastructure suddenly reaches 110
% of capacity. Some signals may therefore experience delay
or even become lost if the design doesn’'t anticipate this type
of response.

Converting discrete signals formerly carried via copper wires
to their LAN-based equivalent messages also significantly
changes the failure mode from the perspective of the receiving
device. In a traditional wired circuit, a contact closes at the
sending end and an auxiliary relay coil picks-up at the receiving
end. The auxiliary relay remains energized for the entire length
of time the sending contact is closed. The length of time the
sending contact is closed also conveys information and in fact
is the basis for many time co-ordination and backup-schemes.
In a LAN-based scheme, this transaction is replaced by discrete
commands sent digitally over the network. A message is sent
signifying the “on” state and another message may be sent
later signifying the "off” state. The receiving application must
keep track of the context of these messages. If, for example,
the system fails and the “off” message is never received, the
receiving application could be “stranded” in an undesirable
state for an extended period, unlike the wired system in which
the receiver will “fail safe” and turn itself off. Therefore, a
practical message delivery system for a substation-LAN based
messaging protocol must include additional features such as
a regular heartbeat message or other equivalent strategy to
identify the continuity of the sender. The receiver also needs to
have a strategy permitting it to go back to the reset or default
state upon loss of the heartbeat message.

An additional factor affecting reliable message delivery
is the choice of the LAN architecture itself and the various
redundancy strategies that may be established. For example,
simple networks connected with shared media switches may
cause collisions to occur between messages sent nearly
simultaneously, thus impairing message delivery of one or
all of the sending stations. Switch networks greatly improve
the situation, but each system type still needs to be carefully
evaluated with respect to the performance of critical traffic.

The network architecture or topology also has a bearing on
the reliability of message delivery in a digital substation. For
example, many older SCADA architectures were based on the
master-slave concept, in which the slave devices essentially
are data senders and discrete /O devices only. Many newer
substation integration architectures are based on the peer-to-
peer concept, in which system elements exchange information
but are also capable of autonomous behaviour on their own.

Solutions that replace DC cabling with fiber optic
communicationsolutionsarebecomingavailable. Itisparamount
that the application topologies proposed carefully consider
and ultimately specify explicitly the maximum performance
any given combination of IEDs, field acquisition devices and
communications elements is capable of. Simple application
rules are required for consistent deployment on actual projects.



Appropriate redundancy or equivalent strategies are also
required to guarantee acceptable overall system reliability
despite the consolidation of signals on a multiplexed bearer
media instead of over many simple and discrete wires. Fiber
alternatives also offer significant advantages over DC cables
with respect to immunity against (induced) interference and
transient (capacitive) effects that tend to be troublesome with
the current generation of IEDs and teleprotection equipment.
The potential exposure to battery grounds is also significantly
reduced.

4.5 LAN Architectures and Issues

As communications in the substation (and beyond) takes on a
more critical role in the protection and control tasks of the utility,
the enterprise communication architecture must be designed
to meet the same critical design requirements of the equipment
with which it is connecting. Specifically, the communication
equipment must meet the same environmental and electrical
specifications as the protection and control equipment.

In addition to the electrical and environmental specifications,
the communication system must be available to communicate
between the various IEDs in or between substations. The
design for high-availability starts with redundancy in the
communications from the IED. Redundancy in the IED can be
achieved either through redundant port or redundant media.
With redundant ports, there are two completely independent
Ethernet ports built into the IED with each port having its own
Ethernet MAC address and separate IP addresses. With two
sets of addresses, the IED must constantly monitor both ports
for information received and channel it to the appropriate
process.

A second option for redundancy is that of redundant media.
In this implementation, there is only one Ethernet port (one MAC
address, one IP address) that is dynamically switched from a
primary fiber port to a secondary output port. The switching
is based on the loss of Ethernet link pulses on the primary
connection.

Given redundant Ethernet on the IED, the next area to
address with redundancy is the Ethernet connection junction.
In today’'s implementations, it is almost a given that the

connection between Ethernet ports will be performed by an
Ethernet Switch. A switch operates at a logical level in the
communication hierarchy, that is, a switch receives an Ethernet
packet, reads the contents, and then decides how the contents
should be processed and forwarded. In the processing of the
packet, the switch first determines if the packet should be
processed at all (a security feature to inhibit just anyone from
unplugging an IED and plugging in a laptop in a substation).
If the packet is to be processed, should it be processed with
priority (a Quality of Service feature of Ethernet) and should it
be delivered to only specific ports (Ethernet Virtual LAN option)?
In the redundant architecture, each Ethernet output of the IED
should be connected to different switches so that if a switch fails,
communication to the IED can automatically be transferred to
the back-up communication port on the IED. The two switches
now need to be linked together so that a message received on
one switch can be transmitted to any device connected on the
other switch.

In order to optimize communication between switches, it is
recommended that the up-link port be operated at a higher
speed than that of the feeder ports. For example, if the feeder
ports operated at 10MB, it is recommended that the Link ports
between switches operate at 100MB or faster. Similarly, if the
feeder ports are operating at 100MB, it is recommended that
the Link ports be operated at 1GB.

Typically, an Ethernet switch can connect from 12 to 16
IEDs. For substations containing more IEDs that this value,
multiple switches need to be linked together on a primary and
secondary port basis, again with a connection between the
group of primary and back-up switches. This configuration has
a drawback in that if one of the switches being used to connect
the primary group of switches to the back-up group fails, the
connection to the back-up group is lost. This failure mode
can be eliminated by connecting the groups together at both
ends, effectively forming a loop. In general, Ethernet does not
operate in loops; however, most switches in use today operate
an Ethernet algorithm known as Spanning Tree. This algorithm
is designed to detect any loops and to logically break the loop
at a point. More specifically, there is a variant of the Spanning
Tree algorithm known as Rapid Spanning Tree that can detect
rings and fix breaks in structures in as little as 5ms. The resulting
LAN architecture is shown in Figure 5.

Primary LAN Switch 1 Switch2 +—-=-=-==-+ Switch N
Fig. 5.
Practical LAN architecture. | | | | | |
IEDs IEDs IEDs
Secondary LAN Switch 1b Switch2b ~=-=-=—=—=——- Switch Nb
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Many experienced protection engineers find discussion of
these data communications issues to be dense and perhaps
intimidating, because until now they have not faced the need
to understand the behavior and performance characteristics
of substation components like Ethernet switches. Furthermore,
there is no part of the IEC 61850 Standard that guides designers
and users on these network architecture subtleties. We
encourage users to recognize that unavoidably, as P&C design
technology moves forward, the behavior and characteristics
of components like Ethernet switches will be as important to
understand as those of protective relays if the P&C system
is to achieve its availability, dependability, security, and
maintainability goals. It is important for protection engineers
to understand that the basics of IT networks are not difficult to
understand, and that learning how to handle networking issues
is no more difficult than learning about any new generation of
relays. Incidentally, P&C engineering groups need to achieve
peace and mutual understanding with the utility IT department,
which can help with substation-enterprise integration, and
which needs to understand the features of substation LAN
messaging that are critical to power system security.

We explained above the existence of multiple portsin a typical
modern managed switch, each port having its own queue of
incoming and outgoing messages so that we never face the
problem of collisions and lost messages. We also explained
how new switches complying with the Ethernet standard IEEE
801.20Q can recognize priority and VLAN fields in the message
packets (e.g. GOOSE messages) and can express-route or
selectively route critical messages. There is more to consider
from a relaying point of view. For example, full utilization of the
two redundant P&C systems require that GOOSE messages
pass between them, and that substation host devices and
interfaces to the utility WAN be able to communicate with
devices in both System A and System B. To do this, the designer
needs to take advantage of the isolation that the ports of the
Ethernet switches in System A and in System B can provide,
and to interconnect them in a way that avoids single points of
failure that could interfere with data communications in both
Systems A and B. The designer needs to consider not only
passive failures, like a broken fiber, dead port, or failed switch
; but also active failures of communicating devices that jabber
unwanted message traffic or turn on emitters continuously.
Switches and networking equipment could provide tools to
handle these contingencies.

Maintenance personnel also will need to gain enough
understanding of communication architectures including
both physical topology and control mechanisms for data. For
example, consider a relay that has primary and failover fiber
connections to two different ports on two different Ethernet
switches in System A as we described above. A technician who
disconnects the primary fiber, or turns off the switch to which
it is connected, may think that he has disabled backup tripping
GOOSE commands from this relay to others on the LAN. He then
may proceed to test the relay in ways that generate backup
tripping request messages. He needs to understand that the
relay may have detected the disconnected primary channel
and failed over to the completely functional backup fiber and
switch - all the messages will be delivered on time to subscribed

relays in Systems A and B, possibly yielding unexpected and
undesired tripping from the testing work.

4.6 Time Synchronization Architectures and Issues

A very important unanswered question is how will accurate,
coordinated time services be delivered to all elements and
processes within the whole integrated system? Advanced
concepts within the IEC 61850 set of standards suggest
digitizing protection input signals, currents and voltages, at the
place of origin and providing the protection and control system
with real-time stream of samples using a standardized protocol
(process bus).

The idea of further reducing wiring substations by substituting
switchyard cables with fiber optic cables is very attractive
economically. This could be accomplished by applying non-
conventional CTs/VTs and moving analog signals via fiber into
merging units for de-coding, and subsequent digitization and
presentation as the process-bus data. Alternatively, traditional
secondary signals could be connected to dedicated interfacing
devices in the yard for digitization and transport via digital fiber
into the control house.

In both instances, protection relays as known today will be
presented with information taken at various physical locations
by various interfacing devices. This requires data taken at
independent locations to be time aligned. Protection functions
responding to signal magnitudes, such as overcurrent or
undervoltage, do not require time alignment. But a vast
majority of functions would not operate properly if their input
signals were not time aligned. For example, a distance function
requires voltages and currents to be aligned; a synchro-check
function requires the two compared voltages to have a common
reference; transformer differential calls for all the used currents
to be time aligned as well, etc.

Today, the requirement of time alignment is achieved by
synchronous sampling of all input signals of a relay inside the
IED itself. This idea could be carried forward only if a given
merging unit processes all signals required by a given IED. This
would basically create one-to-one correspondence between
merging units and IEDs, and poses a question of why not
combine the merging units with the IED, yielding a new type
of IED that works with analog, fiber-based inputs produced by
high voltage sensors of non-traditional CTs/VTs.

The operation of time alignment can be understood either
as "hard” synchronization with respect to time, or “soft”
synchronization of devices with respect to one another. It
could be implemented as precise time stamping of otherwise
asynchronously taken samples, or taking samples of all signals
exactly at the same time instant.

In either case, availability of protection is dependent on
synchronization. This is a vital, often overlooked issue impacting
the system architecture and overall reliability of the scheme. In
fact, this is one of the central technical challenges that need to
be resolved to effectively implement the process bus concept.



The recipient devices must be designed to cope with lost data
and potentially variable time latencies for packets coming from
different sources. Complexity of existing line current differential
schemes is a good extrapolation of the technical challenges in
this area. The IEC standard does have cognizance of this issue
and does require the manufacturer compensate for filter delays
but the implementation details are left to the manufacturer.

The start up procedure when the device wakes up and
start communicating while synchronizing itself is particularly
exigent, especially if the involved pieces of equipment come
from different vendors.

A protection scheme based on external source of
synchronization depends entirely on availability and quality of
such synchronization source. In the reliability model, this source
is connected in series with the other elements and substantially
impacts the overall reliability of the system. In order to avoid
diminishing the reliability such a source would inevitably have
to be duplicated. Duplicating the synchronization clock is not
a trivial task as the two clocks will have to maintain mutual
synchronism so that when one of them fails and recovers,
the system rides through such conditions without a glitch.
Additionally, loss of synchronization of one clock with the
GPS satellites while the other is still connected needs to be
addressed.

The IEC 61850 concept addresses the issue of time accuracy
and defines five different levels of time accuracy. The Standard
permits usage of SNTP for time synchronization over network
for time stamping for SCADA purposes. The SNTP method,
capable of reaching about 1ms accuracy, is not precise enough
for samples of currents and voltages and the Standard does
not offer solutions as to how to achieve the required accuracy.
Options to be considered are: an externally provided IRIG-
B synchronization signal; a precise, network-based open
standard such as the IEEE 1588; or a proprietary network based
protocol.

It seems that complying with the high-accuracy time
specifications of IEC 61850 requires using an external
synchronization source, i.e. IRIG-B inputs. This in turn, requires
delivering (redundant) time signal(-s) to all devices that need
to be synchronized. Such signals must be driven from two
independent (redundant), but mutually-synchronized clocks
(contradictory to some extent). If these clocks are driven from
the GPS receivers to provide for absolute time reference, issues
arise when the GPS signal is lost and recovered. Obviously
the protection system does not require absolute time to work
properly (except some applications of line current differential
relays), and should function normally without the GPS signal.
If the GPS signal is lost and subsequently recovered, the
redundant clocks will have two, partially contradictory control
goals: catch up to the actual absolute time, and prevent any
time jumps for the devices synchronized using the timing lines.
This adds unnecessary complexity into the system.

Alternatively, the two clocks (either IRIG-B or network-based)
do not have to be synchronized, but would switch-over should
one of them fail. Again the process of switching over will

have to be well designed in order to provide for a robust and
safe solution. The IEC 61850 assumes the synchronizing and
synchronized devices to be independent pieces of equipment,
typically design by different vendors and still work flawlessly
for this mission-critical system.

Some IED manufacturers are probing the idea of using the
IEEE 1588 network time synchronization protocol for the process
bus applications. This creates problems for interoperability - all
devices would have to adopt this method, or use their own
alternative method of synchronization. If the latter concept is
adopted, the user is affected by extra complexity and vendor-
specific solutions. Also, one needs to make sure devices non-
compliant with the IEEE 1588, are not inadvertently affected by
the embedded, network based time synchronization protocol.
The IEEE 1588 method requires Ethernet switches to support it,
and in today’s technology, this creates extra cost for the switch
manufacturers.

Another theoretically possible alternative is to use a solution
in which all devices on the network synchronize slowly to each
other (no master or absolute time) using a phase lock loop
approach and large inertia of their internal clocks. This may be
an excellent solution for anisolated deterministic network of 2 or
3 devices, but would not work well in a large non-deterministic
network with tens or hundreds of devices. Not to mention that
such a method is not mandated by the IEC 61850 Standard
as a universal, compliant way of time synchronization for the
process bus, and will have to remain proprietary.

Presently the issue of time synchronization is solved internally
to an IED. Reliability of the technical solution is already included
in the overall Mean Time To Failure (MTTF) of the device. The user
does not need to engineer or maintain any protection-grade
time synchronization means. And availability of protection is
not subject to availability and quality of external time sources.
It would be beneficial if these attributes were retained in new
protection architectures.

The minimum requirement for time alignmentin the protection
realm is to align signals within a given zone of protection.
Moreover, only relative alignment is needed. Given the response
time of protective relays, this calls for relative time stamping
with an arbitrary time index that could roll over after one or
two power cycles. This could be achieved in much simpler
ways compared with a generic, hard synch off all devices in the
substation to a source of absolute time.

In the implementation of the Process Bus (part 9-2), the
Standard has the option of either a relative time stamp or an
absolutetimestamp.Inthisapplication,afullabsolutetimestamp
of 64 bits is typically unnecessary information but is required
if the information is to be used as part of a Synchrophasor
calculation. In the initial implementation agreement, only a
relative time stamp, based on the Fraction of Second, is used.
When applying this information to Synchrophasors, information
on leap second (one full second can be added or deleted by
the GPS system to adjust to planetary rotation) and time
quality is also required. Additionally, when correlating sample
data between multiple merging units (especially between
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substations), complete absolute time information and time
quality will be required. Careful engineering decisions on how to
accomplish this will be needed as the Standard moves forward.
The full timing information is not required by protection, but if
embedded it could cause harm by revealing weaknesses in the
applied IEDs, and the need for extra testing.

4.7 Reliability and Availability of Protection

Availability and reliability of protection are not impacted
when using microprocessor-based protective relays as known
today, and applied to both protection and control within the
SCADA realm of the IEC 61850.

When pursuingdistributed architecturesbased onthe concept
of a process bus with the intent of eliminating copper wiring in
the yard and replacing it with fiber optics solution, availability
and reliability of protection is a fundamental consideration, and
one of the key barriers to overcome.

For example, consider Figure 6 showing a benchmark
substation of Figure A-1, and focus on AC signals associated
with protection IEDs around breakers CB-1 and CB-2. This
example pictures realistically the concepts of overlapping zones
of protection, redundancy and separation of the A&B systems
(for simplicity lockout relays are neglected, just two trip coils
are shown, the breaker fail devices are separate from the zone
relays and are not redundant). The figure clearly illustrates the
reason for extensive field wiring: redundancy and overlapping
protection zones.

Figure 7 presents a hypothetical architecture in which each
AC signal is digitized by a separate merging unit. Separate
MUs are used to provide for the DC signal interface (MU-11
through 14). The A&B systems are kept separate. Consider
the availability of the LINE 1 protection system A. This zone

depends on availability of MUs 1, 8, 10 for measurement and
MUs 11 and 14 for tripping, Ethernet LAN A for communications,
and Line IED for overall processing - not to mention the time
synchronization source for the AC related MUs (1,8 and 10).
Composed out of seven of today’s IEDs such a line protection
system would have an MTTF on an order of magnitude lower
compared with today’s relays (see Annex B).

Figure 8 presents a sample architecture with one breaker IED
(MU) that interfaces two currents and DC signals. Now only two
MUS per breaker are required. Still the line protection is a system
involving five IEDs (MUs 1, 3, 6, Ethernet switch, IED). Note that
the BF function depends on three devices (MU-1, LAN A, BF IED).
This becomes a flaw that reduces dramatically availability of
the BF function, and calls for solutions in a form of redundant
hardware, or equivalent.

Figure 9 further eliminates MUs 5 and 6 by wiring the voltage
signals to MU-3 and 4 (typically a relatively short distance
compared with the distance from the yard all the way to the
control house). Still the line protection depends on four IEDs or
five counting the time synchronization source. As explained
in Annex B, the expected reliability of the scheme is not
there. Besides - MUs 3 and 4 become equivalent to today’s
microprocessor-based relays in complexity. They support
current and voltage inputs as well as digital inputs and output
contacts. The question arises: why not provide the complete
functionality in such a yard device, eliminating the need for
all the other IEDs. The obvious acceptance and maintenance
issues may be easier to overcome compared with the solutions
of Figures 6 through 9.

It is strongly recommended that concepts building around
the process bus and substituting copper with fiber, particularly
for the yard wiring, are presented in the context of actual count
of CT, VTs, giving consideration to overlapping protection zones,
redundancy and separation of the A&B systems. Once the
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architecture is presented, an IED count can be approximated,

and reliability study should be conducted in order to validate
the solution.

Annex B calculates Mean Time To Failure values for several
hypothetical systems based on the process bus concept
assuming arbitrary MTTF data for the system components. It
could be seen that the MTTF calculations drive a certain vision

Fig. 7.
A hypothetical process bus architecture
for the system of Fig.6.

of a distributed protection system.

Annex B proves what is intuitively obvious: a process bus
protection system set up with off-the-shelf components
(merging units fed from non-conventional instrument
transformers, explicitly synchronized via their IRIG-B inputs,
and communicating via Ethernet network) would have reliability
numbers decimated by an order of magnitude compared
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Fig. 9.
A hypothetical process bus architecture
for the system of Fig.6.
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with today’s microprocessor-based relays. This is because of
substantial increase in the total part count and complexity of
such a distributed system as compared with today’s integrated
microprocessor-based relays. A successful system for replacing
copper wires with fiber optics would have to keep the total part
count and complexity at the level of today’s relays.

There are challenges in designing such a system primarily
time synchronization, and sharing data from merging units to
multiple IEDs without an explicit network, while keeping the total
count of merging units (interfacing devices) at a reasonable
level.

It is justified to assume relay vendors have already
conceptualized or are working on the solutions. It is quite
obvious that the interoperability protocols of the IEC 61850 in
the areas of process bus and peer-to-peer communication are
of little help in solving this architectural/reliability puzzle.

4.8 Overall System Performance

Another unanswered question is that of determining
and verifying the overall level of performance of a set of
interoperating IEC 61850-based devices as a complete system.
Although the 61850 Standard does classify the performance
of an individual IED with respect to the required response
times for individual message types (as would be determined
in a benchmark conformance test of an individual IED), there
is currently no guidance available on how to characterize
message delivery performance across a whole integrated
system. As an example, consider an integrated P&C system for
a 230 kV transmission substation with say 12 circuit breakers.
There are currently no simple and easy to apply design metrics
that would allow the designer to determine on paper in advance
if the integrated design as a complete system will actually work

for this particular topology or architecture. Based on current
practice, the system would very likely have to be pre-assembled
in a factory or lab setting and undergo a series of complicated
tests before delivery to site.

The question remains as to how would the same exercise be
repeated in say five years when the in-service station needs
to be expanded to 16 breakers? This ad-hoc type of process
would be very expensive if it had to be repeated for each
and every project, with no quantifiable guarantees of overall
performance, especially for protection-critical trip and initiation
signals. The cost and difficulty of executing these tests might
also inadvertently place an artificial limit on creative design
because each novel idea could undermine the experience base
developed around a previously known configuration, creating a
disincentive to its adoption.

Practical system level application advice is totally missing. It
is therefore essential that simple, easy to apply and consistent
IEC 61850 design rules be developed so users can determine
with certainty that a collection of W IEDs from X manufacturers
configured in one of VY topologies will work for a switchyard of
up to Z power system elements.

4.9 Failure Management

System integrity and failure management is another
unanswered question. Consider for example, the portion of an
integrated system consisting of a bus protection that trips say
10 breakers via 10 individual breaker IEDs. These same breakers’
IEDs are also shared with breaker failure and reclosing functions
as well as providing the interface for SCADA operational control
and telemetry. Now consider that one of the 10 breaker IEDs has
failed because, for example, its communications interface has



been interrupted. All of the applications requiring that IED and
its functions have now been disabled. There are many possible
consequences, depending on how the system is designed. For
example, the system could be 100% redundant and the loss of
any one element isn't critical as long as its condition is alarmed.
Parts of the system might not be redundant, for example
SCADA, so the missing element does constitute a critical failure.
Elements needing the missing IED could also revert to an
alternate device upon detection of loss of communications.

There are obviously many ways to treat such a failure. The
next question is how to safely and consistently isolate the failed
device to permit troubleshooting and replacement? How would
the maintainer quickly acquire the knowledge of what logical
associations are involved with the failed device and the impact
of each? What test and maintenance tools would be required
to perform this work? At present, no uniform system level
functional object definitions or concepts have been defined to
cover these types of issues involving the contingency status
and operation of an integrated IEC 61850-based substation.

The definition of such concepts and the appropriate software
to effectively use them are essential. This will enable users to
take advantage of a consistent set of tools and procedures
without risking an accident or inadvertent trip to the power
system. As we explained in 4.5 above, those users also can
and must learn the behavior and characteristics of Ethernet
communications links and networking devices to diagnose and
safely repair failures.

4.10 Application Gaps

Quite often implementing existing functions using
communication-based solutions is not trivial and requires
substantial amount of engineering and testing. Once the
solution is found, users realize that the proper way of achieving
the functionality would have been via standardized functions
and services, and not via user programmable logic.

This sectionillustrates this problem better by presentingissues
and solutions related to the lockout functionality implemented
in software, as a distributed function, when replacing physical
lockout relays and eliminating the associated wiring.

Utilities usually lock out the breakers surrounding a permanent
equipment failure. This is done for internal transformer faults,
bus faults and failures of breakers. One or more protection
devices may initiate operation of a lockout relay (ANSI 86). This is
a bi-stable device that remains in the operated state after reset
of the initiating protection. The lockout relay provides sustained
tripping commands to all of the breakers making up the zone
and blocks all the possible means of closing said breakers. The
intent is to prevent re-energization of the equipment until a
local inspection has been carried out. Accordingly, the lockout
relay is usually hand-reset. Due to its simplicity, the lockout has
a high reliability. Monitoring of the lockout coil (either by placing
alampin parallel with the initiating device or through the use of
a coil monitoring relay) further increases the availability.

Lockout relays often trip extended zones made up of several

breakers. As such, moving this function into the digital domain
presents a significant opportunity to reduce device count and
wiring complexity. For this analysis assume that transformer
bank-1 of Annex A, Figure A-1 is to be protected. A fault requires
locking-out of CB-1, CB-2, CB-5, and CB-6.

The basic functional requirements for lockout, whether
electromechanical or IEC 61850 based, are:

e |nitiation method

Distribution to multiple relays that control affected breakers

Presentation to local and remote operators

Lockout-clearing protocol or standard operating procedure

Non-volatility

e Independent handling of multiple lockouts on the same
breaker (e.g. transformer fault followed by BF)

¢ Data exchange between substation control and relays.

Two scenarios are considered: (A) a transformer zone IED and
dedicated breaker IEDs and (B) CB-5 & CB-6 breaker functions
merged into the transformer zone IED and the remaining breaker
functions merged into the line zone IEDs. Implementation of the
lockout function is shown in Figure 10.

The latches, residing in each IED, together with the messaging
passed over the station bus constitutes a “distributed” lockout
function. The latches should be non-volatile and located in the
IED that is connected to the breaker in order to ensure that the
signal is maintained should there be a communications failure.
The location of the manual reset may be at the transformer
zone |ED as shown or may be located at a central HMI. The
latter may seem as a violation of the very nature of the lockout,
but with advancements in remote inspection (cameras, access
to measurements and records), it may become an acceptable
solution.

The logic as shown assumes a non-redundant system where
the only path for control is through the IED. If the IED responsible
for tripping and closing fails, its contacts will reset. However,
since there are no other paths for control, the rules for lockout
are not violated.

If redundancy is required (as it often is) then the scheme must
be modified. Assume that the logic of Figure 10 is implemented
in two sets of IEDs (denoted system A & B for this exercise).
One possible solution is to use IEDs with bi-stable output
contacts for tripping and close supervision. IEDs with outputs
of this type are available but are not common. The block-close
signal from each scheme would be combined externally with
the close commands; leading to increased wiring complexity.
This solution raises a new dilemma: It is not possible to reset
the lockout if the IED fails after operating (not a problem with
conventional lockouts).

Another solution is to cross connect the lockout function of
each system. The A & B Transformer IEDs would each operate
both the A & B lockouts. The presumption in this case, is that the
station busses of each system are interconnected. For some
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this may be seen to be decreasing the overall reliability of the
system since it's conceivable that a communications problem
could cause a failure of both systems. Properly designed
network devices should mitigate this risk. In another sense this
system may be considered more reliable since it can deal with
double-contingency events such as the simultaneous failure of
the A transformer IED and the B lockout IED in scenario A.

Note that the logic described above is for a single lockout
(transformer zone). Picking CBS5, it can be seen that lockout
functions for the B1 Bus Zone and CB6, CB8, CB1, & CB3 breaker
failure zones must also trip this breaker. Therefore the logic
shown in Figure A-1 must be duplicated for each of these
zones.

Developing and testing such logic poses a significant problem
for an average user. Absence of well-designed application
templates for various standard protection elements such as
lockout function, tripping using GOOSE, testing GOOSE-based
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paramount concern to consider what form of testing is required
and in fact what is the purpose of testing? For example, many
well-designed IEDs now incorporate extensive self-testing
features which make the likelihood of a spontaneous software
change remaining undetected by an internal monitoring
task practically nil. However, the IED does not know that the
overcurrent setting should have been entered as 500A and
not 600A. That is a user mistake that can currently only be
caught by external quality assurance procedures. Therefore,
initial commissioning of any system will remain an important
activity. But what about testing following the initial in-service?
The industry and regulatory trend to increase maintenance
intervals for IED-based systems is in fact based on self-
monitoring capability and when maintenance is actually done,
the focus is on checking overall functional performance, such
as by doing a live trip test where possible.

There are several key considerations emerging in substation
communication-based systems. The first issue is the ability of
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Fig. 10. Possible solution to the lockout functionality.

breaker fail initiate signals, etc. is one of the obstacles to
wider application of basic peer-to-peer elements of the 61850
Standard.

4.11 Testing and Test Facilities

Another unanswered question with respect to deployment of
an all-digital substation is how will commissioning and routine
maintenance be performed and what test tools will be required
todoit?

As new P&C technologies emerge that use advanced
communications and other features to reduce both the number
of devices and physical interconnections (wire and cable) it is of

the user to validate the system will initially work as a whole, if
all hard-wired signals are replaced by their digital equivalents.
By this it is meant that unless extensive factory acceptance test
(FAT) and related simulation testing is performed on the actual
site-specific configuration, how will the user know with certainty
that, for example, 99 % of the time, all protection trip messages
will be received in less that 4 ms and the other 1% of the time
they will be received in say 6ms? The answer is that this is not
a practical or economical exercise for most companies, due to
the difficulty of postulating the explicit worst-case conditions
that will break the system during the test, the fact that this
test needs to be performed on each and every project, all of
which translate into higher cost. It is therefore essential that the
overall industry come up with standard performance metrics
for all parts of an integrated substation system and specifically



a way of guaranteeing these metrics on paper for each device
type and system architecture. In this way, the user will be able to
determine in advance with certainty that any proposed system
will work, without having to resort to extensive simulation
evaluations. Note that this does not imply that an overall FAT
is not required; just that the FAT can concentrate on overall
correct device configuration and successful message delivery
from point to point, treating all IEDs as “black boxes”, without
having to count bits on the LAN.

The secondissue concernsthe routineisolation of IEDs that are
members of an all-digital substation for test and maintenance,
assuming that no matter what the technology, sooner or later
something will fail. For example, consider an IED that performs
a bus protection function and trips six breakers via individual
IEDs associated with each breaker. When the maintenance
person wishes to block the bus protection, does she block the
trip outputs at the bus IED alone, the six destination IEDs, or
at all places? What if the six destination IEDs also perform
other functions that are not required to be blocked with the
bus zone? What if the six interoperable destination IEDs are of
a different make and model and therefore use different user
interface software? It is therefore clear that standardized test
procedures and interfaces are required to enable the user to
gain an efficient, accurate overall perspective of the system as
a whole. Otherwise, errors and confusion will result.

A third issue concerns the maintenance of the substation
LAN as a whole. Although it is assumed that suitably reliable
architectures are available, again, sooner or later, some part of
the LAN infrastructure will have to be maintained. Theimplication
is that many IEDs, spanning multiple protection zones, could be
affected, not only by the communications outage itself, but by
the fact that the environment will have to safely support the
test and restoration of the affected LAN element itself without
disturbing the attached IEDs.

A new category of required test is also emerging as a
result of the use of higher level substation communications
protocols such as IEC 61850. This test is known as a Compliance
Test or Conformance Test and is designed to evaluate the
communications performance of an individual IED against a
standard benchmark, for all standardized functions claimed
to have been implemented. These tests are similar to Type
Tests, but the focus is on communications. For example, a
device implementing the GOOSE message for protection
tripping would be exercised against a standard test system
to determine if the response to all applied stimuli is exactly as
defined in the Standard. Unlike a Type test, a Conformance Test
would not necessarily be able to uncover a flaw in an internal
protection algorithm that produces states to be transmitted by
the GOOSE message. These tests therefore reflect the extent to
which individual devices may interoperate correctly via their
communications interfaces. Since these tests involve only
one device at a time, these tests are not a measure of how an
entire system of devices using the tested protocol will perform,
especially in areas such as traffic loading (congestion) effects,
optimum use of polled commands vs. unsolicited messages,
etc.

Testing of distributed schemes utilizing GOOSE (virtual DC
wiring) is a separate problem. Consider a classical case of a
breaker fail initiate signal distributed by a bus protection to
individual BF IEDs. The 61850 Standard supports the concept of
test bits - each transmitted signal can be characterized as real
(R)or test (T). Unfortunately, the Standard does not mandate how
these attributes are asserted, nor how the receiving devices shall
respond to such signals. As a result the user is left to configure
those bits manually when needed using programmable logic.
When integrating various devices the users will have to examine
the hard-coded or programmable response of the involved IEDs
to the test bits, and finish the application by writing their own
logic to ensure the desired response of the entire scheme.

Overall, the idea of test and response requires more
development. One could imagine a concept in which both
real and test values are processed in parallel or together so
that the real values are available for immediate protection
action if required, while the test values facilitate testing. This is
technically a challenging task. In order for the user to settle on
heavy usage of the test bits, the surrounding functions will have
to be hard-coded and guaranteed by the vendor who conforms
to the Standard. This is not the case today.

The point here is not to discourage potential IEC 61850
users, but rather to raise some important considerations that
need good solid solutions to ensure successful and practical
application and acceptance by the largest number of users
worldwide. Solutions will and are being developed. In the future,
engineers will look upon our present practices as archaic,
compared to what they will be employing.

4.12 Human Interfaces

Appropriate HMI capabilities combined with the substation
LAN infrastructure will allow the IEDs to be the only devices
directly connected to substation equipment. In turn, these HMI
functions provide the capability to control and monitor the
substation both locally and remotely. Traditional hardwired
control switches and associated equipment can be totally
eliminated. Therefore, the role of traditional functions that are
part of established operational procedures such as physical
lockout relays needs to be re-considered in this context. With
appropriate functional specification and equipment design,
all conventional functions may find a logical equivalence in
devices incorporating IEC 61850 communications capability.
It is recognized that the path to change may not be easy,
especially with long established processes and procedures in
place. However, in order to achieve progress, it is paramount
that users do not confuse existing solutions to functional
requirements with the functional requirements themselves.

Adapting to solutions that take advantage of the IEC
61850 based communications is as much a diplomatic and
organizational communications problem than a technical one.
As new designs are created, it is critical to involve design and
field personnel, since they will need time and understanding
to make the transition. Many of them are so steeped in the
existing solutions (like pistol-grip control switches, lockout
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switches, dedicated meters, and separate breaker panels) that
they will need time and training to focus on those functional
requirements that underlie the existing design, and to accept
that they may be able to achieve safe and effective operating
procedures with station computer monitor displays, and
backup buttons and lights on relay panels. The new design
may require human-factors design experts to yield a design
that minimizes confusion and risk of error. Few P&C engineers
have true human-factors design skills, even though they think
they have them.

Flexible HMI capabilities are also emerging that allow, when
used with networked devices, a choice of redundant IEDs for
primary and backup control, using logic that responds to pre-
determined priorities and/or may also automatically switch data
channels based on data integrity. This type of application may
lead to less expensive and more reliable control architectures
where functional duplication can be had for a fraction of the
price of past approaches.

It is anticipated that the content of the HMI may expand.
Today's coverage includes primary equipment and a very
limited amount of information related to the secondary circuits
(IED health for example). Anintegrated substation incorporating
any significant replacement of hardwired connections with their
digital equivalents should have more sophisticated additional
HMl interfaces to allow users to focus on the overall substation
at the integrated system level instead of just at the device level.
Communication network visualization and monitoring tools
are one of the most important aspects. For example, simple to
use HMI packages with the necessary underlying functional
modules need to be developed to allow quick identification of
the overall operational status of all networked IEDs in a station
or group of stations. Such a package would be used to recover
and display any off-nominal or maintenance-related alarm
messages pertaining to the network infrastructure, and its
connected devices.

5. Deployment Strategy for IEC 61850

Given the need to develop appropriate system based
architectures, tools and procedures for a complete IEC 61850
based substation, the question arises of how to proceed in a
managed way so at least some of the benefits of integration
may be obtained now.

At present, a very low risk strategy is to utilize IEC 61850 for
SCADA applications. Utility grade Ethernet hardware capable
of meeting the general response times required for control
applications is available off-the-shelf. The end device could be a
conventional RTU and conventional operation and maintenance
procedures could still apply. Remote retrieval of records (SER,
DFR), using the RTU database or an external element such as
a gateway to the relay IEDs, is also practical and is the least
time critical of any substation application. Data servers with an
appropriate power system context are commercially available
to implement multi-user systems.

Withincreasing user demands for remote access to substation

data and the use of generic networking techniques, security
also becomes an important issue. Again, adequate technology
is available off-the-shelf to implement measures appropriate to
an IEC 61850 substation.

With suitable adaptation of operation and maintenance
procedures, a migration towards the shared use of protection
IEDs incorporating control functions can also be easily achieved
now. IEDs that support the necessary functionality and logic are
already commercially available. The biggest stumbling block to
this approach is not technical at all but is due to the rather long
and independent design traditions of these two disciplines. In
fact, it is only in the last 10 years or so that protective relays
with appropriate system integration capabilities, logic and
processing power to achieve this application synergy became
available. Many utilities and their suppliers have previously
supported the two separate disciplines with legions of specialist
staff. Protection and control systems had extremely simple
interfaces, usually limited to relay contacts, so designers did not
need to know a great deal about the internal intricacies of their
counterparts’ systems. The challenge is now to recognize the
economic and technical opportunities made possible through
system integration of all-microprocessor based devices and
make appropriate opportunities for staff training and familiarity
to make this synergy happen.

The next level of technical achievement is that of carrying
time-critical protection trip and initiation signals through the
substation LAN and/or process bus. For this to take place,
appropriate design performance metrics, along with suitable
system level test and maintenance tools and procedures, need
to be developed. The ultimate stage is the complete replacement
of physically wired ac signals with sampled value data carried
digitally. Again, procedural development is required. Both of
these concepts will also need the collective approval of the
utility industry and its regulators. Such approval may only be
obtained through sound engineering specifications and designs,
combined with appropriate experience gained through proof of
concept projects.

The 61850 Standard requires ten large sections just to
define objects and communications services and stacks that
support the dramatically new substation design approaches
described in this and other application papers. The long
development time of the Standard itself (since 1995), and the
very gradual introduction of products now leaves users with
little practical experience on which to lean so far, even though
major and significant 61850 substation projects are now under
construction or commissioning. It should be noted that those
who implemented UCA based solution do have a foundation
on which to build. Overall, how to succeed with 61850 is still
a question not answered by the contents of the Standard but
only through experience with implementation.

6. Functioning in the IEC 61850
Environment

6.1 Configuration Management
The 61850 Standard presents the opportunity to migrate the
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large majority of the engineering effort into the configuration
of devices. Software tools are envisioned to address almost
every aspect of the design process. Existing discussion on the
61850 is almost entirely focused on the design phase - very
little attention is given to the post-commissioning activities. The
following items are important for effective development as well
as management of the 61850-based P&C systems.

Visualization - An important characteristic of 61850 is the
free allocation of sub-functions (logical nodes) to any physical
device. This introduces the potential for more variability in the
IED configuration than was found in pre-61850 devices. As a
consequence it is important that new tools present the design
in an unambiguous way. Graphical capabilities will aid in this
as will the capability to isolate single functions as they might
extend across several physical devices.

Collaboration - It is likely that several engineering entities
may concurrently develop functions that will reside in the same
IED. As such there will be a need for mechanisms that facilitate
this. The ability to lock the configuration file or portions of it
against editing seems a must. Built-in archiving, revision control
and revision history will also be required.

Documentation - Ideally, project documentation should
be automatically generated once the initial configuration or
modification process is complete. Among other things, this
documentation should include all of the information necessary
for daily operation of the substation including: descriptions of
alarms and their derivations, and interlocking of devices.

Compatibility - Much of the IED configuration will continue to
be carried out in the IED configuration tool. For parameters that
could be considered as automation-related, there should be no
confusion as to where that parameter is configured (in the IED
tool or substation configuration tool). Configuration tools should
also be capable of importing and exporting relevant data to
substation wiring software (CAD) and EMS configuration tools.

Integrity & Security - With more configuration data migrated
from hard-wired connections into software parameters,
integrity and security of configuration becomes very critical.
The vision of 61850 is aimed at fast and easy configuration
and modification of the setup. This implies a danger of fast
and easy unintended modifications. Archiving at multiple
independent data storage centers, strict revision control,
strict access, automated compare functions run on the entire
configuration and producing change reports for peer reviews
are just examples of the new functions that will have to emerge
for safe operation of the 61850-based solution.

A fundamental question to be asked with respect to such all-
encompassing and heavily relied on substation-level tools is
about the market forces eventually yielding mature products.
It is obvious that the promised tools aimed at eliminating
substantial amount of manual engineering work will have to
be quite sophisticated. Given the relatively low volume demand
from the power industry, the maturity curve for such tools is
questionable.

On the other hand such tools will have to be fully trusted
or will not be used at all. Too much is at stake when critical
interactions between protection devices such as trip commands

or breaker fail initiate signals are established in software. When
altering such signals in a today’s hard-wired world, many
users re-commission the scheme. Equivalent procedures for
reconfigurations done in software will have to be established.
This needs to cover both the merit of the change as well as the
tools used to implement the change. In today’s world the tools
are low-tech and are not considered as a factor (hard-wired
connections or UCA GOOSE configured by a simple IED level
tools).

The substation-level configuration tool is a central piece
of software interfacing with multiple software or devices via
various files or direct on-line services. This brings the issue of
software versions of all the interacting tools, and guaranteed
interoperability of the tools each time one of the vendors issues
an upgraded version or a patch.

6.2 Firmware Management

Firmware change management is a real and important
problem today. The industry is taking the first steps in working
out rules for vendor-user interaction in terms of notification
of found problems, notification of new firmware versions,
advise related to risk of using versions with identified flaws,
workarounds versus firmware upgrades, advise regarding
amount of re-engineering, re-testing and re-commissioning
after upgrading to a new revision, etc [36).

Architectures built upon several [EDs each running an
independent firmware, exaggerate this problem exponentially in
proportion to the number of independent pieces of firmware.

Assume a stand-alone merging unit is used by several IEDs,
and a critical problem is identified in the former forcing its
firmware upgrade. Should the firmware change of the merging
unit trigger re-testing or re-commissioning of all the IEDs?

Or assume an Ethernet switch requires firmware upgrade to
take advantage of new features in the area of message priority
queuing, or self-healing capacities (rapid spanning tree). How
does one ensure that this upgrade does not affect operation
of protection schemes that utilize this particular switch? How
does one easily verify that the message priority scheme of the
switch works properly after the upgrade?

Obviously these questions apply already to some substation
applications, but typically not to the mission-critical protection
functions. In the 61850 implied architectures users will face
such questions when operating P&C systems that apply high
level of integration among truly independent devices (multiple
firmware) with not enough segregation into detached portions
(interaction between firmware). Note that the high-level goals of
the next generation P&C system do not explicitly call for using
independent devices from multiple vendors. The goal can be
achieved without multiplying the number of interacting pieces
of firmware: either by reducing the number of independent
instances of firmware or by reducing interactions between
them.

The 61850's answer to the problem is outlined in Part 10 of
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the Standard, and is based on standardized interoperability
testing. It is assumed that compliance of a given device with
the “golden sample” of test procedures and scripts, guarantees
automatically unchanged performance in the real-life
environment and applications.

Three issues can be identified with respect to this approach.

First, a large number of permutations are to be covered while
testing for conformance. To certify a device for any possible
application, one would have to exercise substantial amount
of combinations resulting from various applications and their
possible configurations, variability in the interacting external
equipment during the test, reference conditions in the areas
of networking (other data traffic), or power system response
(avalanche models). Such testing would be extensive, require
considerable time and effort, and thus generate an extra cost.
Self-certification by a vendor - as a possible solution to the
time and cost implications - is of little value strictly speaking.
An independent certification/re-certification is a new step
compared with today’s practice and would have to be factored
into the cost and project completion time equations.

Second, independent certification testing of building blocks
does not necessarily guarantee proper response of the large
system. One reason for this is that the fact of compliance has
already many shades. Tens of technical issues (“T-issues”) have
been already identified in the body of the 61850 Standard.
An electronic on-line data-base has been created to catalog
and manage those errors, ambiguous items, or proposed
enhancements. Assume 100 T-issues being active. In theory
each conformance certificate shall list all T-issues and spell
out compliance with respect to every single one, in order to
provide complete information regarding the test subject. This,
in theory would result in 22100 shades of compliance (1.2677
10%). In practice the situation is obviously simpler as any given
application limits the relevance of any particular T-issue. The
task of tracking and sorting out the relevant and not relevant
compliance items remains, however, in front of the user. It
seems that by design, at least for some time, compliance with
the 61850 is a moving target. This might be acceptable for
SCADA applications, but would face acceptance issues in the
protection world.

Third, the concept of reference tests has some weakness
in it too. The 61850 Standard is a broad collection of rules for
communication. Updates, clarifications, and enhancements will
be a big part of it for a period of time. In addition, vendors and
users are to decide what and how to implement in the areas not
mandated by the Standard. This would put the test software
and hardware under the constant pressure to evolve in order to
catch up with modifications and clarifications of the Standard
itself (T-issues) as well as developments in the existing products.
As a result, a complex and evolving software (IED under test)
is tested against another complex and evolving software
(test facility). In the low probability / high impact domain of
protective relaying the above scenario will not necessarily be
easily acceptable. Again, the above remarks relate to mission-
critical protection functions, and not to relatively simple SCADA
portion of the 61850 package.

6.3 Routine Testing

Test facilities are required in a P&C system in order to verify that:

e The hardware is healthy.
¢ The firmware functions as specified.
e The device has been configured correctly.

In the past the interface between relays were hard-wired
through test switches that provided convenient points for
injecting and monitoring. New schemes that incorporate peer-
to-peer signaling over a local area network require equivalent
internal points for forcing and monitoring of signals. These
should permit the testing without the requirement to change
the configuration of the device. Additionally, these points should
not be impacted by the IED configuration; implying that they be
embedded within hard-coded functions (Figure 11).

Hard-Coded Function

Hard-Coded Function o .
Configured Monitoring Point
Connection
Test
Point

Fig. 11. Embedded test facilities.

Test facilities should also permit testing to be carried out in @
staged manner. For example, in a system with redundant A & B
protections, one scheme may safely be removed from service
while leaving the breakers in-service.

Monitoring
Point

Fig. 12. Overlapping test facilities.

The trip and breaker failure initiate signals are tested up to
an open test point. At a later date, a breaker may be removed
from service and the remainder of the signaling path can be
verified. This capability requires an overlapping of test facilities
as shown in Figure 12.

61850 allows for the free allocation of logical nodes to
physical devices. Accordingly there is the potential for more
variability in the design of the system. As such, the facilities
should be flexible enough to permit convenient testing of any
scheme.

Traditionally, test switches were physically located adjacent
to the associated protection. This was done in order to reduce
human errors when operating in live stations. For instance, in



the transformer zone example of section 4.10, test switches
would be placed between the lockout relay and the outgoing
breaker trips. Referring to the distributed lockout logic it is seen
that this point now extends into another physical device that
may be located on a different panel. A solution to this problem
is to send a message to the remote device to indicate that the
distributed function has been locally placed in test. The function
would operate normally but its outputs would be inhibited.

Finally, a well thought-out user interface should be provided
that clearly presents the test state of the device, gives access
to internal test points and displays the results of a test. Ideally,

Transformer Zone IED

Transformer Differential Protection
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are still missing pieces, new products announced but yet
to be launched, and a host of unanswered questions; with
architecture, reliability and application gaps topping the list.

How does a prospective user proceed without undue risk? If
the utility is looking at either an all-new (Greenfield) substation
project, or a complete replacement of the P&C at an existing
station (such as a new drop-in control building), it is relatively
easy to make a business case, and to plan on a simple hardware
configuration that minimizes wiring and fully utilizes the 61850
opportunity. If one plans on installing such a system, there is
no easy fallback to conventional P&C panels, so it is critical to

Breaker IED

Breaker Failure Protection

Other Protections

Fig. 13. BFl example.

the interface should support the development of automated
tests and should be interoperable with the latest generation of
secondary injection sets. The interface should also be designed
to minimize the chance of errors. Solutions such as the ones
described need to be examined in detail by authorities who
operate and maintain these systems since they have significant
impact on the final architecture of the substation automation
system.

7. Conclusions and Recommendations

It is clear that the concept of IEC 61850 offers a powerful
opportunity to save utilities money through the higher
integration and interoperability of historically separated and
individually hard-wired systems. Now, significant attention
needs to be placed on practical application design, operation
and maintenance considerations from the user perspective.

It has become clear to a number of utilities that development
has reached the point where it pays to commit to substation
design based on IEC 61850 communications. That said, there
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work with vendors and integrators who are willing and able to
guarantee that the critical components will be available and
tested before the substation commissioning date. Confirm the
following when selecting equipment and service vendors:

A. For 61850 LAN-based protection and control with
reduced wiring and panel equipment, the most critical
61850 component that must be complete and work
correctly is GOOSE/GSSE control messaging, so focus
most heavily on the development status of these
services in the relays or IEDs to be used. If the design
depends on LAN control in lieu of wiring and GOOSE is
not working, there is no fallback position.

B. For communications of operational (SCADA/EMS) and
non-operational (maintenance, asset management,
operations logging and recording, etc.) the station can
function either with 61850 object communications, or
with older protocols that function on an Ethernet LAN,
so there may be temporary or permanent fallback
positions for 61850 shortfalls.
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If the vendor is pressed to develop a needed capability
and the development schedule seems optimistic or
aggressive, identify in advance what a fallback position
is (e.g., talk to SCADA with DNP3 messages that require
manual configuration, rather than with convenient
self-configuring and self-describing 61850 objects).
Identify a date by which a decision must be made if
the fallback implementation is to be available on time.
If the new 61850 feature is not ready and proven by
that date, carry out the fallback plan and wait for the
next station to use the new feature.

Keep in mind that communications of 61850 defined
objects requires both servers and clients. For example,
the selected relays may have a full implementation
of 61850 object communications, but the SCADA/EMS
concentrator or host device must have the ability to
request data it needs according to 61850 methods.
The same is true for a local user interface computer.

Note that 61850 protocol packets and other types of
Ethernet traffic can coexist on the same LAN - there
is no requirement that every message be in 61850
format. It is critical to understand and accept this if
some services cannot be initially commissioned using
61850.

Among the many devices to be integrated at a
modern substation, many will certainly not offer
61850 communications yet. 61850-capable relays or
relay concentrators are available now. But consider
transformer gas-in-oil analyzers, top-oil temperature
sensors, weather stations, or capacitor bank controllers
- few will have Ethernet communications of any sort,
and the protocols will be older standards like Modbus
or DNP3. The P&C architecture must provide some
network interface devices on the LAN that can convert
these older or serial protocol messages to a LAN 61850
or other message format.

Use off-the-shelf products, which the vendor has
demonstrated at other sites, if available.

For new products, obtain management-level
guarantees from the supplier that the equipment will
be ready for testing and commissioning according to
the utility construction and operating schedule, with
some concrete consideration to insure delivery and
performance.

For first-time use of new products, the user can
drastically reduce risk by engaging the manufacturer
and/or integrator to deal with product settings and
communications interfacing issues, and to commission
a working system on schedule, as part of the job. If
the user buys products and commits to carry out the
system integration in-house on this first use, there is
high risk of problems and delays for which the vendor
may not assume responsibility.

The user who wants to introduce a 61850 LAN-based
substation P&C system in a conservative utility
environment must be a diplomat and be sensitive to
the organizational issues caused by change. There
must also be an adequate budget for introduction
of the new technology. Stakeholders around the
organization need to be educated on the benefits
of 61850 and the reasons for the design changes.
Inputs must be sought and discussed, as the 61850
proponents fight hard to get acceptance of the new
design approaches and resist fallback to replication of
old designsin new equipment. Field personnel will need
serious involvement in changes of their work rules and
operating procedures, and must become comfortable
with new field troubleshooting tools and techniques.
A pilot project of meaningful scale, with participation
by the most progressive personnel in the organization,
can set the pace for future change.

Plan for tools, training, and utility-site simulators as
part of the initial projects.

Pilot project demonstrations that are not connected to
actually do the P&C job (tripping for faults; reporting to
SCADA/EMS) tend to fail for lack of attention to detail.

At many utilities, the P&C organization is disconnected
from or at odds with the utility IT organization, not
unlike the split between relaying and SCADA/EMS seen
at some utilities scores of years ago. For long-term
success, the protection and IT personnel need to reach
the mutual respect and understanding that will lead to
cross-training and mutual support as substation LANs
connect to corporate WANSs. Transfer of 61850 and
other data to the enterprise to run the business better
is an important part of the business case for 61850.

A new 61850 based substation will yield massive data
on the daily operations and events at the substation.
Design work should include planning for efficient
transmission, storage, management, and automated
processing of this data to improve utility operations,
and to avoid overwhelming personnel who were used
to older systems with less to report.

New 61850 based relays with LAN control have settings
or configuration files that define the functionality in
the way the panel wiring did in older stations. The user
needs a tightly-managed and controlled repository
for settings and configuration data, that also ties in
product firmware versions and hardware platform
issues. The IEEE Power System Relaying Committee is
preparing a detailed report on management of relay
settings and configuration data. Draft versions are
available on-line [35].

Utilities are applying these methods to engineer new, highly
integrated P&C installations.

While this list of issues and cautions may seem daunting,



any new substation design is a big project and requires clear
goal definition, in depth planning, and rigorous management to
ensure success.
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Annex A.

Protection and Control Today - Back to Basics

This Annex discusses some of the basics of protection
and control as successfully used for decades. Majority of
these general requirements will have to be retained by
new communication-based solutions. It is important to
distinguish between the key need, and the present way
of accomplishing the need (current implementations
are ways of meeting functional requirements, not the
functional requirements themselves). While users will have
to re-think and adapt to different ways of accomplishing
the basic requirements, architects of the new systems
must factor in all the basic principles that constitute the
protection and control engineering field.

This Annex touches on several key aspects, and
proposes a simple arbitrary benchmark (Figure A-1) for
discussing both the principles and new solutions. Too
often proposals for communications based protection
systems tend to neglect the actual number and location
of CTs, disregard the principle of overlapping zones,
maintainability, redundancy, and other practical aspects.
This paper encourages using benchmarks such as the
one in Figure A-1 when presenting new P&C architectures,
particularly solutions involving merging units and similar
approaches.

A.1 Zones of Protection

The zone of protection refers to that primary equipment
for which faults are detected by a given protection
scheme. The protection scheme is defined by the relays
and their measuring CTs and VTs. Interrupting devices
(circuit breakers, circuit switchers, etc.) that are operated
by the protection scheme must be arranged remove all
sources of energy from within the protection zone. Ideally,
a protection zone is confined to a single primary device
such as a transformer or a bus. Limitations on the location
of instrument transformers and interrupting devices may
result in larger zones. Protection zones must overlap in
order to provide coverage for all primary equipment. This
typically results in breakers falling into multiple zones.

A.2 Allocation of IEDs to Zones of Protection

Typically an IED or relay is dedicated to the protection
of a single zone. In this way a failure of this device or its
algorithms compromises a single zone. IEDs may provide
backup protection to other zones. In this case coordination
is often required. When required, redundant IEDs may be
assigned to the same zone. Redundancy may also be
extended to the DC supplies, measuring CTs, breaker trip
coils, relay panels, and cable routings. Redundant IEDs
may use different operating principles or be manufactured
by different vendors. Redundant protection generally
provides increased reliability and shorter clearing time
when compared with backup protection at the expense of
increased cost and complexity. Redundant protection also
allows one IED to be taken from service for maintenance
while the primary equipment remainsin-service, protected
by the other IED.

The requirement to keep primary equipment in-service
also affects the topology of the substation itself. For
instance 12 breaker, ring bus, or double bus configurations
are often implemented at higher voltage levels. In these
cases it may be useful to allocate IEDs to breakers as well
as to protection zones. For instance, a 1% breaker, line
terminal may consist of redundant line distance or line
differential IEDs protecting the transmission lines and
an IED for each of the associated breakers. The breaker
IED is responsible for breaker failure, auto-reclosure,
synchronized closing and interlocking. In future, the
breaker IED could be considered to be the sole interface
point for all protection and control functions associated
with the breaker, including SCADA.

Routine maintenance can be carried out on each of the
redundant line protections (one at a time) with all primary
equipment in-service. Additionally each breaker and its
associated IED can be taken from service (one at a time)
for maintenance purposes.
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Fig. A-1.
Possible benchmark case for new P&C
architectures.
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There is a value in separating protection functions
and keeping them aligned with the zones of the
primary equipment. Some reasons for maintaining this
separation are the avoidance of common-mode failures,
maintenance of a clear separation of systems under test
and to facilitate easy expansion and/or retrofitting the
system in modular blocks.

BUS 2
A.3 Allocation of P&C Functions to IEDs

Conventional protection schemes were initially
developed using electro-mechanical relays. These devices
often performed one or two functions only on a per-phase
basis. While these schemes required a lot of panel space
and wiring, they also benefited from inherent redundancy.
For example, a feeder scheme could consist of three
single-phase I0C/TOC relays and a ground I0C/TOC relay.
This meant that 2 relays were expected to operate for
many fault types (with the exception of a low magnitude



ground fault). In microprocessor relays much of this
inherent redundancy is lost. As such, when the protection
designer is assigning functions to a multifunction device,
he/she needs to consider the implications of the loss of all
these functions when the IED fails. Conversely, integrating
more functions into a single device results in fewer IEDs
and a simpler overall design. Historically, functions were
separated within one protection group because there
was no other choice. Integrating functions within a group
doesn’t necessarily lessen reliability in a fully-duplicated
scheme because common failures have always existed.
For example, losing the A-system DC supply breaker,
Fig. A-2.
Example of
allocating P&C
functions to IEDs.

LINE 1 A

A.4 ACSignals

Most protection schemes utilize voltages and currents
measured via conventional CTs and VTs. CTs typically
have nominal secondary current ratings of 1A or 5A. VTs
typically have nominal secondary phase-neutral voltage
ratings of 57V to 120V. CTs may serve several IEDs wired
in series. If so, the protection designer needs to consider
the consequence of a failure of a cable or CT on the overall
scheme. Test facilities (see A.6) should also be designed in
such a way that an IED may be isolated from the system
without interrupting the current to other IEDs. The IEDs of
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could affect two panels worth of discrete elements just
the same as it would affect the functionally identical
scheme implemented in one completely integrated IED in
a 4N case.

For another example one can consider again the line
terminal shown in Figure A-2. Traditionally the functions
shown in the breaker IED (synchrocheck, auto-reclose,
and breaker failure) were not duplicated. The protection
designer may decide to reduce the number of IEDs by
merging these functions into one of the line protection
IEDs. If so, consideration must be given to the interruption
of these functions during routine maintenance. Another
consideration is the potentially large tripping exposure
to a mal-function. It is probably warranted to duplicate
these functions in both IEDs. However, this approach may
require careful consideration. For example, allowing two
auto-reclose schemes to operate in parallel could lead to
unexpected and unwanted behavior especially for single-

pole tripping.

redundant systems are often fed from separate CTs. The
cabling may be routed over different paths for additional
redundancy. If the redundant IEDs share the same panel,
the cabling may then terminate on different sides of the
enclosure. VT signals are more likely to be shared by
multiple IEDs. If so, fuses are typically installed throughout
the circuit. These devices must coordinate in order to
ensure that a fault in the voltage circuit impacts as few
IEDs as possible. VT fuse fail schemes should supervise
protection schemes that are predisposed towards false
operation for a failure in the voltage circuit.

Almost all protection applications require their input AC
signals to be time-aligned. This calls for synchronization
of measurements of these signals, either with respect to
one another or with respect to the absolute time. Today,
this requirement is achieved by bringing all signals into
a single IED and processing them synchronously within
the device with respect to an internal arbitrary time

79



80

scale. With the exception of some line current differential
applications, protection functions today do not depend
on any external time synchronization source.

A.5 DC Signals

Protection schemes often utilize signals from other
schemes or from field devices (circuit breakers, etc.).
Contacts are wetted from the station battery to feed
auxiliary relay logic or the inputs of IEDs. In large stations,
miles of control cabling are sometimes required to route
these signals. As such, station batteries are typically
ungrounded and are equipped with battery ground
detection in order to allow station personnel to detect and
repair cable faults. Even so, incorrect status information
due to faulty circuitry is inevitable and must be planned
for in the design. In general, a protection scheme should
not produce a critical response (i.e. trip a breaker) based
solely on a status input. For example, in line distance
applications, permissive transfer tripping is more secure
than direct transfer tripping because the former requires
a protection element to pickup simultaneous to receipt of
the permissive signal. In applications where this principle
cannot be adhered to, the scheme should use multiple
status signals for additional security. For example, a
scheme that uses both the normally open and normally
closed breaker status contacts can be designed to
discriminate between correct and abnormal indication.

In the redundant systems the signals for each scheme
are usually derived from different devices or field contacts.
These signals are segregated onto separate cables.
The cables may be routed via different paths within the
station. In very critical stations there may be separate
batteries for the redundant systems. This reduces the
system exposure to battery grounds.

Critical dc signals such as trip, close or breaker failure
initiate can be equipped with test facilities to allow safe
isolation of those signals from the rest of the system.

A.6 Testing and Test Facilities

Provisions are made in every protection scheme to
facilitate commissioning, routine maintenance, and
troubleshooting. Switches are often inserted between the
measuring VTs and CTs and the IEDs. These serve as points
at which the relay can be isolated for troubleshooting
or for secondary injection testing. They also serve as
measuring points for the secondary currents and voltages.
Switches are also often inserted into the DC circuits.
These may be used to isolate trip and close commands to
breakers. They may also be placed at intermediate points
within the protection scheme logic or between protection
schemes in order to verify specific functions or logic.

Facilities may also be provided by the IEDs themselves in
the form of monitoring points, targets, or LEDs. In some
cases dedicated schemes are designed using rotary
test/normal switches, pushbuttons, and indicating lamps.
An example of this is the transmit/receive test facilities
associated with the pilot scheme of a line terminal. As
protection schemes become more integrated and IED
counts go down, there will be a greater need for internal
IED test capabilities. Internal facilities must be designed
in such a way that the user will have the same degree
of confidence in the outcome of the test as was attained
with external test facilities. They should also be flexible,
user-friendly, and give unambiguous feedback on the
state of the test.

In general, it is worth considering the six general
categories of tests traditionally applied to existing P&C
systems and the reasons for each.

Type Tests are extensive tests usually performed by the
manufacturer and are intended to uncover basic flaws in
the design of a product or system. Type tests include a
full range of performance and environmental tests that
subject the equipment under test to the maximum possible
stresses it is likely to ever experience in-service. Type
tests are also intended to prove that a particular system
actually meets its stated functional and performance
specifications. A major part of testing digital systems is
the verification of software performance under a variety
of externally simulated conditions designed to uncover
any weaknesses at the specified performance levels.
In tests of protective relays, external digital simulators
capable of modeling actual power system behavior are
used to drive power amplifiers supplying actual signals
in the correct range of the CT and VT inputs of the relay
under test. In this case, the relay under test is treated as
a “black box". Type tests are generally complicated and
expensive to perform and are therefore done only at the
time of initial product design and any subsequent major
revisions.

Production Tests are tests performed on a regular
basis on every unit produced and are intended to uncover
variations in product quality due to manufacturing
tolerances, assembly errors, etc. Production tests are
usually performed by connecting sub-assemblies or
the complete unit to a test jig that exercises the system
using a pre-determined test script. For example, a
communication port might be tested by presenting a
series of test messages and looking for certain expected
responses within a specified time window and with all
transmission parameters within specification. A complete
“black box” test (reduced in scope relative to a type test),
may be performed at final assembly.



Commissioning Tests (also known as a site acceptance
test or SAT) are tests performed during the initial
commissioning of a P&C systemin the field. Commissioning
tests are intended to uncover errors in wiring and other
installation errors. Commissioning tests are also used
to uncover errors in entering the applied relay settings,
for example a circuit breaker trip contact was not linked
to the output of a distance zone 1 element, but are not
intended to verify the design of the relay internal software
itself. This is a point that sometimes uses up much utility
time and effort. Once a particular relay has passed its
type tests and the design is frozen, the programming
and basic performance of all its internal elements cannot
subsequently change. The effectiveness of commissioning
tests on software is essentially limited to verifying that the
user-accessible configuration settings have been entered
and function as intended for the particular application.
Commissioning tests done in the field per se can not
uncover power system calculation errors leading to an
incorrect choice of, for example, zone 1 reach setting.
Certain consistency checks such as simple rule of thumb
calculations are easy to do and may uncover errors in
the settings. Commissioning tests are often concluded
by performing a live test trip of the protected zone to
absolutely ensure that all circuit breakers will trip as
intended.

Maintenance Tests are tests performed at routine
intervals of typically every four years or more to uncover
any deterioration in the overall performance of a P&C
system. Historically, maintenance intervals were shorter
when P&C systems were largely comprised of electro-
mechanical elements that were subject to the effects of
dirt, oxidation, heat, etc. However, the advent of digital
systems with extensive self-monitoring capabilities has
significantly lessened the requirements for routine tests
of the P&C system itself. For example, once commissioned
and placed in-service, IED self-checks such as memory
checksum routines ensure that a digital relay will perform
its mission indefinitely without any degradation in the
settings configuration possible. Certain parts of the IED,
such as the analog to digital converter subsystem, may be
subject to small drifts in gain over long periods. Many IEDs
alsoincorporate mechanisms such as standard value tests
that are automatically applied on-line, thus essentially
eliminating the need to test the A/D converter on a routine
basis. In order to take full economic advantage of the
capabilities of modern P&C systems, the most important
consideration when contemplating a maintenance test is
to test only those parts of the overall installation that can
actually change while in-service. The parts that can not
change unless manually interfered with such as software
may generally have the maintenance substantially
reduced to a broad overall functional check.

Factory Acceptance Tests (FAT), as the name implies,
are tests typically performed in the factory on an overall
integrated system, such as a collection of protection
IEDs, communication interfaces and control components
comprising the complete installation for an entire
substation or major sub-division thereof. FATs typically
use either standard or customer-specific performance
targets and are intended to ensure that the whole
assembly will perform as expected in the field. Typical
areas considered are 1/0 loading, buffer capabilities and
overflows, communications performance and in some
cases, environmental performance. The main difference
between a production test and a FAT is that the production
test is usually concerned with one item at a time, such as
an IED, or individual modules going into an IED; whereas
an RTU or equivalent unit is usually a composite of several
individual items or modules that are assembled into a
cabinet for a project-specific application.

A.7 Lockout Relays

Utilities usually lock out the breakers surrounding a
permanent equipment failure. This is done for internal
transformer faults, bus faults and failures of breakers.
One or more protection devices may initiate operation of
a lockout relay (ANSI 86). This is a bi-stable device that
remains in the operated state after reset of the initiating
protection. The lockout relay provides sustained tripping
commands to all of the breakers making up the zone and
blocks all the possible means of closing said breakers. The
intent is to prevent re-energization of the equipment until
a local inspection has been carried out. Accordingly, the
lockout relay is usually hand-reset. Due to its simplicity,
the lockout has a high reliability. Monitoring of the lockout
coil (either by placing a lamp in parallel with the initiating
device or through the use of a coil monitoring relay)
further increases the availability.

A.8 Human Interfaces

Human interfaces are necessary to provide status on
the operational state of the scheme. Often both local
and remote indications are required. Targets, LEDs, and
annunciator panels capture operational information such
as the particular element that has operated, the phases
involved, and whether or not reclosure was successful.
Status is also provided on the health of the protection
scheme; including IED failure, loss of DC, VT fuse failure,
and trip coil failure. The interface is typically nonvolatile
and capable of capture of fleeting events. The human
interface usually permits limited reconfiguration of the
protection scheme such as setting group control or
blocking of autoreclose. Sequence of event systems
(either centralized or integrated to the IED) provide a
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time stamped record of important occurrences within
the substation. Disturbance recorders (either centralized
or integral to the IED) capture raw voltage and current
waveforms during system faults or other disturbances.
This data may be used for operational purposes or to
verify the performance of protection systems.

Also, various means of operating the equipment are
provided via reliable interfaces such as pushbuttons,
pistol-grip switches, etc. These devices are known to the
existing work force and extremely reliable.

A.9 Availability of Protection

The reliability of the protection scheme is a function of
the reliability of the individual components and the inter-
relationship between these components. The earliest
protection schemes were built from single function,
electromechanical protection & auxiliary relays that
were hard-wired for the particular application. Due to
the simplicity of the constituent elements, the reliability
of these schemes was very high. However, a component
failure could go unnoticed until maintenance was carried
out or a fault occurred.

A protection scheme of the current generation may
consist of a single multifunction IED and its associated
wiring. The IED has many more components that the
simple devices of the past. Therefore the IED should
have a correspondingly higher rate of failure. This
disadvantage is offset by the fact that microprocessor-
based devices are capable of performing self-diagnostics.
In a properly designed system, most IED failures will be
quickly identified, the failed component replaced, and the
system returned to service in a minimal period of time.
The availability of such a scheme can be much better
than otherwise anticipated.

As protection schemes continue to evolve our notions
on system availability should reflect the underlying
components. Redundancy may be added in areas where
it was not previously required, however, the total installed
cost of the installation could still be much lower than in
conventional practice.

With all protection functions allocated between one
or two |EDs, availability of such IEDs is directly reflecting
on availability of protection for the zone. Typically
redundant, independent systems are deployed. Within
each system, a zone is protected with the availability
of about 100 years of Mean Time To Failure (MTTF). This
number is driven by the fact of providing key protection
from a single, integrated device. Typically, a failure of such
device impacts a single zone of protection, and does not
spread into larger portions of systems A or B protection.

Similarly, such a device could be intentionally taken out
of service, and the affected area is both contained and
well defined.

Today’s protection functions do not depend on sources
of time or communication equipment for extensive peer-
to-peer communications. If used, the time synchronization
and communication devices are treated as a part of the
scheme, and are typically isolated from other zones of
protection so that their failures or maintenance have
limited impact on the overall substation protection
system.

Annex B.
Reliability and Availability Calculations

A Poisson distribution is a reasonable model for the
failure of components for a “back of the envelope
calculations” [33].

The probability distribution function of the failure of a
component is typically assumed as:

f()=1-e"

The probability of a component failing by time t, or the
portion of a population of components that will fail by
time t, is given by:

(1)

F()=[f)-dt =1-¢" 2

The reliability function, the probability that a component
will not fail by time t, is given by:

R(t)=1-F(t)=e"

(3)
The Mean Time To Failure is the expected value of the
probability distribution:
° 1
M=[t-fe)-de = (@)
0

Next, one needs rules for series and parallel composition.

In a series composition, an assembly is built from two
components, both of which must work in order for the
assembly to work. In a parallel composition, the assembly
works if either of the components works.

For series composition of two components, the mean time
to failure for the assembly is related to the mean times to
failure of the components, M1 and M2, by:



Mo 1 _ M, M,
series L_'_L M1 +M2 (5)
Ml M2
For parallel composition, the relation is:
1 M, -M
Mparallel:M1+M2_ 1 1 :M1+M2_1—2
_ Ml +M2
Ml M2
(6)

Next we turn our attention to availability, which is
a separate question from reliability. The question of
reliability in the context of this discussion is focused on
how long it takes for the system to fail, assuming that the
system is not repaired as components fail. On the other
hand, availability addresses what percentage of the
time the system is operational, and includes temporary
outages such as loss of power, noise, and temporary loss
of communications.

Each subassembly of the system is characterized by the
fraction of the time that it is available:
up time

A=——— 7
total time (7)

Equivalently, a subassembly can be characterized by the
fraction of the time that it is unavailable:

down time
D — —

=1-4 (8)

" total time

Next, we need rules for composition. For a series assembly
of two independent components, the availability of the
assembly is given by:

Aseries
D

=4,-4, :(I'DI)'(I'Dz)z]_DJ -D,

(9)
=1-4,-4,=1-(-D,)-(I-D,)~ D, + D,

series
The approximations are valid for small values of D.

For a parallel assembly of two independent components,
the availability of the assembly is given by:

D, . =D.-D,
A . =1-D,-D,

It is intuitively obvious, and proved by the above
equations, that the reliability of components is generally
much higher than the reliability of the system. Therefore,
the system will fail much sooner than the expected end of
life of any of its components.

parallel

(10)

parallel

Consider a system of Figure B-1a. An IED working as
a protection relay receives data via network from three

merging units (transformer relay, for example). Each
merging unitis synchronized via independent connections
from a source of time. Merging units, network, the
IED and the synchronization source are designed and
manufactured for 150 years of MTTF (1 out of 150 devices
fails in a year). All the connections are assumed to have
300 years of MTTF (1 out of 300 connections fails over one
year).

In such a system, all components must work in order for
the system to work. For such a series assembly, the MTTF
is 15.8 years (1 out of 16 systems will fail in a year). This
is well below today’s standards and will not be accepted
by users.

Assume the relative MTTF data for all the components
of Figure B-1a remain the same. In order to guarantee 100
years of MTTF for the system, the absolute MTTF values
for the components will have to be as in Figure B-1b. For
example, the merging units, IED and the network will have
to be of 950 years of MTTF, while the connections will have
to have a reliability of almost 2,000 years of MTTF. This
example is based on arbitrary numbers, but nonetheless
illustrates the magnitude of the problem.

Reliability of the system can be improved by eliminating
components from the system, providing redundant
components, or increasing reliability of individual
components. As illustrated in Figure B-1b, the last solution
is not a practical one.

Consider alternative architectures shown in Figure B-2.

Figure B-2a assumes the source of synchronization is
provided via network. This eliminates connections from
the synchronization source to the merging units. There is
no redundancy added to this scheme, but the number of
components in the system is reduced by two connections
(3 removed, 1 added). This increases the system MTTF
from 15.8 years to 17.6 years.

Figure B-2b assumes all connections in the scheme
to be fully redundant. This implies separate fiber cables
and diverse routing of the cables so that the failures are
truly independent. Based on equation (6) a redundant
component of equal MTTF increases the original MTTF by
only 50%. In the case of Figure B-2b, two connections of
300 years of MTTF each yield an assembly of 450 years
of MTTF. If so, 1 system of Figure B-2b out of 20 systems
would fail within a year (19.6 years of MTTF).

Figure B-2c assumes the synchronization source and the
network to be redundant. This brings their arbitrary 150
years of MTTF to 225 years for the system calculations.
Now, the architecture of Figure B-2c has the MTTF of 21.4
years.

Figure B-2d eliminates the synchronization source. It
is assumed that the host IED is driving synchronization
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Fig. B-1.

A sample process bus based protection application with arbitrary MTTF values of components
(a). Required MTTF levels leading to 100 years of MTTF for the system (b).

for its merging units. This eliminates 2 components from
the system (synchronization clocks and their redundant
connections) and increases the MTTF to 25 years.

Assume further variants as depicted in Figure B-3.

The system of Figure B-3a eliminates the explicit
network, and connects the IED with its merging units.
The removes several components from the system, and
increases its MTTF to 30 years.

Figure B-3b probes the impact of redundant
connections. If the redundant connections are removed,
the system degrades to 27.3 years of MTTF.

Figure B-3c assumes redundant merging units and

redundant connections. Each merging unit and its
connection has a MTTF of 100 years. This subassembly
is duplicated in the architecture of Figure B-3c yielding
150 years of MTTF for the merging unit data. The system
requires all 4 elements to work (IED and 3 redundant
merging units), resulting in the overall MTTF of 37.5 years.

Assume the arbitrary relative MTTF data for the
components of the system in Figure B-3c. In order to
achieve 100 years of the system MTTF, the IED and merging
units will have to be characterized with 400 years of MTTF,
and the connections with 800 years between failures.

The above numbers are within the reach of today’s
technology. It is important to realize that today’s IEDs are
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built as subsystems

(see Figure B-4). These subsystems are CPU with
communications, power supply, binary input modules,
ac input modules, contact output modules, etc. For the
system (IED as known today) to have a 100 years of MTTF,
the subsystems must be much more reliable. Assuming
equal reliability of the 5 major subsystems of the IED in
Figure B-4, each subsystem has an MTTF of about 500
years.

Assume now those existing subsystems are relocated to

compose a distributed protection system with I/Os moved
to the switchyard (merging units), and input-less IED left in
the control house. Assume the arbitrary reliability of 500
years for each subsystems is improved by the factor of 2.
Assuming 500 years of MTTF for the direct connections,
such system would reach the level of 71 years of MTTF as
depicted in Figure B-5.

Ifthe merging unitsand their connections areredundant,
the system of Figure B-5 would reach exactly 100 years of
MTTF.
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This surprising number results from a simple fact:
The system of Figure B-5 is very similar to today’s IEDs.
The complexity and part count are similar yielding
approximately the same overall MTTF level. The added
components (connections and power supply modules
in the merging units) are compensated by redundancy
of those elements, and assumed two-fold increase in
reliability of the subsystems.

It is intuitively obvious that a process bus protection
system set up with today’s off-the-shelf components
(complex merging units fed for non-conventional
instrument transformers and explicitly synchronized
via their IRIG-B inputs and communicating via Ethernet
network) would have reliability numbers similar to the
example of Figure B-1a. This is because of substantial
increase in the total part count of the system as compared
with today’s microprocessor-based relays. A successful
system for replacing copper wires with fiber optics would
have to keep the total part count and complexity at the
level of today’s relays.

Fig. B-4.
Today’s IED as a system.

Today's integrated IED

Therearechallengesindesigningsuchasystem primarily
time synchronization, and sharing data from merging
units to multiple IEDs without an explicit network, while
keeping the total count of merging units at a reasonable
level.

Itis justified to assume relay vendors have / are working
on solutions. It is quite obvious that the interoperability
protocols of the IEC 61850 in the areas of process bus and
peer-to-peer communication are of little help in solving
this architectural/reliability puzzle.
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Monitoring Ageing CCVTs

Practical Solutions with Modern Relays to Avoid Catastrophic Failures

Bogdan Kasztenny, lan Stevens

ABSTRACT - Ageing Coupling Capacitor Voltage Transformers
(CCVTs) can pose safety problems and possibly restrain system
operations. Catastrophic failure of a CCVT could start a wide-
spread fault in the substation and/or endanger personnel work-
ing in a close proximity. The latter becomes a real danger when
inspecting a suspicious CCVT or when Live Line work is being
performed. CCVT monitoring becomes more and more impor-
tant as the installed population of CCVTs ages with sporadic
incidents of catastrophic failures alerting both field personnel
and dispatching managers regarding safety and liability.

Microprocessor-based protection relays facilitate cost-efficient
and broad deployment of CCVT monitoring functions across
the organization.

First, modern relays allow programming a number of indica-
tors that alone, or in combination, are reliable enough to raise
alarms and initiate an in-depth engineering analysis.

Second, these relays can provide data recording and remote
access. This data includes high-resolution data such as oscil-
lography, and long-term trending such as the magnitude profil-

ing.
Third, relay-based CCVT monitoring schemes can be retrofitted
in the existing installations. In many cases with a simple wiring

and setting changes, existing relays could provide a solid CCVT
health indication.

The combination of reliable alarming via protective relays with
remote access yields a cost-efficient, easy to implement, and
safe to operate, solution.

This paper presents a number of CCVT health indicators that
could be programmed on modern relays via logic and simple
math operands in order to monitor the CCVTs with a minimum
material and labor investment.

1. Introduction

CCVTs are widely used in transmission and distribution
substations to provide proportional, secondary single-, or three-
phase voltages for protection, metering and control functions.
The CCVT has three basic components: a capacitor divider
made from a group of high voltage capacitors and a lower
voltage grounding capacitor(s), and a voltage transformer/filter
element which provides the single phase secondary voltage
(Figure 1).

One common problem in electricity supply is the ageing
population of CCVTs (Figure 2). Over many decades, the CCVT
components will degrade and/or experience overvoltages.
This may result in capacitor element failure and the secondary
voltage progressively losing its integrity, but more importantly,
the CCVT can explode if sufficient number of capacitor elements
fail. The explosion can rupture the porcelain shell and radiate

porcelain fragments and hot synthetic oil within the local
area (Figure 3). This debris is a real threat to staff safety and
to surrounding plant (in a similar incident in a capacitor bank,
Powerlink Queensland suffered damage to 26 plant items from
a capacitor can explosion). In addition, the CCVT is commonly
located on the substation bus and bus protection will clear
the fault. This can result in loss of supply to a large number
of customers and possibly incur a penalty from the Energy
Regulator. Where CCVT supplies degrading voltages to revenue
metering, the billing data will contain an error. The billing
discrepancy can be substantial if the magnitude or phase error
is small enough to remain undetected for very long periods of
time, but large enough to accumulate into a significant energy
measurement error.

Powerlink is replacing its line protection relays with
microprocessor-based protection relays and it is beneficial and
cost effective to provide VT monitoring within this relay.

Emerging considerationsin Australia are the legal requirement
for managers to exercise Duty of Care, especially with respect
to staff safety [2]. This consideration requires managers to
ensure staff safety in the substation and approved procedures
exist for staff to safely isolate faulty HV assets.

This paper provides methods of monitoring with
microprocessor-based  protection relays and providing
information for safely isolating CCVT assets, in a timely manner
and thus maintaining security of supply. In addition, novel
methods of monitoring a single phase CCVT are presented.

2. Failure Modes and Consequences
The failure modes for conventional CCVTs are:

e Failure of one or more capacitor elements in the HV stack
(C1), which is usually oil impregnated. The critical factor is the
increase in voltage and stress upon healthy capacitors as each
capacitor fails, e.g. 275kV CCVT has about 160 capacitors in
C1. This can lead to an avalanche failure mode and a possible

explosion.

e Failure of one or more capacitor elements in the LV grounding
stack (C2), whichis usually oil impregnated. The important factor
is the decrease in secondary voltage. However, this failure mode
can result in an explosion as experienced in New Zealand when
C2 failed due to a faulty connection.

e Failure of the intermediate voltage transformer or the series
reactor, which can result in changes in phase angle and/or
voltage.

e Failure of the ferroresonance suppression circuit, which can
produce waveform distortion, changes in phase angle and/
or voltage. It is possible for ferroresonance events to occur
if the connected burden has too low a knee point voltage in



its transformer(s). Powerlink experienced an intermittent
connection in the CCVT's ferroresonance damping circuit and
this fault produced a reasonably stable voltage (64V compared
to 67V on healthy phases) and fluctuating frequency in one
phase between 47 to 53 Hz (50Hz nominal; measured with

Fig. 1.
Construction of a
typical CCVT [1].
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with a capacitive impedance rather than the normal high 50Hz
impedance and would have affected the voltage output.

e Failure of the filter circuit or spark gaps, which are used to
minimize harmonic and transient voltages in the output voltage.
Frequent overvoltage events can wear out the spark gap and
the flashover voltage level increases. This will increase the stress
on components in the VT circuit and these eventually fail.

o Externalflashover along the porcelain bushing due to pollution
contamination of flashover clearance. The cause is incorrect
CCVT specification for the local environment when purchasing
the CCVT.

e Failure of expansion membrane, whichresultsincontamination
of oil and capacitor failure. Powerlink has experienced failure
of the expansion membrane in a magnetic VT because the
membrane was incompatible with the synthetic oil. This
eventually resulted in the VT exploding.

Fig. 3.
Porcelain debris after rupture of a VT.

e Failure in gasket seal which may allow high moisture content
(>30 ppm) in oil which reduces the withstand voltage capability
andincreases stress in basebox items which use oilimpregnated
paper.
¢ Low oil condition due to prolonged oil leak which results in
capacitor failure.

The capacitor, series reactor and intermediate voltage
transformer components can be degraded by high harmonic

currents (e.g. AC-powered trains), lightning or prolonged
ferroresonance conditions.

The consequences of CCVT failure could be:

e The CCVT can explode if sufficient number of capacitor
elements fail and arcing occurs within it. The explosion can
rupture the porcelain shell and radiate porcelain fragments and
hot synthetic oil within the local area. This debris is a real threat
to safety of staff and to surrounding plant.

e The CCVTis commonly located on the substation bus and bus
protection will clear the fault. This can result in loss of supply
to a large number of customers, or weakened system integrity
(stability problems).

e The failure mechanism was due to a generic or age related
fault. Thus the remaining CCVTs could be deemed suspect
and, without monitoring, result in constraints upon system
operations and substation work.

e Progressive failure over a long period of time will cause
incorrect revenue billing because one secondary voltage
was incorrect. Microprocessor revenue meters will alarm if
the voltage exceeds the typical limits of 80% to 115%. CCVT
monitoring can overcome this problem, eliminate the need to
repay/recoup the amount of incorrect billing and maintain a
company's reputation.

3. Present Monitoring Schemes

The present monitoring schemes are limited to three-
phase groups of CCVTs. The commonly used methods are
based on under/over voltage protection relays, which create
an operational window and alarm for voltages outside the
window (except for near zero voltage where the CCVT was
de-energised). This method is an absolute measurement and
is relatively insensitive because the window thresholds must
be set above possible network voltage fluctuations (£10% of
nominal). Therefore, the alarm could be raised just before the
CCVT could explode.

A novel method developed by TransGrid (an Australian
transmission authority) was to monitor the half wave rectified,
three-phase voltages with a missing pulse detector [3]. A high
voltage will cause its rectified phase pulse to dominate, thereby
causing one healthy pulse to be missed (Figure 6). A low voltage
will cause its rectifying diode to be biased off, thereby causing
the phase pulse to be missed. The missing pulse detector fed
into a time delay and output relay circuits. This method is
sensitive to voltage but relatively insensitive to phase drift as
detection occurs around +60°. This method is a relative three-
phase method, and it has been successful. However, it requires
a separate relay for each three-phase CCVT and it cannot
provide additional information as to which phase failed.

These monitors were set with a 10 minute time delay so that
any transient voltage fluctuations from the electricity network
or secondary system loads is filtered out. The time delay
prevents incorrect and unnecessary alarms, which can give
CCVT monitoring a bad reputation with resulting distrust and
poor response to legitimate alarms.

Dissolved gas analysis of oil samples taken from CCVTs will
provide static assessment on the health of each CCVT. The
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New CCVT capacitor stack (left) and CCVT under high-voltage testing (right).

disadvantages are high cost and labour requirements, and it's
possible the CCVT could fail between oil samples.

4. Attributes for CCVT Monitoring
The required attributes for CCVT monitoring are:

e Continuous, reliable monitoring is provided and the alarms
are supervised.

e [t uses a relative voltage measurement technique so as to
give sensitive monitoring irrespective of unrelated transient
voltages. Microprocessor-based protection relays measure
zero sequence and/or negative sequence voltages providing
for this attribute.

¢ It logs the voltages in a FIFO record of suitable length and
frequency for post fault analysis.

o |t filters out transient sequence events such as secondary
transient loads on one phase, network faults or switching of
reactive assets such as shunt capacitor banks and reactors.
Typically, a long time delay is used but this can still produce
fleeting alarms that may be ignored by the operator.

¢ The installed and maintained costs for providing monitoring
are low as the frequency of CCVT faults is very low but the
consequences of a fault are very high and costly. The cheapest
monitoring available is to incorporate it into existing feeder
protection or SCADA control equipment. This equipment
already has three-phase voltages connected, and may provide

a SCADA communication link (such as DNP 3.0) to annunciate
CCVT alarms.

e The provision of voltage waveforms in real time or as records
allows staff to investigate the problem and take appropriate
actions to maintain staff safety and security of supply.

¢ The above information is provided by remote interrogation and
in a timely manner. Powerlink has developed a 2MB Wide Area
Network (WAN), which connects to the majority of substations
and it enables remote interrogation within 5 minutes.

Modern microprocessor-based protection relays provide
many of these attributes and are ideal for performing this

monitoring.

5. System Conditions and Voltage
Monitoring

Operating range of electricity network is typically +10% of the
nominal voltage. However under system abnormal conditions
(e.g. one feeder out for maintenance and an associated supply
feeder trips), it may be possible for three phase voltage dips
or brown out events to occur. It is important that resultant,
incorrect CCVT monitoring alarms do not occur and increase
the workload of network control centre operators during this
crisis.

The electricity network is designed to limit the levels of the
negative-sequence voltage to a maximum 2% averaged over
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ccvT copdcitor stacks.

a 1-minute period. The quiescent level is typically around 0.5%.
This limit was derived from the adverse impacts upon motors
producing torque in the opposite direction and overheating
their rotors if exposed to negative-sequence. For example,
NEMA recommends keeping the continuous negative-sequence
unbalance to within 1% [4)]. Therefore, these levels will give
guidance for selecting the pick up value and minimum operating
time for CCVT monitoring. Some extra high voltage networks are
operated untransposed with significant negative-sequence in
currents and voltages. If this is the case, zero-sequence voltage
could be considered instead.

Any measurement grade VT is designed for operation under
any burden conditions such that magnitude and phase errors
are less than accuracy class, which usually have limits of 1.5%
and 1°. However, VT burdens are generally balanced so there
will be minimal magnitude and phase differences between
phases, i.e. all magnitude and phase errors will have the same
sign.

Therefore under healthy CCVT conditions and with no
negative sequence voltage in the electricity network, there will
be negligible negative-sequence voltage.

The major consideration in the electricity network is power
system faults which are limited to around 10s duration.
Therefore, the negative-sequence time guideline will supersede

this requirement.

6. Proposed Voltage Monitoring Schemes
6.1. Methods for three-phase sets of CCVTs

The advent of microprocessor-based protection relays can
give the opportunity to provide CCVT monitoring at virtually
no additional cost. The commonly used transmission feeder

protection systems are distance protection and/or current
differential protection, which may have distance back up
protection. The distance protection function requires three-
phase voltages and henceitis ideal to perform CCVT monitoring.
The new method can be applied on these relays utilizing their
metering, logic and math capabilities.

One design objective was to eliminate the need to wire the
CB status into the monitoring system. Therefore, overvoltage
elements are set low (15-20% of nominal) to indicate the VT
is energised. Note if the capacitively coupled voltage on a de-
energised bus or feeder is high, it may be necessary to increase
the supervising setting.

6.1.1 Monitoring with Negative-Sequence Voltage

Negative-sequence voltage is a preferred monitoring method
because it provides relative coverage over the whole voltage
phasor range, and negative-sequence overvoltage elements
are often available in microprocessor-based protection relays
for purposes such as weak-infeed logic.

Assume phase A is failing while phases B and C display
virtually no errors. The negative-sequence derived from such
voltages is:

1
V,= E (VA(sec) +a’- Vi (primy T @ VC(prim)) (1)

which can be re-written as:

2
VA(sec) = 3 ’ V2 - (a : VB(prim) ta- VC(prim)) 2)
Expression in the brackets is minus the primary ratio voltage
in phase A, and therefore:

VA(sec) =3 VZ + VA (3)

(prim)

Equation (3) means that assuming balanced primary voltages,
and phase A voltage failing, the negative-sequence overvoltage
function defines a limit around the true ratio voltage in the
shape of a circle with the radius of three times the applied

pickup (Figure 7).

This provides for good sensitivity to angle shifts in the
monitored voltage. Assuming the V, magnitude does not
change and the failure shifts the vector, the following shift will
trigger the negative-sequence function if set to pickup at V..

(4)
o =2 -arcsin 3.5 =2 arcsin(é . Vz(PUJ
2V, 2
And furthermore:
3-180 (5)

A(geg) ® Varr

For example, if set to 0.03pu, the
negative-sequence overvoltage function would trigger when
the secondary voltage shifts by about 5.2 degrees. This is the
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worst case scenario; if the magnitude changes, either increases
or decreases, even smaller angle differences will trigger the
negative-sequence function (see Figure 7).

However, sensitivity to magnitude changes is lower. Assume
no angle error occurs as a result of the failing CCVT. It will take a
magnitude excursion of 3 times the negative-sequence pickup
to trigger an alarm. For example, with a 0.03pu pickup, it will
take a change in magnitude by 9% to trigger the alarm. This
may be considered not sensitive enough.

The high voltage capacitor stack (C1) may be composed of
one hundred cans at 132kV level, 160 cans at 275kV level, etc.
Approximately, the voltage ratio changes in proportion to the
amount of shorted capacitor cans. For example, at 275kV level
with 160 cans, it will take 2 cans to cause a change of 1.2% in
the voltage; a single can failure would cause a 0.6% change,
which could be below the class error of the transformer. This
sets a limit on the minimum number of shorted cans that
could be detected. Failures of the low voltage stack have a
more dramatic effect on the ratio and could be detected much
easier.

Sensitivity to magnitude excursions can be improved by
monitoring differences between the magnitude of the A phase

VA(prim)

vV

Alsec)

v %

Clprim) Blprim)

Fig.7.
Operating region of the negative-sequence overvoltage
assuming B and C voltages normal.

voltage and reference phases B and C, as shown in Figure 8.
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Fig. 8.
Negative-sequence

(a)
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——ALARM—
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V|-V D, —
g Il 10,

A delay timer is
applied to ride through faults, single-pole tripping and reclosing
sequences and other switching events. Applying scheme of
Figure 8a, a normal/alarm operating region is shaped as shown
in Figure 8b.

Typical settings are negative-sequence overvoltage pickup of
0.03pu (D, threshold), magnitude differential pickup of 0.06pu
(D, threshold), 120sec time delay (t,,, delay), and 10 minute
dropout time (t,,, delay). The 10 minute duration ensures this
problem is not considered a fleeting event.

A practical implementation may require connecting two
timers in series: the first timer is a zero pickup, and small
dropout timer. This timer is meant to prevent reset of the main
timer during sporadic situations when the negative sequence
voltage drops temporarily to low values, e.g. varying frequency
output from intermittent connection in CCVT ferroresonance
circuit. The second timer is the main, 120 sec pickup, 10 minute
dropout timer.

6.1.2 Using change over time to increase sensitivity

Method of section 6.1.1 uses a steady state approach: it
detects abnormal situation after it occurs and continues to
be steady state. For example, when a can fails short in the HV
stack of the divider, the magnitude of the secondary voltage
increases and is driven by a permanently higher ratio. A failure
in the tuning reactor can lead to a permanent phase shift in the
secondary voltage. Because of the relatively long time delay, the
method requires the failure to “stabilize” before it could detect
it. At the same time the lowest possible pickup level must be
above the normal steady-state difference between the phases.

In order to make the detection more sensitive, a change over
time for the differential magnitudes could be applied as shown
in Figure 9.

First, the difference between the two voltage magnitudes is
derived. This difference may be as high a 2-3% under normal
conditions, requiring the threshold in the previous method to be
well above that level.

Second, the change over time is measured by comparing
the present value of the difference with its historical, T sec
old value. If a change greater than D, occurs, the output of

the comparator is asserted. The value of T is set to 200-300
seconds. The threshold could be set as low as 0.02pu. Here, the
steady state errors in the CCVTs and the relay are filtered out
by using the change over time. Also, the natural fluctuations in
each individual voltage are filtered out by using the differential
magnitude voltage.

Third, the output of the “differential over time” comparator is
connected to a timer (set at 120 sec).

Figure 10 illustrates this principle by showing the A and B
voltage magnitudes (a), the magnitude differential (b), change
over time of the differential, and the operating flag (c).

This method will generate a single alarm and it will reset
afterwards. This must be taken into account when programming
post-filtering of alarms generated by this version of the logic.

Methods of Figures 8 and 9 shall be used together to produce
permanent alarm on substantial voltage deviations (Fig.8), and

single alarm on small voltage deviations (Fig.9).

—l Va > V|-V V|-V D TIMER
7| VB |4> |H AI’I B“(l) ’” Al’l BH[pT)I > 3
toxe L ALARM—
—] v, | toro
7| vc |4> | ”VA‘ - ‘Vcllm - ”\/Al - |vcl|(t:r)| > D3
Fig. 9.

Monitoring logic responding to fluctuations of the differential
magnitude.

6.2. Methods for single CCVTs

Presently single phase CCVTs are not monitored at Powerlink
because of the difficulty in obtaining a reliable reference
quantity.

6.2.1 Monitoring with Negative-Sequence Voltage via
Pseudo Three-phase Arrangement

The three-phase steady state method of section 6.1.1 can
be used for this purpose assuming one could “borrow” the two
other phases from CCVTs that are measuring the same primary
voltage. Quite often this is possible. A single CCVT on the bus
facilitating synchrocheck against a three-phase full set of line
CCVTs is a typical case.



With reference to Figure 11, extra security conditions are
checked. First, using overvoltage functions one needs to make
sure the monitored (V,) and the reference (V, and V) CCVTs are
energized.Second, one needstomonitorthe position of breakers/
disconnectors to make sure the monitored and reference CCVTs
are connected to the same metallically coupled portion of the
bus (i.e. the reference voltages are truly valid references). Also,
if the reference CCVT is monitored, its health indicator could be
used to supervise the logic.

Method of section 6.1.2 with increased sensitivity could also
be used when “borrowing” other phase voltages.

6.2.2 Using reference from the same phase

This is a simple method that is based on using the reference
voltage from the same phase. This could be done for a single
CCVT, or for a set of three CCVTs with three pairs of voltages
compared.

The comparison itself could be done using flexibility of
modern relays as shown in Figure 12, or utilizing a synchrocheck
function as illustrated in Figure 13.

Modern relays provide for a synchronism check function.
This function can be used to monitor consistency of any two
secondary voltages assuming the two CCVTs work with the
same primary voltage. The three basic synchrocheck settings
are selected as follows:

e Magnitude difference (D, threshold): 2.5-3 times the sum of
CCVT worst-case error and relay worst-case error. This is driven
by the assumption that one voltage is measured with the
maximum in class negative error, while the other is measured
with the maximum positive error. Therefore, the worst-case
normal difference is twice the summated error of the CCVT and
the relay. Assuming 1% CCVT error and 0.25% of relay error, the
difference shall be set above 2.5% (4-5%).

e Angle difference (D, threshold): similar reasoning applies
(twice the error of the CCVT and the relay). A 2-3° setting shall
be sufficient.
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e Frequency difference (D, threshold): 2.5-3 times the worst-
case relay frequency measurement error. For example with a
10mHz worst-case measuring error, one could set the allowable
delta-frequency setting to 30-50mHz.

Normally, all three parameters (magnitudes, angles, and
frequency) are identical. Should any of them divert due to CCVT
failure, the synchrocheck permissive flag resets. This opens the
AND-gate, starts the timer, and sends an alarm if the situation
persists.

Quite often the synchrocheck function is available as a
standard feature, but is not used on a given IED. This gives an
opportunity to use it as a voltage differential function to monitor
a CCVT against a reference voltage.

In Figures 12 and 13 the supervision from the reference CCVT
being healthy is optional. If the monitor triggers an alarm, the
operators should understand that either of the two CCVT could
have a problem, and both should be checked.

Method of section 6.1.2 with increased sensitivity could also
be used when “borrowing” the same phase CCVT for reference.

I Val—>

[Vl = IV ggerl | > D,

7| VA(REF) |*

— VA| >D,— TIMER

PKP L
DPO

—| Vagen| > B,

—A & Alreference) on the same bus—

Fig. 12.
Monitoring single CCVT (A phase) by comparison with the
same phase of a different CCVT.
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— Vg } Sfﬂzich"ﬁv AV <D,
—V.—» s —|V|>D, TIMER
o t
7| V. | >D = PKP L
s 4 < tDPO
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Fig. 13.

Monitoring single CCVT by comparison with the same phase of
a different CCVT (application of the synchrocheck function).

6.2.3 Providing alternate reference VT

These monitoring schemes rely upon a reference VT, and it may
be required to provide monitoring when the reference VT is de-
energized. This is easily achieved by:

e A simple armature relay to appropriately select another
reference VT;

e Within the relay, creating a monitoring scheme for each
reference VT and ORing the outputs. (The above monitoring
methods will not provide an output when the reference VT is
de-energized.)

6.3. Additional Filtering of Alarms

The CCVT monitoring alarm outputs are sent in real time to the
network control centre over SCADA for operator investigation.

Powerlink has decided to perform post processing by
computer of all alarms received at the control centre. The aims
are to detect high frequency of plant operation (e.g. tap changer
operation of transformer) and to detect fleeting alarms, which
may not be detected by humans.

CCVT monitoring alarms fall into the second aim and this
is simple to achieve if a standard alarm naming convention
is used. This computer filtering provides a safety net in the
monitoring scheme.

Table 1 shows an extracted alarm record of a failing CCVT at a
control centre.

6.4. Additional Features of Microprocessor-based
Relays

Microprocessor-based protection relays provide additional
functions beneficial for CCVT monitoring. Importantly, these
relays provide oscillographic and event recording and data
logging of voltages; all these can be remotely accessed over a
communication link by the control centre operator (Figure 14).
This enables quick, safe interrogation of possible CCVT failure
and prompt removal of plant before a possible explosion and
resultant supply interruption. This information is very useful for
CCVT repair and detecting generic faults due to CCVT age or
design related faults.

These additional features are extremely useful and cost
effective to Powerlink.

7. Implementation on Modern Relays

Modern microprocessor-based protection relays provide for
simple math capabilities. The CCVT monitoring function is not
time critical, therefore a generic PLC-like math operations could
be used for this purpose.

One particular solution uses a universal comparator to
perform comparison, or rate-of-change monitoring for analog
signals.

With reference to Figure 15 the universal comparator could
have up to two signals configured as inputs in a differential
mode. These inputs are any signals measured by the relay and
include phasor magnitudes and angles, true RMS value, active
and reactive power, magnitudes and angle of symmetrical
currents and voltages, frequency, power factor, etc. Either two
signals are subtracted (Figure 16a), a single signal is used (Figure
16b), a single inverted signalis used (Figure 16c), or a sum of two

signals is used by cascading two comparators (Figure 16d).

The comparator could be set to respond to “signed” or
“absolute” value of the effective operating (differential) signal.
The absolute value allows for symmetric response for positive
and negative values; the signed value allows for monitoring
both the value and its sign. For example, to alarm on low power



Table 1.

Sample of SCADA logs
prompting operators to
investigate.

Fig. 14.

Example of remote
interrogation of a
microprocessor-based
protection relay.

The site is 1,800km (1,110
miles) away.

DATE ALARM DESCRIPTION DURATION
1/10/2003 16:36:32 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:14:39
31/10/2003 1:59:20 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:12:49
31/10/2003 2:14:00 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:10:10
31/10/2003 10:42:05 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:15:41
31/10/2003 13:31:45 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:16:11
31/10/2003 19:24:11 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:11:30
31/10/2003 20:08:40 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:16:30
31/10/2003 20:41:20 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:18:20
31/10/2003 20:57:02 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:11:32
31/10/2003 21:40:50 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:10:30
31/10/2003 22:20:28 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:10:50

1/11/2003 9:17:23 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:15:19
1/11/2003 9:42:43 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE =~ ABNORMAL->NORMAL 0:10:31
1/11/2003 11:18:13 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:11:42
1/11/2003 12:00:41 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:10:50
1/11/2003 17:45:30 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:12:52
1/11/2003 18:46:18 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:13:58
1/11/2003 21:02:18 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:11:21
1/11/2003 22:32:17 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:17:59
2/11/2003 1:21:56 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:11:30
2/11/2003 1:48:14 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:11:20
2/11/2003 10:19:10 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:12:10
2/11/2003 11:55:39 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:12:30
2/11/2003 22:23:33 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:11:28
3/11/2003 2:11:43 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:15:20
3/11/2003 4:25:51 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:15:31
3/11/2003 10:52:57 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:13:30
3/11/2003 11:36:58 R-9 HO16-RLEA 110KV FDR CCVT VOLTAGE = ABNORMAL->NORMAL 0:15:00

Total 28

Maximum Time= 0:25:41

Minimum Time= 0:10:10

Average Time = 0:13:38
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Fig. 15.
Operating logic
of the universal
comparator.

—Input Plus\

TIMER
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PKP
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ﬂ abs() |-

DPO

—Input Minus

factoronewoulduse

the "absolute” mode (Figure 17a). But to alarm separately on
low leading, and low lagging power factor, one would use two
comparators set in the “signed” mode (Figure 17b).

The comparator allows responding to either the value of
the effective operating signal (“level” mode) or the change of
the signal over a pre-defined period of time (“delta” mode). The
former could be used to define functions such low power factor
alarm, positive sequence undervoltage, negative-sequence
overcurrent, over-frequency, under-frequency, etc. The later
allows defining custom functions such rate-of-change-of-
frequency, rate-of-change-of-power, etc.

Finally, the comparator could be set to perform “over”
or “under” comparison against a constant user-selectable
threshold. The hysteresis is user-adjustable too.

Figure 18 shows an application example for the logic of Figure
8. In this example FlexElements 1 and 2 (universal comparators)
are used to monitor the voltage magnitude differences, while
negative-sequence over-voltage function is set to monitor the
unbalance. OR-gate no.1 and Timer 1 are used to complete the
logic circuit. The “CCVT ALARM"” flag is set to drive and output

contact or alarm via communications.

Fig. 16.

llustration of the sum/subtract
capabilities of the universal
comparator.

(a)

—Vab mog\

OpSignal 1—

—Vbc mag

OpSignal 1 = Vab mag - Vbc mag

(c)

—Off
\

PKP-

8. Conclusions

The causes for CCVT failure and electricity network events
were presented. From these conditions, it was possible to
develop monitoring schemes and settings, which will give reliable
alarms to network control centre operators for action. Various
monitoring schemes suitable for three-phase and single-phase
CCVTs were presented.

Microprocessor-based protection relays contain the functions
necessary to perform monitoring on an incremental cost basis.
Importantly, these relays provide oscillographic, event and data
logging recording of voltages, which can be remotely accessed
overacommunicationlink. This enables a quick, safeinterrogation
of possible CCVT failure and prompt removal of plant before
a possible explosion and resultant supply interruption. This
information is very useful for CCVT repair and detecting generic
faults due to age or inadequate design.

The benefits to an organization are improved security of supply,
enhanced staff safety and continuance of reputation and goodwill
with its customers. In addition, within the National Electricity
Market in Australia, a considerable annual reward or penalty can
be received based upon security of supply performance against

specified levels.
(b)
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—OffJ

OpSignal 2 = PowerFactor
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—ActivePower
OpSignal 3 = - ActivePower
(d) —ActivePower2
—Off OpSignal 5—
\
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OpSignal 5 = ActivePower?2 - (- ActivePowerl) =
ActivePower1 + ActivePower2

OpSignal 4 = - ActivePower1
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Settings
implementing
the monitoring
logic of Figure 8.

m | ogic Designer // CVT.urs : C:\Program Files\GE Power M... |jaz| 5

: Negative Sequence OV // CVT...

4] ¥ [ V] ccvT Monitoring j Sheet2 j Sheet3 }, Sheet4 [

ﬁLOW POWER FACTOR——

EEX

Enabled

T ITALITIHNITIILD 77 WY 1 .UlD « W \rIuUgiaill i oW ruywoc manaz

SRC 1 (SRC 1)

o lows
< [ LEADING PF
o lows
Z [LAGGING PF

- i Picki 0.030
& Save | &5 Restore | 27 Default | IP:zk:E e = :u
¢ r ] 0.00=

Function Enab Enabled QFF
FlexElement Name ABdiff ACdif | Target Selfreser
InputPlus SRC1 Wag Mag SRC1 Wag Mag !E\'B"ts Dizabled
InputMinus SRC1 Vbg Mag SRC1 Vg Mag = . .
e SESOETE ARSOUITE JCVT.urs |Grouped Elements: Group 1: Voltage Elements 4
Compare Mode LEVEL LEVEL LEVEL L!
Direction Type OVER OVER OVER }
Pickup 0.075 pu 0.075 pu 1.000 pu 1.0
Hysteresis 5.0 % 5.0 % 3.0% 3]
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Engineering Quick Tip:
Never Load Protection Settings into the Wrong Relay Again

GE Multilin has devised a method to safeguard users from erroneously sending protection settings to the wrong relay. This
method, called Serial Number Locking is built into the EnerVista Setup Program that comes with GE Multilin relays.

Serial Number Locking gives users the ability to “lock” a setting file to a specific device by associating the setting file with the
unique serial number of the relay. Once the setting file is “locked” to that relay’s serial number, it cannot be sent to any other relay.
This feature offers users the security of knowing that the proper settings are being loaded into the proper relay.

Phase Distance #/ D60 test.urs : C:\WProgram I [= [[0]]

G i B RCA 8 Relay with Serial # MAZC00000051
Gusd LeR Bander 10,00 chins

Cunct Lo Binder RCA st

Supanvision 0200 pu =

Vol Level 0.000 pu

Delay o0 s

Biock OFF

Targst Saif-rezst

Everls Enatled K|

DED best.urs Grouped Elements: Group | Distance

Setting File for Relay with
Serial # MAZC05000186

EnerVista™ Setup programs verify that the serial number that the setting file was created for, matches the serial number found in the relay

Here's an example of how it works:

1. Using the EnerVista Setup program for the GE Multilin product you are configuring, click on
the setting file in the OFF-LINE window that you wish to assign a Serial Number to.

2. Right Click your mouse and select Edit Setting File Properties from the pop-up window.

3. In the window that appears, enter the Serial Number of the relay that this setting file is
intended for in the field labeled Serial # Lock.

4. Click on the OK button. This setting file has now been “locked” to that relay.

When a file that has a Serial Number Lock enabled is sent to a relay, the file will only be loaded
into the relay if the two serial numbers match. If the two serial numbers do not match, loading
of these settings will not be permitted.

_ fde Edit Settings File Properties

Add Existing Settings File

New Settings File File Marme: |

Remove File From List

Rename Setkings Mile

Duplicate Settings File

Fit Sethings File Properties Order Code: |

Convert Settings File

Select Trem Werzior:

Check Settings File For Errors e
Drescription; ||

Compare File With Defaults
Compare Two Settings Files

Serial # Lock: | MAZCO0000051

Ok, | Cancel

Set Tn Farkney Nefanlk Yalies
Write Settings File bo Device

Print Settings File
Print Preview Settings File
Export Settings File

Create ICD File /
Convert SCD File bo URS File § .
R — . Tip: The serial number of the relay can be found on the label
- i — : on the rear of the relay or by using the keypad on the front of
Fiaat In Main Window the relay, located under Actual Values, Product Information.
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Engineering Quick Tip:
Connect your Protection and Metering Devices to your Corporate Network

Many industrial facilities have protection and metering devices monitoring their electrical equipment but only access the
information found in these devices by plugging a laptop computer in the serial port on the front of the device. The following
simple procedure will demonstrate how to connect these devices to your corporate network so that you can access these devices
from your desktop.

RS485 Daisy-Chain

MultiNet
Serial to Ethernet Converter

Fig.1. Daisy-chaining up to 7 devices to one MultiNet Converter provides generally accepted communication response times.

1. Connect your Serial Modbus devices to a MultiNet Serial

to Ethernet converter by daisy-chaining the RS485 commu-

nications ports of your devices together and then finally to & Ada pevice | - verre | N DeviesName: [iukaler
your MultiNet converter. See Fig.1. = Devolit Bacsisnt Il
et

2. Plug one end of a RJ45 Ethernet cable into the network
port of the MultiNet Serial to Ethernet Converter and the oth-
er end of the cable into your company’s Ethernet network.

Metwork Settings

3. Start up the MultiNet EnerVista Setup Software that can be MAC Address
found on the product CD that comes with the MultiNet unit or oo e AT o
can be downloaded from the GE Multilin website. PAddess | 0 . 0.0 .0
4. In the window that appears, copy the MAC Address found Subnet 25 .25 . W
on the back of the MultiNet converter into the field labeled Gatzway 0.0.0.0
MAC Address. (A MAC Address is a 12 digit number that is unique to Subll Swanei P
each Multinet device i.e. A2-15-B3-34-BF-16) SR

o
5. From your company’s Network Administrator, obtain a e I =]
“Static IP Address”, a “Subnet Mask”, and a “Gateway IP” Ad- Fimetore Infcimaation
dress. e Tope
6. Enter this information in the fields labeled IP Address, Sub- & Road | 2 ping | % Save |
net, and Gateway respectively. See Fig.2. ¥ ok |  Gancet |

7. From the Baud Rate pull down menu, select the baud
rate that the serial devices are configured to communicate.
Note that all of the devices on the RS485 daisy-chain must
be configured to communicate at the same baud rate.

Fig.2. Enter the IP Address, Subnet Mask and Gateway Address of
the MultiNet.

8. Press the Save button to send these settings to the
MultiNet device.
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To now communicate with your devices from your desktop using the EnerVista Setup program or the Viewpoint Monitoring soft-
ware, follow the instructions below.

1. Click on the Device Setup button to configure the Devige Setup 3
communication settings. & adusio_| & asavovics | 8 ot | B e i
2. Press the Add Device Button. g Descrphore |
Coloe: -='|
3. In the field labeled IP Address, enter the IP Address of the metsca [iterst ]

MultiNet that your device is connected to. See Fig.3. ‘

4. In the field labeled Slave Address, enter the Modbus Slave [ ———
address that is programmed in to this device. (Each device that Slveadters [5 =] ModnPatlz
is connected in an RS485 daisy-chain must have it's own unique
Modbus Slave address.)

5. Press the Read Order Code button and press OK.

You are now ready to communicate with your GE Multilin

devices from anywhere you have an Ethernet Connection. i

Verson: T n-..urmwcm|
¥ 0k | xcam.t[

Fig.3. Communicate to your device using the IP Address of your
MultiNet and the Modbus Slave address of your relay or meter

Tip:
If you are concerned about unauthorized users accessing these devices now that they are on your network, program the passwords on your de-
vices to limit their access from unauthorized users.

For more Information view the MultiNet Installation Walkthrough
www.GEMultilin.com/MultiNetInstallation

an Walkthrnugh - Mirrosalt Internet Deplorer provided by GF Tndustrial Systems

Switch Gear




Engineering Quick Tip:

Ensure all Critical Fault Data is Always Retrieved

When a fault occurs in your power system, there is some key information that quickly needs to be retrieved to help determine the

cause. Viewpoint Maintenance will allow the user to gather and archive all of this critical information with a Single-Click of the
mouse. The information that will be collected by Viewpoint Maintenance includes:

o Relay Type
e Relay Order Code
o Relay Firmware Version

e Setting File

e Event Record

Settlng Files

Oscﬂlogruphg

Event Log

TrasVista UR: Srbuy, - Fleiements / Sew Site
JP ke Offfs T Jetion Jacrky indis

BES wELER Aan

Crasied Tt | o |
OO MG N RS l-«

ORTI00H 10518 T | Lot
OABIO0K 1 21337 S0 et
AGCOOL1E1220 AN e

wenwe TE b

o aln A l"‘.|’\.f\'\|f‘| i

HAVAY, Ulfuuuxuuu
T —"

094 26004 241813, 770620 | e
A 3000 101132 8260 |t
DA 16004 1£17.20 7200 | Eveed.

e Oscillography or waveform captures

e Fault Reports
o Data Logger

| Fault Reports |

_ Dutu Logger ' Health Reports |

At the click of a button
Viewpoint Maintenance will
gather all required information
including pertinent Setting
Files, Oscillography, Events,
Fault Reports, Data Logger and
Health Reports...

@...ond stores the zipped file on your
hard drive for easy emailing to other

engineers to assist with your analysis

The following procedure will demonstrate how to easily collect
all critical fault information:

1. Plug your computer into the serial port found on the front

of your relay, or connect your computer to the same Local
Area Network (LAN) as your relay.

2. On the Viewpoint Maintenance main page, click on the
menu item labeled Fault Diagnostic. See Fig.1.

..Viewpoint Maintenance then
automatically packages and
compresses these files into a
single .zip file...

() DEVICE SETUP

@®)> FAULT DIAGNOSTIC

@ SECURITY REPORT

() STATUS REPORT

Fig.1. Viewpoint Maintenance main page
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Fault Diagnostic E' Quick Connect [g|

Select Target Device Guickly connect Yiewpoint maintenance o
aDevice,
From Erviormert MM - |
OR |nterface Serial -
5 Quick gm,,,ﬂ| COM Patt |COMZ -
Baud Rate -
[ Email report bo GE Customer Suppart
%, Options | [® Perform Fault Diagnostic | @ View | Eﬁﬁcomecrl 3 Cancel |
Fig.2. Fig.3.

3. Press the Quick Connect button and enter the communications information to match that of the relay you need to diagnose.
Press the connect button. See Fig.2. and Fig.3.

4. Press the Perform Fault Diagnostic button.

Viewpoint Maintenance will systematically retrieve and archive all of the information listed on the previous page and then allow
you to view all of this information on the included fault analysis viewers. See Fig.4.

Pump Motor 1 SR469 Status Report

@ Date and Time that the Status Report was
OVERVIEW generqted
—— i — . Des_crlptlon of'the GE Multilin Relay and
Dovico Typo SR60 equipment being protected
Order Code SRAGH-PS-HHA20-E A
Firmware Version 29 e Equipment Name
Serial Number ® Relay Model Number and Firmware version
e Relay serial Number
m:::n::mde e s et ¢ Intelligent Reporting raises red flags to draw
Relay Time 1024 attention to disabled protection or control elements
/| Protaction No are enabled
m @ Equipment Targets and Alarms detected by
[ ] IN SERVICE the l'eh‘.]g
e Motor Overload
o Lot RO Ao
® Lossof Load
STOFFED Motor Load T3%
STARTING Current L 4% e i iti i
. LTS : rbalance = Current Operating Condition of the equipment
OVERLOAD T"""““‘::i“‘”:;‘ 56% e Motor Speed
UNBALANCE L2t Hewver
e ® Transformer Lou(_:ll
HOT RTD ® Tap Changer Position
ECSSOHTOAN ® Estimated Time to Trip
Stator Differential Currents m
A 204 A RTD 5
B Dil i ITETY 188°F e . . _
o ooa : Py ® Critical information that can aid in
anticlpating faults
[ : | e Differential Currents
ot vl g oy 1286 Hrs Humber of Motor Starts 23 ® Temperature
| Time Between Starts Timer | 43mins | Number of Emergoncy Restarts | 1 o Freqﬂencg
Start Timer 1 365 Starter
T i7s Number of Starter Operati ES
Start Timer 3 38s . A .
Start Timer 4 33s & Historical Information about the asset that
Stan Timer & A8s aids in predicting maintenance requirements
e Motor Running hours
@ GE Multilin EnerVista VIEWPOINT maintenance ® Accumulated Loss of Life
b ——

® Number of Breaker Operations

Fig.4. The information retrieved by Viewpoint Maintenance includes a report that indicates the current status of your relay and protected
equipment.
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The Viewpoint Maintenance software package provides several other easy to use reports that help you determine the current or
historical operating conditions of your devices. The Settings Audit Trail report shown in Fig.5. provides you with information about
setting changes that have been made to your relays. The information found in this report includes when setting changes have
been made, who changed them, and what changes were made at that time.

EAST LANE 2 SECURITY/CHANGE HISTORY REPORT

Generated ai: Sep 09 2005 14:30:40
Davice Type: UR L90
(Order Code: LO0-HOBHDH-HBA-WYTC
[Firmwars Version: 460
[Serial Number: MAGCO400000127
IP Address: 3. 94.247.167
Settings Summary
Setting Fila Name: FAST_LINE-2 urs
Last Changed: Sep 09 2005 14:18:03.070200 via Ethernet
}Ehanned by Whom (MAC Address): 0008742D6FD0
0 (] U
Event | Date of Change #of Password | Method of |[Changed by Whom| Filename Uploaded Status Firm.
Changes| Entered Change (MAC address) Version
144 [08/09/05 02:18 PM| 15 o Ethernet | 00D874206FD0 FAST_LINE-Z.urs Tn Service| 460 |
143 | 0B/26/05 09:15 AM i Ne Keypad Tn Service | 460
142 | 0B/25/05 08:29 AM 1 No Keypad Tn Service| 460
141 (0B/25/05 08:02 AM 1 No Keypad In Service| 480
140 | 0B/24105 09:45 AM| 18 Ne Ethernel | OUBODODZEAGR FAST_LINE-2.urs Tn Service | 460
139 | 08/09/05 05:12 AM 3 Ne Ethernel | 00BODOD2EAEI Gt |:|o 480
138 | 08/09/05 03:12 AM 16 No Ethernel | O00BODODZEAB3 i I:{t 480
| 137 |osiafs 0230 PM| 22 No Ethernel | 000B743784BF vl 480
136 | 08/09105 02:30 PM| 12 No Ethernet | 0O0DET49784BF so&'n:*' 480
135 | 09/09/05 02:30 FM 3 Ne Ethernet | ODBDDODZEABR ﬁtl:ln'iz‘o 480
q ges De
Event | Date of Change 0Old Value New Value Item Modbus Address
144 | 08/09/05 02:18 PM Disabled Enabled Thermal Model Events 0x6620
144 (0908005 01:10 PM Disabled Enabled Thermal Medel Function 0x6820
144 [08/09/05 12:45 PM Disabled Enabled Acceleration Events 0x6800
144 [ 08/08/05 12:10 PM 10.005 9.008 Acceleration Time 0x6900
144 | 09/09/05 11:05 AM Disabled Enabled Acceleration Function 0x6900
144 | 09/09/05 03:05 AM ot Prog Prog! d Relay Programmed State 0x43E0
144 | 08/24705 09:48 AM| None F5 Source x Auxiliary YT Ox458A
144 | 08/24/05 03:05 AM None F& Source x Phase VT Oxd58A
144 | 08/24/05 01:12 AM Nong F1 Source x Ground CT 0x4584
144 | 08/23/05 11:20 PM Nong F1 Source x Fhase CT 0x4584
144 | 08/23/05 09:10 PM Nong F5 Source x Auxiliary VT 04583
144 | 08/23/05 06:33 PM None F5 Source x Phase VT 0x4583
144 | 08/23/05 04:15 PM None Fi Source x Ground GT 0x4583
144 | 08/23/05 02:21 PM None F1 Source x Phase CT 0x4583
144 |08/23/05 02:02 PM 1.00:1 24000.00:1 Phase VT x Ratio 0x4502
143 |08/23/05 01:10 PM 1A BS000A Fhase CT x Primary Ox4480
142 | 08/23/05 12:30 PM off SRG 2 Pe Data Legger Channels 0x418C
141 (08723705 11:21 AM off SRC 2 Veg AMS Data Legger Channels Ox418A
140 | 04723705 11:01 AM oft SAC 1 Vbg AMS Data Logger Channels 0x4188
140 | 08/23/05 10:10 AM oft SAC 2 V_1 Angle Data Logger Ghannels Ox4188
140 | 08/23/05 06:19 AM off SRC 1 VWca AMS Data Logger Ghannels Ox4184
@ GE Multilin EnerVista VIEWPOINT ma.intenarce

Fig.5. Easily track any configuration changes that have been made to you relays.

Date and Time that the Security Report
was generated

Description of the GE Multilin Relay

e Equipment Name
¢ Relay Model Number and Firmware version
e Relay Serial Number

Summary of the last time the
configuration was changed

® Name of setting file
¢ Who loaded the file
® \When the file was loaded

History of last 10 occurrences the
configuration was changed

Date and time of configuration change
Number of settings changed at this time
Method used to change the relay settings
MAC address of computer sending settings
Name of the setting file sent to the Relay
The relay status after the settings changes

Detailed description of all changes
made to the relay’s configuration

® Date and time of configuration change

® Description of the setting that was changed
® Setting value before change was made

® Setting value after change was made

Convenient File Format
® On-line and off-line copies

e Easily zip these reports with other pertinent
files such as setting files and fault reports
to share with engineers

To download a no charge 15 day trial of Viewpoint Maintenance visit www.GEMultilin.com/EnerVista

105



106

Engineering Quick Tip:
A Quick and Easy Way to Label Your Relay’s LEDs

Properly labeling the LEDs on the front panel of your Universal
Relays is critical to ensure Relay Technicians can quickly
identify the cause of any faults. The following procedure will
show you how to use Viewpoint Engineer to automatically
create professional looking LED labels that are generated to
match the settings that are driving each LED.

CONDITION

NEUTRAL IOC1 OP
NEUTRAL IOC2 OP
NEUTRAL I0C3 OP
NEUTRAL 10C4 OP
NEUTRAL IOC5 OP
NEUTRAL I0OC6 OP
NEUTRAL TOC1 OP
NEUTRAL TOC2 OP

CONDITION

NEUTRAL TOC3 OP
NEUTRAL TOC4 OP
NEUTRAL TOC5 OP
NEUTRAL TOC6 OP
PHASE IOC1 OP
PHASE I0OC2 OP
PHASE I0C3 OP
PHASE I0C4 OP

CONDITION

PHASE I0C5 OP
PHASE I0C6 OP
PHASE TOC1 OP
PHASE TOC2 OP
PHASE TOC3 OP
PHASE TOC4 OP
PHASE TOC5 OP
PHASE TOC6 OP

Fig.1.

Here's how it works:

1. Import an existing UR Setting File into the Viewpoint
Engineer environment by selecting Open File from the File
menu on the top toolbar and selecting the appropriate file.

2. Expand this file's menu tree and double-click on the Front
Panel Report menu item. See Fig.2.

Viewpoint Engineer will now create a label that is populated
with the names of the Flexlogic operands that are driving each
LED. (i.e. Phase TOC 1 OP)

3. Print out the report that is generated by Viewpoint
Engineer. See Fig.3.

4. Cut out the labels that have been created for each LED
panel and remove the white strips in the middle of the labels
for the LEDs to shine through.

5. Place these labels behind the clear protective cover.
(The second sheet on the Front Panel Report will step you through the
process of installing these labels behind the clear protective covers)

These reports also create the labels for the Front Panel
Pushbuttons if your relay is equipped with this option. These
labels are also based on the settings that are programmed in
the relay setting file.

6. Cut out the label generated for each pushbutton.

7. Place the label behind the clear protective cover provided
for each button.

[ bnervista Viewpoint Lngineer

=l

= Files
* B90-1ure : C:\Program Filet\Er
+ - D30-2.us ; C:\Program Files\Cr
* B30-3ure : C:\Program FilethEr
+ - D90-4.ws : C:\Program Files\Cr
* DB0-1.we : C:\Program Filet\Er
+  DG0-2.us : C:\Program Fes\Cr

FBlLurs : C:\Program Files\Erer

+ - L90-1.urs : C:\Program Files\Er

L90-Zurs : C:\Hrogeam Filesh\Er

1 MB0uws . CAFogram Files\Ene
= Mill Bulding Feederz.urs : CADo
0

Device Defilion

#  Product Sehup

Y Sydlem Selup

+ Fladoge

v Grouped Elements

+ - Lontrol Elaments

v Inputz/Oulputs
Traneducse 1/0
Prulection Repol

Send File To Device
Update File From Device
Logic Designes

Logic Moribar

* NP C30ure - CWProgram Filesh
& MPI FEQLurs : C:\Progeam Filesh
+ NP TRNure - CWPriogram Filesh
+ - TEB01091305.ws: C:\Docum
* TH0ure - CAProgram Files\Fne

File Tools Yiew Conmmunications HebFile Edil Documents Yiew ‘Window Help
DS

Breaker Trip Commands

_ WamaiTripjHoa)

J- im

| |
For Help, press F1

4

[0 ey &2 e
=
Breaker Status

T | AND —*
e [ e

CortOp1 [IH]
e 1
I s o o

| P

T[T TN 0sclogie jTrip Logic  Shect [

" [ Logis Design..

L

MU

Fig.2. The Front Panel Report in Viewpoint Engineer will analyze your Setting files and create labels for your LEDs that are based
on the settings found in your relay.



Device Mame F35
Description none
Order Code F35-HO3-HPH-FEH-HEC-MaH-PED-LIGH- W71
Firmware Yersion 4.60
Serial Mumhber Mo serial number lock - See File Properties
Communications hodbus slave: 254
Setting File Name Will Building Feeders.urs

Tip:
F35 Front Panel Report The Front Panel Report is provided in a format that

January 10,2006 11:52 | can be edited by the user to further customize
these labels. Simply type in the text you wish to
appear next to each LED and print out the label.

Page 1 of 2

CONDITION

MEUTRAL
MELITR
NEUTRA L 10C:

Breaker
Lockout

Breaker
1 Man
Trip

Breaker
1 Man
Close

COHDITION

NELS T
MELTRAL TOX

Breaker
2 Man
Trip

Breaker
2 Man
Trip

Breaker
2 Man
Close

Breaker
2 Man
Close

CONDITION

CONDITION

WSCH
LED4G
LEDATF
LED4Z

Breaker
4 Man
Trip

Breaker
5 Man
Trip

Breaker
4 Man
Close

Breaker
5 Man
Close

=
@l GE Multilin EnerVista VIEWPOINTeﬁMeer 220

Fig.3. Viewpoint Engineer will create labels that
can be cut out and placed on your relay's front

panel.

E Multilin EnerVista VIEWPOINTeﬁMeer 2.20

January 10, 2006 11:52

£}l

he

B C-hEH-PED-LIBH-WTI
60

Ek- See File Properties
slave: 254
Feeders.urs Page 2 of 2

brinter

g harrow rectangle for each column of LEDs

R CUSTOMIZED DISPLAY
PANEL:

NT COVER (F/N:1502-0014)

Pushin
and gently lift
up the cover.

driver
il not

LANEMODULE )

3-First Iplace the left side of the customized module back to the frant
panel frame, then snap back the right side.

4-Put the clear LEXAN FRONT PANEL back to its place.
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Engineering Quick Tip:

Create a Simple Network to Monitor Your Protection and Metering Devices

Creating a communications network to remotely monitor and control your protection and monitoring devices can be done in an
easy and cost effective manner. The following procedure will demonstrate how to create a communications network and begin

monitoring your devices through an HMI software program.

Connecting your Network

1. If your protection or metering device is equipped with an
Ethernet port, connect this port to an ML600 unmanaged
Ethernet switch using a RJ45 Ethernet cable.

2. Using the keypad on the front panel of your relay or meter,
program the device with an IP Address that is unigue to that
device. (An IP Address is a 4 segment number that is used to uniquely
identify an Ethernet device found on a network i.e. 3.94.234.27)

3. Using the keypad on the front panel of your relay or meter,
program the device with a Modbus slave address.

4. If your relays and meters do not have an Ethernet port,
connect these devices to a MultiNet Serial to Ethernet
converter and connect the MultiNet to the ML600 unman-
aged Ethernet Switch using a RJ45 Ethernet cable. See Fig.1.
(To learn how to connect your devices to a MultiNet converter, please
see Quick Tip #2)

ML600
Ethernet Switch

Ethernet Network

Serial to Ethernet Converter

5. If you are connecting this network to an existing network, plug your ML600 into your LAN using a RJ45 Ethernet cable.

6. If you are not connecting this network to an existing network, plug your computer directly into the ML600 using a RJ45
Ethernet cable. You will then need to assign your computer a Static IP Address. To learn how to do this, see Appendix A at the

end of this quick tip.

Monitoring your Devices

To monitor your relays and meters using the Viewpoint Monitoring software program, complete the following steps:

1. Start up the software and click on the Device Setup button
to configure the communication settings.

2. Press the Add Device Button.

3. In the filed labeled IP Address, enter the IP Address of the
relay or meter that you want to communicate to. If you are
communicating to your device using a MultiNet serial to Eth-
ernet converter, enter the IP Address of the MultiNet.

See Fig. 2.

4. In the field labeled Slave Address, enter the Modbus Slave
address that is programmed into this GE Multilin device.

5. Press the Read Order Code button.

6. Press the Add Device button and complete the above
steps for each additional device you are going to monitor
and press OK.

7. Press the Plug and Play - IED Dashboard button found

near the top of the screen.

9. Click on the device you wish to monitor and press the
Dashboard button found below it. See Fig. 3.

10. Begin monitoring your relays and meters to analyze the
status of your critical power system equipment. See Fig.4.

Device Setup [z]
|

& addsne | & add Davice | @ petete | ' Device Neme: (463 11y 1
Substafion ' s
469 Relay 1 Descplion. |
ok -
Interface: Etheinst -
1P Adkdrmss: 1M M7oA
Slave address: |5 33 Modbus Port: |502
(rder Code:  [4RS.P5.05.A
Versiont [z4: -] Read Order Code
M Ok | ¥ Cancel
Fig.2.
_ 59 Metor Msaagemens Relay 750/760 Feedar Manageaest Relay Dm/ﬂmi ive Dlstance Rty
Seteet Device &'IHI'M
Frout Pl | i Frnt Pansl :r_}_'._',:r'li".'.'.'d
Dashboard | COMTRADE COMTRADE
Flg.3.



Lol 16u_uverview.sf

Main Menu Overview Matoring RTDs Alarm Data Trip Data Learned Maintenance
Relay Status Generator Status | Output Relays |
1 InBanite T Areaker Open = Tip ::wru:::! 1 “.j‘:;‘ L
| RMNal apar
- Dreaker Closed | |
—n otsta;o - L Aur Estimated Time 1o Trip | 16.2 min
! == Az  Tachometer REM | 3600 REM.
E Noi. Baguonca | : Molor Speed Luwe Speed (Speed 1)
Ground - Marm
Reset Rela
L | (W g _ HotestSttor
1 VTrailure HID | 1
T DreskerFailure | T genice Temperature 80 °C
Current Phasors Analog Inputs Digital Input Status
Analog Input 1 HE0Y [
: ﬁl';_f_q'g_lx_!pulj . w000tz | ACCEsE T | Assignable input 1 i |
Analog Input 3 | Not Pragrammed Tast I | Assignable input 2 ==
| Analog Input4 | Hot Programmed | Starter I | Assignable Inputd | ]
Analoq nput DATCrential Emergancy Restan I | Acslgnable input 4 | |
¥ 1-2 Mot Prog Remnte Reset I | Trip Coil Bupenvision | T
| Differential 34 | NolF
[Device Status: Al devices are communicating successhully with ener¥ista VIEWTOINT, "

Fig. 4 Viewpoint Monitoring will detect the devices you are using and automatically
generate monitoring screens that are tailored to your devices and wiring configurations.

Now that you can communicate with your devices, Viewpoint Monitoring will allow you to easily monitor, control, and analyze
historical data about your power system using the following tools.

Single-Line Monitoring

The Single-Line Diagrams allows you to create customized
Single-Line Monitoring screens that will display real-time
information from multiple devices on one screen and allow for
sending commands (i.e. Trip/Close) to these relays and meters.
See Fig.5.

|| Ble E® Wow Foeetes Tooh  Hel

Pump-House Motor #2
5
B, .8
= - - -
o oH LT

Gpona Trp
Low S Pressure 5] igh Whecing Teep.

Fig.5. Monitor the status of multiple devices to identify System problems

Annunciator Alarming

The Annunciator Alarm screens will monitor any measured pa-
rameter and generate alarms whenever a digital value chang-
es state (i.e. Breaker Status) or an analog value drifts beyond a
preset value (i.e. Transformer Load). See Fig.6.

5 Erver¥ivta VIEWPORNT - [wmmansstinp *] = I
Bpe 2 ook G BhPay e i b alol

DFEE DL LDNE (KA A B Ackrowiedgn (3 - [ Communicaton Sishn
ot i (A g 24 P Ly | Bk St
F35 dan 1 F35 e ¥ M |
Avbrnge Currat e Forver s P Contact byt 2 Batst
9 gy Ll [
et e Cined
Ly o Bk St
2
Contact Pyt 2 St
o
Cined
oo e  Overioad (Al F TANA] | Transtomer a3 Draskas St Transtormer s 7 Brvatar ot
T M | TR W | THO s
Hranstrmes Low Cartact Fent 1 S Contact Pyt 1 Star
03k o o
e et Cined
Faat Tancer Qvarcumert Ak @ 150 A Cuercue
SRS Tt AT Monston
vt Currart
116 Ampr 187 Arga.
o= rere

Fig.6. Get Instant Notification of System Alarms from any device
on your Network

Trending Reports

The Trending Reports allow you to log measured parameters
over long periods of time and provides a method for analyzing
these values for changes over any time period. See Fig.7.

st . ~-fx
FDL S

Flopsit 2. chatd

‘m_\/-»\/\/\rf\——w/——\/\/\/'\,___/\__/\__,«
000 =
TTTTrrrTrr T T T T e T i T T e r e rrrrrrTT
Ao 10 1200 Tine Ase 1804 1200
(BlFspnt Conl_| 6| Repet 21 B Magost 2,10,
r—— i

Fig.7. Log Power Level data from multiple devices at one time

To download a no charge 15 day trial of Viewpoint Monitoring visit www.GEMultilin.com/EnerVista
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APPENDIX A

Assign your computer a “Static IP Address” that will allow your 4. In the menu that appears, select the item labeled Internet
computer to communicate on your new network by performing Protocol (TCP/IP) and then click on the Properties button.
the fO“OWIng Steps. -+ Local Area Connection Properties Fﬁ|

1. Open your computers control panel by clicking on your Goneal | Aduanced|

Start Menu > Settings > Control Panel icon. el

BB Broadcom Nelheme S7xx Gigabit C
This coneection uses the fkowing dens:

) J100S Packet Scheduler 2
bl "™ AEGIS Protocol JEEE 802 1x) v3.20.3

LEm Prograns »

Documents

E W settings ¢ e
% B okl Pansl | Install
@ ,-) Search =
i e . Deseriphion
= B etuork Connections Trammission Cortiol ProtocolAinienet Protocol. The defouk
[ \arseriysion
b5l €@ +ole and Support 52 Printers and Faxes wide . kol ha o e
" scioss dhverse intesconmected networks.
.= fun. [, Taskbar and Start Menu
" [ Sihow icon in notihcation aren when carnected
= [&7] Moty e when this connection has mied of no connectly
§ G Undiock, Computer
* (O

2. Double click on the icon labeled Network Connections. 5. Select the tab labeled Use the following IP address.

6. Enter an IP Address, a Subnet Mask, and a Default Gate-

3. Right Click your mouse on the icon labeled Local Area way address in their respective fields and press OK.

Connection and select Properties.

Internet Protecol (TCP/IP) Properties

E:,]] @ LAN or High-Speed Internet Boneral

You can et IP seltings avsigred sutomaticaly f you network supgarts
thiz itherwize, pou reed 1o atk pour network. administeatos for
the appropriate IP' setings.

Dell Wireless Display

WLAN Ca.,.
‘ Disable () Obkain an IP address automatically
efm' Status (5 Use the iollowing IP' address:
\ Repair 1P addess: |3 .9 .20 3 |
IMouse Subnet mask: 25.255.0 .0
EBridge Connections Deltust : 7.6, o ]
@ Create Shortcut -
2 (3 Use the folowing DNS server addrestes;
Sounds and Speech . Rename Predearesd DN serves
S [ Poperes | i

Tip:
The IP address for your computer must be a unique address found on this network. The subnet mask must be the same for all devices or computers
found on this network. If you are unsure what number to use here, select 255.255.0.0 or contact your network administrator.
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Cost-Effective GPS Timing

For Substations
XL-750 GPS Time Source

- Accurate: <100 Nanoseconds to UTC

- Configurable Pulse Rate and Time Code Generation

- Fault Tolerant with Holdover and High I/0 Isolation

- Alarm Contacts for Remote Supervision

- Synchronizes Protection Relays, RTUs, Meters, PMUs

Complies with NERC Recommendations

iber ¥, " IRIG-B (DC) "4,

Reprater |

To find out how cost ’fec ve the

call: 1-707-636-1908 g e Symmetrlcom

visit: www.symmttm.com/XL750
or e-mail: xl-750@symmttm.com Perfect Timing. It's Our Business.
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Fetithe expertsin protectlve relogmg ensure your power system is
protected and maintdined to the highest standards possible

MAKING GE EXPERTS A PART OF YOUR TEAM

Our experts can help you buy:

B Designing New Protection Installations
o Performing System and Relay Coordination Studies
O Developing Engineering Drawings
o Creating Logic for your protection schemes

B Reviewing and Validating Existing Protection Systems
O Analyze system and relay wiring diagrams
O Reviewing Relay Setting Files

m On-Site Field Services
o Upgrading Relay Firmware or Uploading Relay Setting Files
o Commissioning / Field Troubleshooting
O Arc Flash studies

B Real Time Digital Simulator (RTDS) Testing
o Model your transmission system
O Run simulation of thousands of fault scenarios

B Complete Relay Panel Solutions
o Customized relay panels for your protection applications
O End-to-end turnkey custom solutions
O Design and Engineering Drawings
0 Manufacturing Test Reports

GE Multilin
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GE Multilin experts create customized logic for
your protection schemes

Customized relay panels for your protectlon cmd
control equipment

Worldwide: 905-294-6222
North America: 1-800-547-8629
www.GEMultilin.com/consulting
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